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Abstract 

 Wireless sensor network of globally distributed 

autonomous sensors to monitor physical or 

environmental conditions such as temperature, 

noise, pressure etc. and to cooperatively pass 

their data through the network to a main 

location. CASER protocol is used to increase the 

lifetime of the network. Energy consumption and 

security are the two conflicting issues in WSN. To 

overcome this problem some parameters are used 

Energy balance control using PSO (Particle 

swarm optimization) and lifetime optimization 

TORA (Temporally ordered Routing Algorithm). 

For security Probabilistic random walking the 

proposed protocol can achieve a high message 

delivery ratio while prevent routing from 

polluting attacks. 

 

 Keywords: Routing, Security, Energy 

Efficiency, Energy Balance, Delivery Ratio, 

Deployment, Simulation. 

 

I. INTRODUCTION 

 

 Wireless Sensor Networks (WSN) are emerging 

as both an important new tier in the IT ecosystem 

and a rich domain of active research involving 

hardware and system design, networking, 

distributed algorithms, programming models, data 

management, security and social factors The 

basic idea of sensor network is to disperse tiny 

sensing devices; which are capable of sensing 

some changes of incidents/parameters and 

communicating with other devices, over a 

specific geographic area for some specific 

purposes like target tracking, surveillance, 

environmental monitoring etc. Today’s sensors 

can monitor temperature, pressure, humidity, soil 

makeup, vehicular movement, noise levels, 

lighting conditions, the presence or absence of 

certain kinds of objects or substances, mechanical 

stress levels on attached objects, and other 

properties Routing is another very challenging 

design issue for WSNs. A properly designed 

routing protocol should not only ensure high 

message delivery ratio and low energy 

consumption for message delivery, but also 

balance the entire sensor network energy 

consumption, and thereby extend the sensor 

network lifetime. Motivated by the fact that 

WSNs routing is often geography-based secure 

and efficient Cost-Aware secure routing 

(CASER) protocol for WSNs without relying on 

flooding CASER allows messages to be 

transmitted using two routing strategies, random 

walking and deterministic routing, in the same 

framework. The distribution of these two 

strategies is determined by the specific security 

requirements.  

  

This scenario is analogous to delivering US Mail 

through USPS: express mails cost more than 

regular mails; however, mails can be delivered 

faster. The protocol also provides a secure 

message delivery option to maximize the message 

delivery ratio under adversarial attacks. CASER 

protocol has two major advantages:  

 

 It ensures balanced energy consumption of the 

entire sensor network so that the lifetime of the 

WSNs can be maximized.  

 

 CASER protocol supports multiple routing 

strategies based on the routing requirements, 

including fast/slow message delivery and secure 

message delivery to prevent routing trace back 

attacks and malicious traffic jamming attacks in 

WSNs  
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II. EXISTING AND PROPOSED SYSTEMS  

 

A. Existing System  

 

In existing system geographic routing is used as 

the promising solution in the network. 

Geographic adaptive fidelity is used as the 

promising solution for the low power sensor 

network .A query based geographic and energy 

aware routing was implemented for the 

dissemination of the node. In Geographic and 

energy aware routing (Gear), the sink 

disseminates requests with geographic attributes 

to the target region instead of using flooding. 

Each node forwards messages to its neighboring 

nodes based on the estimated cost and the 

learning cost. Source-location privacy is provided 

through broadcasting that mixes valid messages 

not only consumes significant amount of sensor 

energy. But also increases the network collisions 

and decreases the packet delivery ration. In 

phantom routing protocol each message is routed 

from the actual source to a phantom source along 

a designed directed walk through either sector 

based approach or hop based approach. The 

direction sector information is stored in the 

header of the message. In this way, the phantom 

source can be away from the actual source. 

Unfortunately, once the message is captured on 

the random walk path, the adversaries are able to 

get the direction sector information stored in the 

header of the message. 

 

 B. Proposed System  

 

To overcome this drawback new scheme is 

implemented and named as CASER. Here the 

data that is used for the secure transmission is 

energy balancing. Thus development of the 

proposed scheme is used for the energy balancing 

and for secure transmission. A secure and 

efficient Cost Aware Secure Routing (CASER) 

protocol is used to address energy balance and 

routing security concurrently in WSNs. In 

CASER routing protocol, each sensor node needs 

to maintain the energy levels of its immediate 

adjacent neighboring grids in addition to their 

relative locations. Using this information, each 

sensor node can create varying filters based on 

the expected design trade-off between security 

and efficiency. The quantitative security analysis 

demonstrates the proposed algorithm can protect 

the source location information from the 

adversaries. In this project, we will focus on two 

routing strategies for message forwarding: 

shortest path message forwarding, and secure 

message forwarding through random walking to 

create routing path unpredictability for source 

privacy and jamming prevention. 

 

B. System Overview 

  

The Energy Balance Control (EBC) is the one of 

the problem in wireless sensor network. Here we 

discuss about the EBC.  

 

1. Energy Balance Control (EBC):  

 

To balance the overall sensor network energy 

consumption in all grids by controlling energy 

spending from sensor nodes with low energy 

levels. The source node sends the message to 

neighboring nodes, then move to the next 

neighboring node.  

 

 
 

                                    Fig.1.System Overview.  
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The Fig 1 shows that, the data is sent the source 

node to destination node based on the neighbor’s 

node selection. The EBC is the Energy Balance 

control; it is used to calculate the energy. The 

energy is calculating based on the EBC 

algorithm. First select the neighboring node for 

message forwarding. If the node is has the highest 

node means select that node. The sink node has 

the information about the entire node, that 

information is stored to the sink node. The source 

node sends the message to neighboring nodes, 

then move to the next neighboring node. Finally 

the message is send to sink node. In wireless 

sensor network, sink node has the all node 

information. The EBC method is used to calculate 

the energy for the sensor node.  

 

II. MODULES DESCRIPTION  

 

There are three modules:  

 

1. Shortest path Allocation 

 

2. Energy Balance Routing  

 

3. Secure Routing Using CASERA.  

 

Grid Creation  

 

The network is normally deployed with number 

of sensor nodes .The network is divided into two 

or more equal size sections. The number of the 

sensor node is determined by the size of the grid. 

The number of sensor nodes in each grid follows 

id. When the number of sensor nodes in each grid 

is large. The sum of the energy in each grid 

should follow the normal distribution according 

to the central limit theorem. In our proposed 

dynamic routing algorithm, the next forwarding 

node is selected based on the routing protocol. 

The message is forwarding node based on the 

neighboring node selection and estimate the 

distance. 

 

C. Energy Balance Routing 

 

 In the selection of the neighboring node selection 

the energy level of each node to be considered. 

To achieve the energy balance, monitor and 

control the energy consumption for the nodes 

with relatively low energy levels. To select the 

grids with relatively higher remaining energy 

levels for message forwarding. For parameter α, 

αε [0, 1] to enforce the degree of the energy 

balance control. It can be easily seen that a larger 

a corresponds to a better EBC. It is also clear that 

increasing of a main they also increase the 

routing length It can effectively control energy 

consumption from the nodes with energy levels 

lower than α, εα (A). The CASER path selection 

algorithm is derivate by the equation, 𝜀𝛼 𝐴 

=1|𝑁𝐴| 𝜀𝑟𝑖𝑖∈𝑁𝐴 Here ε is a parameter used for 

the Energy Balanced Control. And then the term 

α is used to denote challenging ratio. If the α 

value is maximum means there is no shortest path 

in that node.  

 

 

D. Secure Routing Using CASER  

 

In the proposed model the data that are 

transmitted according to the routing strategy. A 

routing strategy that can provide routing path 

unpredictability and security the routing path 

become more changeable the routing protocol 

contains two options for message forwarding: one 

is a deterministic shortest path routing grid 

selection algorithm, and the other is a secure 

routing grid selection algorithm through random 

walking. In the deterministic routing approach, 

the next hop grid is selected from NαA based on 

the relative locations of the grids. The grid that is 

closest to the sink node is selected for message 

forwarding. In the secure routing case, the next 

hop grid is randomly selected from NαA for 

message forwarding. The distribution of these 

two algorithms is controlled by a security level 

called βϵ [0, 1], carried in each message. When a 

node needs to forward a message, the node first 

selects a random number γϵ [0,1] If γ>β , then the 
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node selects the next hop grid based on the 

shortest routing algorithm; otherwise, the next 

hop grid is selected using random walking. The 

security level β, is an adjustable parameter. 

Smaller β results in a shorter routing path and is 

more energy efficient in message forwarding 

 

E. Algorithm  

 

1. Energy Balance Control Algorithm    

 

The energy Balance Control algorithm shows, 

pointed out that the EBC parameter a can be 

configured in the message level, or in the node 

level based on the application scenario and the 

preference. When a increases from 0 to 1, more 

and more sensor nodes with relatively low energy 

levels will be excluded from the active routing 

selection. Therefore, the NαA shrinks as a 

increases. In other words, as a increases, the 

routing flexibility may reduce. As a result, the 

overall routing hops may increase. But since ε 

α(A) is defined as the average energy level of the 

nodes in NA, this subset is dynamic and will 

never be empty. Therefore, the next hop grid can 

always be selected from NαA.  

 

IV.PERFORMANCE EVALUATION AND 

SIMULATION RESULTS  

 

In this section, we will analyze the routing 

performance of the proposed CASER protocol 

from four different areas: routing path length, 

energy balance, the number of messages that can 

be delivered and the delivery ratio under the same 

energy consumption. Our simulations were 

conducted in a targeted sensor area of size 

1,500×1,500 meters divided into grids of 15×15.  

 

A. Routing Efficiency and Delay  

 

For routing efficiency, we conduct simulations of 

the proposed CASER protocol using OPNET to 

measure the average number of routing hops for 

four different security levels. We randomly 

deployed 1,000 sensor nodes in the entire sensor 

domain. We also assume that the source node and 

destination node are 10 hops away in direct 

distance. The routing hops increase as the number 

of transmitted messages increase. The routing 

hops also increase with the security levels. We 

performed simulations with different α and β 

values. In all cases, we derived consistent results 

showing that the average number of routing hops 

derived in this paper provides a very close 

approximation to the actual number of routing 

hops. As expected, when the energy level goes 

down, the routing path spreads further wider for 

better energy balance. We also provided 

simulation results on end-to-end transmission 

delay in Table 1.  

B. Energy Balance  

 

The CASER algorithm is designed to balance the 

overall sensor network energy consumption in all 

grids by controlling energy spending from sensor 

nodes with low energy levels. In this way, we can 

extend the lifetime of the sensor networks. 

Through the EBC a, energy consumption from 

the sensor nodes with relatively lower energy 

levels can be regulated and controlled. Therefore, 

we can effectively prevent any major sections of 

the sensor domain from completely running out 

of energy and becoming unavailable. In the 

CASER scheme, the parameter α can be adjusted 

to achieve the expected efficiency. As α increase, 

better energy balance can be achieved. 

Meanwhile, the average number of routing hops 

may also increase. Accordingly, the overall 

energy consumption may go up. In other words, 

though the energy control can balance the 

network energy levels, it mayincrease the number 

of routing hops and the overall energy 

consumption slightly. This is especially true 

when the sensor nodes have very unbalanced 

energy levels. In our simulations, shown in Fig. 2, 

the message source is located at (332, 259) and 

the message destination is located at (1,250, 

1,250). The source node and the destination node 

are 10 hops away in direct distance. There are 
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three nodes in each grid, and each node is 

deployed with energy to transmit 70 messages. 

We show the remaining energy levels of the 

sensor nodes under two different α level. 

 

 

 
 

                              Fig.2. Remaining energy distribution statistics after 

                                     the source transmitted about 600 messages. 

 

 

The darker gray-scale level corresponds to a 

lower remaining level. Fig. 2a, we set α = 0 and 

there is only one source node. The energy 

consumption is concentrated around the shortest 

routing path and moves away only until energy 

runs out in that area. In Fig. 2b, we set α = 0.5, 

then the energy consumption is spread over a 

large area between this node and the sink. While 

maximizing the availability of the sensor nodes, 

or lifetime, this design can also guarantee a high 

message delivery ratio until the energy runs out 

for all of the available sensor nodes in the area. 

We also conducted simulations to evaluate the 

energy consumption for dynamic sources in 

Fig.3. We assume that the only sink node is 

located in the center of the sensor domain. There 

are three nodes in each grid, and each node is 

deployed with energy to transmit 70 messages. In 

this case, the energy consumption is highest for 

the node around the sink node. The consumption 

decreases based on the distance that the node is 

away from the sink node. In fact, the average 

energy consumption for the node with distance i 

to the sink node can be calculated as follows.  

Theorem 5: 

 

 Assume that all sensor nodes transmit messages 

to the sink node at the same frequency, the initial 

energy level of each grid is equal, then the 

average energy consumption for the grid with 

distance i to the sink node is where n is the 
distance between the sink node and the outmost 
grid.  
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        Fig.3. The remaining energy levels of the sensor nodes in the sensor  domain when the     

innermost grid almost runs  out of the energy, where α = 0.5, β = 0.5. 

 Proof: 

 Since all messages will be sent to the sink node, 

the energy consumption for the grids with 

distance i to the sink node can be measured based 

on message forwarding for grids with distance 

larger than i and message transmission for grids 

with distance i. The number of grids with 

distance j to the sink node is 8j. The total energy 

consumption of the grids with distance i to the 

sink can be calculated as 8𝑗: 𝑛𝑗=1 the average 

grid energy consumption is therefore: 8𝑗 𝑛𝑗=1 8𝑖 
= 𝑛2 + 𝑛 + 𝑖 − 𝑖2 2𝑖  
To investigate the energy consumption in the 

uniform energy deployment, we assume each 

sensor node has equal probability to generate 

packets and acts as a source node in Figs. 3 and 4. 

In these simulations, the sink node is located in 

the center of the target area located at (750, 750), 

which makes the target area symmetrical to show 

the energy consumption. Each node has the same 

probability to generate the packets. The 

maximum direct distance between the source 

node and sink is 7. Similar to the previous 

simulation, we assume there are three nodes in 

each grid, and each node is deployed with energy 

to transmit 70 messages. Fig. 3 gives the 

remaining energy levels close to the sink node 

when the sensor nodes run out almost the entire 

energy, where n = 7, α = 0.5, α = 0.5. The color 

evenness in each layer of the grids demonstrates 

the energy usage balance enforced through the 

EBC α. In fact, according to Equation (1), we can 

calculate the total number of messages that can be 

transmitted from the outmost grid when the 

innermost grid runs out of energy as210/((n2+ 

n)/2)= 210/((72 + 7)/2= 7.5. In this case, the 

overall energy consumption is only 7.5× 8 𝑛𝑗=1 

j2 = 8,400, when the sensor networks become 

unavailable. Recall that the overall energy units 

deployed are 210× ((2n + 1)2-1) =47,040: 

Therefore, the energy consumption is only 

8,400/47,040 = 5/28≈ 17.86% when the 

innermost grids run out of energy and become 

unavailable.  
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               Fig.4. Delivery ratio under different EBC α and security level β.  

 

B. Delivery Ratio 

 

 

One of the major differences between our 

proposed CASER routing protocol and the 

existing routing schemes is that we try to avoid 

having any sensor nodes run out of energy while 

the energy levels of other sensor nodes in that 

area are still high. We implement this by 

enforcing balanced energy consumption for all 

sensor nodes so that all sensor nodes will run out 

of energy at about the same time. This design 

guarantees a high message delivery ratio until 

energy runs out from all available sensor nodes at 

about the same time. Then the delivery ratio 

drops sharply. This has been confirmed through 

our simulations, shown in Fig.4. 

 

                                                       

CONCLUSION 
 

 In this paper, we presented a secure and efficient 

Cost Aware secure Routing (CASER) protocol 

for WSNs to balance the energy consumption and 

increase network lifetime. CASER protocol is 

support multiple routing strategies in message 

forwarding to extend the lifetime and increasing 

routing security. Both theoretical analysis and 

simulation results provide that CASER has an 

excellent routing performance in terms of energy 

balance and routing path security. The CASER 

protocol provides a non-uniform energy 

deployment scheme to maximize the sensor 

network lifetime. 
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