
 

International Journal of Research 
Available at https://edupediapublications.org/journals 

e-ISSN: 2348-6848  
p-ISSN: 2348-795X  

Volume 04 Issue-17 
December 2017 

 

Available online: https://edupediapublications.org/journals/index.php/IJR/ P a g e  | 340 

 

Secure Data Sharing In Cloud Computing Using Revocable-

Storage Identity-Based Encryption 
C.S.Kalyan Ramchander & Dr. S. R. Mugunthan 

M.Tech, Department of Computer Science and Engineering, Bharat Institute of Engineering and 

Technology. 

Professor, Department of Computer Science and Engineering, Bharat Institute of Engineering and 

Technology. 

Abstract: Distributed computing gives an adaptable and 

advantageous route for information sharing, which brings 

different advantages for both the general public and people. 

Be that as it may, there exists a characteristic resistance for 

clients to straightforwardly outsource the mutual 

information to the cloud server since the information 

frequently contains significant data. Therefore, it is 

important to put cryptographically upgraded get to control 

on the mutual information. Character based encryption is a 

promising crypto graphical primitive to manufacture a 

viable information sharing framework. In any case, get to 

control is not static. That is, the point at which some client's 

approval is lapsed, there ought to be a component that can 

evacuate him/her from the framework. Therefore, the 

disavowed client can't get to both the already and 

accordingly shared information. To this end, we propose a 

thought called revocable-capacity character based 

encryption (RS-IBE), which can give the forward/in reverse 

security of cipher text by presenting the functionalities of 

client denial and cipher text refresh at the same time. 

Besides, we display a solid development of RS-IBE, and 

demonstrate its security in the characterized security show. 

The execution examinations show that the proposed RS-IBE 

conspire has favorable circumstances as far as usefulness 

and proficiency, and accordingly is doable for a useful and 

financially savvy information sharing framework. At last, 

we give execution aftereffects of the proposed plan to show 

its practicability. 
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INTRODUCTION 

 Conveyed registering is a model for enabling supportive, 

on ask for compose access to a typical pool of preparing 

resources (Networks, servers, stockpiling and 

administrations).In the most punctual phase of distributed 

computing security is given by Certificate Based Encryption 

which scramble the information in view of authentication 

which is given to the information client. Unapproved client 

may copy the authentication which may prompt security 

issue. To defeat the issue, Identity Based Encryption 

replaces this framework.  

In which the customer's id (name, email address, IP address, 

port number, and etcetera.) is utilized to produce the keys 

which are utilized to scramble the information. This does 

not give security to information partook in cloud on the 

grounds that the information is put away for a more 

extended period by then the information is available to the 

outsider exceptionally effectively. To stay away from this 

Identity Based Encryption with Proficient Revocation was 

presented. In this approach the information supplier can give 

the life time of the key gave to the client. Toward the end of 

the life time the client can renounce the key with the help of 

focal specialist called Private Key Generator (PKG).  

After this Revocable Storage Personality Based Encryption 

is proposed, this gives both forward and in reverse security 

which is missing in past method. This method permits the 



 

International Journal of Research 
Available at https://edupediapublications.org/journals 

e-ISSN: 2348-6848  
p-ISSN: 2348-795X  

Volume 04 Issue-17 
December 2017 

 

Available online: https://edupediapublications.org/journals/index.php/IJR/ P a g e  | 341 

 

information supplier to determine the life time of the 

information shared and the private key gave to the 

information client. When this time terminates the private 

key generator (pkg) is in charge of renouncing the figure 

content and private key of every client. This system of 

giving security in both the closures is called as forward and 

in reverse security. Right off the bat, outsourcing 

information to cloud server suggests that information is out 

control of clients. This may cause clients' dithering since the 

outsourced information for the most part contain significant 

and touchy data. Also, information sharing is frequently 

actualized in an open and antagonistic condition, and cloud 

server would turn into an objective of assaults.  

Surprisingly more dreadful, cloud server itself may uncover 

clients' information for illicit gain. Thirdly, information 

sharing is not static. That is, the point at which a client's 

approval gets terminated, he/she should never again have 

the benefit of getting to the beforehand and along these lines 

shared information. Accordingly, while outsourcing 

information to cloud server, clients additionally need to 

control access to these information with the end goal that 

exclusive those at present approved clients can share the 

outsourced information. A characteristic answer for 

overcome the previously mentioned issue is to utilize 

cryptographically authorized get to control, for example, 

personality based encryption (IBE).  

RELATED WORK  

Initially, some mechanisms are introduced to maintain the 

security of the data that is shared in the cloud. These schema 

face challenges related to efficiency, confidentiality and 

secrecy of the data shared by the users. The mechanism of 

decryption key enclosure provides decryption key for only 

that time period. This decryption key is not related to other 

time periods. But this also did not fully meet the needs of 

the secrecy of the precious information that is shared in the 

cloud.  

LITERATURE SURVEY  

 

The first and foremost approach for the problem of data 

integrity and user repudiation for IBE was made by Franklin 

and Boneh. The current time period was affixed to the 

cipher text. Here, the production of the private keys is made 

by the key authority, for each time period to the non-

repudiated users. The efficient revocation was achieved by a 

new approach of Boldyreva, Kumar and Goyal. A binary 

tree was used to handle the identity. A higher number of 

users of the system are facing a complexity problem of key 

annulment. This key annulment to logarithmic (rather 

linear) was decreased by their scheme RIBE. Consequently, 

Vergnaud and Libert introduced a flexible and safe RIBE 

scheme by aforementioned revocation technique. This is 

grounded on a version of Water's IBE scheme. An RIBE 

scheme was built from lattices by Chen et alia. IV. 

PROBLEM DEFINITION Adversely, these solutions are 

immeasurable because to execute a linear work, number of 

non-revoked users needed the key authority. In extension, a 

protected channel is important for this key authority. This 

channel is also important for non-revoked users to impart 

new keys. Still, only partial security is attained by these 

schemes. The vicious non-revoked users may give this 

update key to those repudiated users. This type of 

revocation method cannot withstand the connivance of these 

two kinds of user’s i.e. repudiated users and vicious non-

revoked users.  

 

 PROPOSED APPROACH 

 The foretasted security requirements for sharing of data are 

achieved by the proposed system which is encouraging and 

elevates the concept of revocable identity-based encryption 

(RIBE). This mechanism of RIBE in which the current time 
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period is attached to the cipher text by the sender so that it is 

decrypted only by the receiver, only in a case that the user is 

not repudiated at that current time period. A table must be 

maintained by the key authority for updating the cipher text 

to provide the re-encryption key for each user for each time 

period and thereby increasing the workload of the key 

authority significantly. The first ever server-sided 

mechanism is proposed for the security of data in the cloud. 

Here, the key auditor will be responsible for issuing keys 

and updating the keys for the sharing of data in the cloud 

server over the Internet. In this proposal, only a constant 

number of very simple operations are required.  

 

SYSTEM ARCHITECTURE  

 

The following system architecture provides data about the 

system and as well as the contents related to it. This 

architecture also provides the work of the proposed system 

efficiently. Firstly, the data provider searches for the users. 

Based on the identities of the users, the data provider 

identifies the users as authenticated. Then the data is 

encrypted by the data provider and as well as uploaded to 

the virtual server i.e., the cloud. Now the users, share the 

data from the storage server. That means the users download 

the file with the data and they decrypts the file. Meanwhile, 

the key authority, who is also known as key auditor is 

responsible for producing the keys for both the data provider 

and the authorized users respectively. After termination of 

the authority of the users, the data provider again downloads 

and then decrypts and again encrypts the data file and then 

again uploads the data making it available for the users to 

access.  

 

PROPOSED METHODOLOGY 

 The proposed methodology of RIBE maintains the data 

integrity and also achieves the forward and backward 

secrecy. This also maintains the privacy of the users. This is 

because for the sharing of the data the data provider only 

considers the social information of the users. As this 

consideration doesn’t require the private knowledge of the 

users, the identities of the users are safe. An RIBE 

dependent system of data sharing will work as follows: 

 

Step 1: Firstly, the data provider (e.g., Dave) first 

determines the users (e.g., Bob and Alice) with whom the 

data can be shared. Using their identities, Dave encrypts and 

uploads this cipher text to the virtual server in the cloud for 

Bob and Alice.  

 

Step 2: By downloading the cipher text and decrypting it, 

Bob as well as Alice can get the data that is shared. 

Nevertheless, for the unauthenticated user and the server, 

the data which is in the form of plaintext will not be 

available.  

 

Step 3: In certain cases, e.g., when Bob's authorization is 

terminated, the shared data cipher text is downloaded by the 

data provider Dave. Dave will decrypt the cipher text and 

then re-encrypts the data so that Bob is forbidden from 

being able to access it and then the re-encrypted data is 

uploaded to the cloud once more. Now the user Bob is made 

available with the data. And the user can download the 

cipher text and by decrypting it, the plaintext will be made 

available. Explicit interpretations are presented for RS-IBE 

and also its parallel security model. We present a specific 

architecture of RS-IBE. The confidentiality of the valuable 

information and backward/forward secrecy are implemented 

simultaneously by this proposal. By the presumption of the 

decisional ℓ-Bilinear Diffie-Hellman Exponent (ℓ-BDHE), 

the secrecy of the proposed system in the defined model. 

Additionally, the proposed model can endure decryption key 
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exposure. This not only achieves the integrity of the data but 

also the confidentiality.  

 

EXTENSION WORK  

Cloud computing is a system where it is connected with a 

number of servers. In cloud, users can share data over the 

Internet, with one another. Many upcoming techniques and 

algorithms are suggesting the demand for sharing of data 

and keep off reduplication over the Internet. A dynamic 

proof of storages, which are shown by recent studies that 

they can be built for multi-user environments which is cost-

effective, using RS-IBE. This RS-IBE enables identity 

based user repudiation and simultaneous update of cipher 

text. 

 

CONCLUSION 

 

Cloud computing has brought vast comfort for the society 

and the individuals. The increased need of allocating the 

data over the Internet is acquired by the Cloud. This paper 

we are introducing a new approach i.e. RS-IBE that 

particularly builds a data sharing system which is profitable 

and protective in cloud computing. RS-IBE prevents a 

repudiated user from accessing already shared data, as well 

as latterly shared data, representing identity revocation and 

ciphertext update at the same time. Furthermore, a definite 

structure of RS-IBE is shown. Under the assumption of the 

decisional ℓ-DBHE, a flexible and security is evidently 

shown by the proposed established model of RS-IBE. After 

comparing the results, it is shown that the proposed RS-IBE 

has expediencies as per productivity and operability. Hence 

the scheme is more viable foe realistic applications. 
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