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Abstract:

In this paper, our focus is on the study of
Sensitive Information in Relational Database. In
recent days lots of data or information is hack
by the outsiders or we can say by the hackers.
So our main approach is to provide secrecy and
privacy to the database. So because of these
purposes we keep sensitive information in a
relational database hidden from a user or group
thereof. We characterize sensitive data as the
extensions of secrecy views. The database,
before returning the answers to a query posed
by a restricted user, is updated to make the
secrecy views empty or a single tuple with null
values. Then, a query about any of those views
returns no meaningful information For these
purpose the database is not change physically
but whatever updates are done is only virtual
and minimal.. Minimality makes sure that query
answers, while being privacy preserving, are
also maximally informative. The virtual updates
are based on null values as used in the SQL
standard. We provide the semantics of secrecy
views, virtual updates, and secret answers to
queries. The different instances resulting from
the virtually updates are specified as the models
of a logic program with stable model semantics,
which becomes the basis for computation of the
secret answers.
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I. INTRODUCTION

DBMS Stands for "Database Management
System." In short, a DBMS is a database
program. Technically speaking, it is software

System that uses a standard method of
cataloging, retrieving, and running queries on
data. The DBMS manages incoming data,
organizes it, and provides ways for the data to be
modified or extracted by users or other programs.
Database management systems allow for massive
storage of data, which can be efficiently accessed
and manipulated. However, at the same time, the
problems of data privacy are becoming
increasingly important and difficult to handle.
For example, for commercial or legal reasons,
administrators of sensitive information may not
want or be allowed to release certain portions of
the data. It becomes crucial to address database
privacy issues.

In this scenario, certain users should have
access to only certain portions of a database
likewise certain user don’t have access some
portion of database this is the declaration. This

Providing Security to Sensitive Information in Relational Database Using The Concept of Null Value Theory Prashant S Gumgaonkar ;

Page | 293

Prof. Chetan Bawankar & Dr.M.B.Chandak


mailto:1prashantsg90@gmail.com
mailto:chetan251@rediffmail.com

4 %«J IR
declaration should be used by the database
engine when queries are processed and
answered. We would expect the database to
return answers that do not reveal anything that
should be kept protected from a particular user.
On the other side and at the same time, the
database should return as informative answers
as possible once the privacy conditions have
been taken care of.

1. BACKGROUND

For our approach to work, we rely on the
following assumptions

(@) The user interacts via conjunctive query
answering with a possibly incomplete database,
meaning that the latter may contain null values,
and this is something the former is aware of, and
can count on (as with databases used in common
practice). In this way, if a query returns answers
with null values, the user will not know if they
were originally in the database or were
introduced for protection at query answering
time.

(b) The queries request data, as opposed to
schema elements, like integrity constraints and
view definitions. Knowing the ICs (integrity
constraint)(and about their satisfaction) in
combination with query answers could easily
expose the data protection policy. The most

clear example is the one of a NOT NULL SQL
constraint, when we see nulls where there should not
be any.

(¢) In particular, the user does not know the
secrecy view definitions. Knowing them would
basically reveal the data that is being protected
and how.

These assumptions are realistic and make sense
in many scenarios, for example, when the
database is being accessed through the web,
without direct interaction with the DBMS via
complex SQL queries, or through ontology that
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offers a limited interaction layer. After all,
protecting data may require additional measures,
like withholding from certain users certain
information that is, most likely, not crucial for
many applications. From these assumptions and
Proposition, we can conclude that the user cannot
obtain information about the secrecy views
through a combination of SAs(secret answer) to
conjunctive queries. Therefore, there is not
leakage of sensitive information.

I11.RELATED WORK

Other researchers have investigated the problem
of data privacy and access control in relational
databases. We described in Section | the
approach based on authorization views [27], [33].
In [19], the privacy is specified through values in
cells within tables that can be accessed by a user.
To answer a query Q without violating privacy,
they propose the table and query semantics
models, which generate masked versions of the
tables by replacing all the cells that are not
allowed to be accessed with NULL. When the
user issues Q, the latter is posed to the masked
versions of the tables, and answered as usual.
The table semantics is independent of any
queries, and views. However, the query
semantics takes queries into account. [19] shows
the implementation of two models based on
query rewriting. Recent work [30] has presented
a labeling approach for masking unauthorized
information by using two types of special
variables. They propose a secure and sound
query evaluation algorithm in the case of cell-
level disclosure policies, which determine for
each cell whether the cell is allowed to be
accessed or not. The algorithm is based on query
modification, into one that returns less
information than the original one. Those
approaches propose query rewiring to enforce
fine-grained access control in databases. Their
approach is mainly algorithmic. Data privacy and
access control in incomplete propositional
databases has been studied in [6], [7], [22]. They
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take a different approach, control query
evaluation (CQE), to fine-grained access
control. It is policy-driven, and aims to ensure
confidentiality on the basis of a logical
framework. A security policy specifies the facts
that a certain user is not allowed to access. Each
query posed to the database by that user is
checked, as to whether the answers to it would
allow the user to infer any sensitive information.
If that is the case, the answer is distorted by
either lying or refusal or combined lying and
refusal. In [8], they extend.

IV.PROBLEM STATEMENT

Some recent papers approach data privacy and
access control on the basis of authorization
views. View-based data privacy usually
approaches the problem by specifying which
views a user is allowed to access.

For example, when the database receives a
query from the user, it checks if the query can
be answered using those views alone. More
precisely, if the query can be rewritten in terms
of the views, for every possible instance. If no
complete rewriting is possible, the query is
rejected. In the problem about the existence of a
conditional rewriting is investigated, i.e. relative
to an instance at hand.

According to our approach, the
information to be protected is declared as a
secrecy view, or a collection of them. Their
extensions have to be kept secret. Each user or
class of them may have associated a set of
secrecy views. When a user poses a query to the
database, the system virtually updates some of
the attribute values on the basis of the secrecy
views associated to that user. In this work, we
consider updates that modify attribute values
through null values, which are commonly used
to represent missing or unknown values in
incomplete databases. As a consequence, in
each of the resulting updated instances, the
extension of each of the secrecy views either
becomes empty or contains a single tuple
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showing only null values. Either way, we say that
the secrecy view becomes null. Then, the original
query is posed to the resulting class of updated
instances. This amounts to: (a) Posing the query
to each instance in the class. (b) Answering it as
usual from each of them. (c) Collecting the
answers that are shared by all the instances in the
class. In this way, the system will return answers
to the query that do not reveal the secret The next
example illustrates the gist of our approach

V. CONCLUSION & FUTURE WORK

In this work, we propose a logical framework and
a methodology to answer conjunctive queries that
do not reveal secret information as specified by
secrecy views. We have concentrate on the case
of conjunctive secrecy views and conjunctive
queries, but it is possible to relax these
restrictions. We assume that the databases may
contain nulls, and also nulls are used to protect
secret information, by virtually updating with
nulls some of the attribute values.

The update semantics enforces (or
captures) two natural requirements. That the
updates are based on null values, and that the
updated instances stay close to the given
instance. In this way, the query answers become
implicitly maximally informative, while not
revealing the original contents of the secrecy
views.

The null values are treated as in the SQL
standard, which in our case, and for conjunctive
query answering, is reconstructed in classical
logic. This reconstruction captures well the
“semantics” of SQL nulls (which in not clear or
complete in the standard), at least for the case of
conjunctive query answering, and some
extensions thereof.

The null values are treated as in the SQL
standard, which in our case, and for conjunctive
query answering, is reconstructed in classical
logic. This reconstruction captures well the
“semantics” of SQL nulls (which in not clear or
complete in the standard), at least for the case of
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conjunctive query answering, and some
extensions thereof. This is the main reason for
concentrating on conjunctive queries and views.
In this case, queries and views can be
syntactically transformed into conjunctive
queries and views for which the evaluation or
verification can be done by treating nulls as any
other constant.

The secret answers are based on a
skeptical semantics. In principle, we could
consider instead the more relaxed possible or
brave semantics: an answer would be returned if
it holds in some of the secrecy instances. The
possibly secret answers would provide more
information about the original database than the
(certainly) secret answers. However, they are
not suitable for our privacy problem.

In future work first we create the
database and try to access the information in to
the database after that providing null value to
the sensitive data so that the original data is not
seen.
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