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Abstract: In this scheme, an energy-efficient 

location-aware clone detection protocol is proposed 

in densely deployed WSNs, which can guarantee 

successful clone attack detection and maintain 

satisfactory network lifetime. Specifically, we exploit 

the location information of sensors and dynamically 

select witnesses located in a mesh area to verify the 

legitimacy of sensors and to report detected clone 

attacks. The mesh structure facilitates energy-

efficient data forwarding along the path towards the 

source and the sink. We also propose the clone 

detection for mobile nodes in the mesh network using 

location estimation and simulation results are plotted 

for both static and dynamic network.  

Keywords: Wireless sensor networks, clone detection 

protocol, energy efficiency, network lifetime. 

1. INTRODUCTION 

Wireless sensors have been widely deployed for a 

variety of applications, ranging from environment 

monitoring to telemedicine and objects tracking, etc. 

For cost-effective sensor placement, sensors are 

usually not tamper-proof devices and are deployed in 

places with-out monitoring and protection, which 

makes them prone to different attacks. For example, a 

malicious user may compromise some sensors and 

acquire their private information. Then, it can 

duplicate the sensors and deploy clones in a wireless 

sensor network (WSN) to launch a variety of attacks , 

which is referred to as the clone attack . As the 

duplicated sensors have the same information, e.g., 

code and cryptographic information, captured from 

legitimate sensors, they can easily participate in 

network operations and launch attacks. Due to the 

low cost for sensor duplication and deployment, 

clone attacks have become one of the most critical 

security issues in WSNs. Thus, it is essential to 

effectively detect clone attacks in order to ensure 

efficient operation of WSNs. To allow efficient clone 

detection, usually, a set of nodes are selected, which 

are called witnesses, to help certify the legitimacy of 

the nodes in the network.  

The private information of the source node, i.e., 

identity and the location information, is shared with 

witnesses at the stage of witness selection. When any 

of the nodes in the network wants to transmit data, it 

first sends the request to the witnesses for legitimacy 

verification, and witnesses will report a detected 

attack if the node fails the certification.  

To achieve successful clone detection, witness 

selection and legitimacy verification should fulfill 

two requirements: 1) witnesses should be 

dynamically selected; and  
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2) At least one of the witnesses can successfully 

receive all the verification message(s) for clone 

detection.  

The first requirement is to make it difficult for 

malicious users eavesdrop the communication 

between current source node and its witnesses, so that 

malicious users cannot generate duplicate verification 

messages. The second requirement is to make sure 

that at least one of the witnesses can check the 

identity of the sensor nodes to determine whether 

there is a clone attack or not. To guarantee a high 

clone detection probability, i.e., the probability that 

clone attacks can be successfully detected, it is 

critical and challenging to fulfill these requirements 

in clone detection protocol design.  

Different from wireless terminal devices, wireless 

sensors are usually of smaller size and lower price, 

and have limited battery and memory capacity. In the 

literature, some distributed clone detection protocols 

have been proposed, such as Dynamic and 

Distributed protocol (DDP) and Line-Select Multicast 

protocol (LSM) . However, most approaches mainly 

focus on improving clone detection probability 

without considering efficiency and balance of energy 

consumption in WSNs. Such requirement makes the 

existing protocols not so suitable for densely-

deployed WSNs. Most existing approaches can 

improve the successful clone detection at the expense 

of energy consumption and memory storage, which 

may not be suitable for some sensor networks with 

limited energy resource and memory storage.  

In this besides the clone detection probability, I also 

consider energy consumption and memory storage in 

the design of clone detection protocol, i.e., an energy- 

and memory-efficient distributed clone detection 

protocol with dynamic witness selection scheme in 

WSNs. Our protocol is applicable to general densely 

deployed multi-hop WSNs, where adversaries may 

compromise and clone sensor nodes to launch attacks 

and nodes are mobile in nature. A preliminary work 

is presented. 

In that work, I proposed an energy-efficient mesh 

based clone detection (EMCD) protocol to achieve 

high clone detection probability with dynamic 

witness selection, while ensuring normal network 

operations with satisfactory network lifetime of 

WSNs. EMCD protocol is an enhancement of ERCD 

where nodes are static and follow ring structure, in 

EMCD nodes are mobile and dynamically select the 

witness. The EMCD protocol can be divided into two 

stages: witness selection and legitimacy verification.. 

If multiple copies of verification messages are 

received, the clone attack is detected and a revocation 

procedure will be triggered I find that the EMCD 

protocol can balance the energy consumption of 

sensors at different locations by distributing the 

witnesses all over WSNs except non-witness rings, 

i.e., the adjacent rings around the sink, which should 

not have witnesses. After that, we obtain the optimal 

number of non-witness rings based on the function of 

energy consumption. Extensive simulation results 

demonstrate that our proposed EMCD protocol can 

achieve superior performance in terms of the clone 

detection probability and network lifetime with 

reasonable data buffer capacity. 

2. RELATED WORK 

As one of the utmost important security issues, clone 

attack has attracted people’s attention. There are 
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many works  that studies clone detection protocols in 

the literature, which can be classified into two 

different categories, i.e., centralized and distributed 

clone detection protocols. In centralized protocols, 

the sink or witnesses generally locate in the center of 

each region, and store the private information of 

sensors. When the sink or witnesses receive the 

private information of the source node, they can 

determine whether there is a clone attack by 

comparing the private information with its pre-stored 

records. Normally, centralized clone detection 

protocols have low overhead and running complexity. 

However, the security of sensors’ private information 

may not be guaranteed, because the malicious users 

can eavesdrop the transmission between the sink 

node and sensors. Moreover, the network lifetime 

may be dramatically decreased since the sensor nodes 

close to the sink will deplete their energy sooner than 

other nodes. Different from centralized protocols, in 

distributed clone detection protocols, a set of 

witnesses are selected to match with every sensor, 

which prevents the transmission between the sink and 

sensors from being eavesdropped by malicious users. 

There are three different types of witness selection 

schemes in distributed clone detection protocols: i) 

deterministic selection, ii) dynamic selection, and iii) 

semi-dynamic selection.  

The deterministic witness selection based clone 

detection protocols like DDP choose the same set of 

witnesses for all sensor nodes. By using deterministic 

witness selection, a low communication overhead and 

a high clone detection probability can be achieved. In 

addition, the required buffer storage capacity of such 

protocols is very low, which is only related to the 

number of witnesses without considering network 

scale and node density. Nevertheless, due to the 

deterministic characteristic, the mapping function can 

be easily obtained and a variety of attacks may be 

launched by malicious users. To enhance the network 

security, the distributed clone detection protocols 

with dynamic witness selection  like LSM are 

proposed, which are closely related to our work. In 

dynamic witness selection, it is difficult for malicious 

users to acquire the information of witnesses since 

the witnesses of each sensor are dynamically 

generated. However, the dynamisms of mapping 

function also increases the difficulty for the source 

node to reach its witnesses, which makes it 

challenging to achieve a high clone detection 

probability.  

To ensure the clone detection probability, LSM lets 

all the nodes in the route between source and 

witnesses store the private information of the source 

node, which leads to a high requirement of data 

buffer and energy consumption. Thus, it is essential 

to guarantee the clone detection probability with low 

energy consumption and required buffer storage in 

clone detection protocols with dynamic witness 

selection approach. Other distributed clone detection 

protocols, such as Parallel Multiple Probabilistic 

Cells (P-MPC), proposed semi-dynamic witness 

selection approach  trying to combine the advantages 

of both dynamic and deterministic witness selection 

approaches.  

In this kind of witness selection scheme, a 

deterministic region is generated for the source node 

according to the mapping function, and then 

witnesses of the source node will be dynamically 

selected from the sensors in this region. However, the 
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two phases witness selection and dynamisms of the 

witnesses for each sensor leads to a high overhead 

and time complexity. The energy consumption and 

the required buffer storage of such protocols are 

lower than the dynamic witness selection approach 

but higher than the deterministic ones. Overall, most 

previous works aim at maximizing the clone 

detection probability without considering the impact 

of proposed clone detection protocol on the network 

lifetime and required data buffer storage. In this 

paper, we carefully design a distributed clone 

detection protocol with dynamic witness selection by 

jointly considering the clone detection probability, 

network lifetime and data buffer capacity. 

3. Problem Definition 

The problem in Wireless Sensor Network is that 

sensor nodes are deployed in open environment, thus 

the battery is the major console for all the sensor 

nodes. Existing approaches mainly focus on 

improving clone detection probability without 

considering efficiency and balance of energy 

consumption in WSNs. With such kind of 

approaches, some sensors may use up their batteries 

due to the unbalanced energy consumption, and dead 

sensors may cause network partition, which may 

further affect the normal operation of WSNs. The 

limited memory or data buffer is another important 

feature of sensors which has significant impact on the 

design of clone detection protocols. Generally, to 

guarantee successful clone detection, witnesses need 

to record source nodes’ private information and 

certify the legitimacy of sensors based on the stored 

private information. In most existing clone detection 

protocols, the required buffer storage size depends on 

the network node density, i.e., sensors need a large 

buffer to record the exchanged information among 

sensors in a high-density WSN, and thus the required 

buffer size scales with the network node density. 

Such requirement makes the existing protocols not 

suitable for densely-deployed WSNs and existing 

approaches consider static network where nodes are 

stationary not dynamic in nature and uses public key 

cryptography for key exchange. 

4. Proposed Model 

In this section we describe about the clone detection 

mechanism to find the energy efficient clone attack in 

WSN. The complete modules have been discussed 

below.  

I. Network Module: 

In this work, we consider a network region 

with one base station (BS) and an enormous number 

of wireless sensor nodes dynamically distributed in 

the network. We use the sink node as the origin of the 

system coordinator. The network model can be 

simply extended into the case of multiple BSs, where 

different BSs use orthogonal frequency-division 

multiple access (OFDMA) to communicate with its 

sensor nodes. For each sensor, it has to accomplish 

the tasks of data collection as well as clone detection. 

In every data collecting cycle, sensors send the 

collected data to the sink node through multi-hop 

paths. To be capable of conducting legitimacy 

verification, every sensor has the same buffer storage 

capacity to store the information. Buffer storage 

capacity should be sufficient to store the private 

information of source nodes, such that any node can 

be selected as a witness. When the buffer storage of 
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the sensor node is full, the oldest information will be 

dropped to accept the latest incoming information. As 

nodes are dynamic in nature in each sensor node GPS 

is adopted to collect the location information of that 

node. In our network, the link level security can be 

guaranteed by employing a conventional 

bootstrapping cryptography scheme, and the sink 

node uses a powerful cryptography scheme, which 

cannot be compromised by malicious users. A key 

pair (a,b) is assigned to each node, where a and b are 

the node ID and secret key, respectively. All nodes 

share their ID information with other nodes in the 

network. If either side of the link is compromised by 

malicious users, the link key is compromised. Each 

sensor node knows the physical information and the 

relative locations of its neighbor nodes.  

II. Energy Module: 

Energy Model, as implemented in, is a node 

attribute. The energy model represents level of 

energy in a mobile host. The energy model in a node 

has a initial value which is the level of energy the 

node has at the beginning of the simulation. This is 

known as initial Energy. It also has a given energy 

usage for every packet it transmits and receives.  

These are called tx Power and tr Power.  

Consumed Energy of node E = Etx + Etr 

Residual Energy= Initial Energy – Consumed Energy 

The most straightforward formulation is to look at the 

total energy required to transport a packet over a 

multihop path from source to destination. The goal is 

to minimize, for each packet the total amount of 

energy by selecting a good route and nearby witness 

node to legitimacy verification. In this scheme, we 

focus on designing a distributed clone detection 

protocol with dynamic witness selection by jointly 

considering clone detection probability, network 

lifetime and data buffer storage. Initially, a small set 

of nodes are compromised by the malicious users. 

Utilizing the clone detection protocol, we aim at 

maximizing the clone detection probability, i.e., the 

probability that cloned node can be successfully 

detected, to ensure the security of WSNs; meanwhile, 

the sufficient energy and buffer storage capacity for 

data collection and operating clone detection protocol 

should be guaranteed, which means that the network 

lifetime, i.e., the period from the start of network 

operation until the first outage occurs should not be 

impacted by the proposed clone detection protocol 

with sensors’ buffer storage. Overall, our objective is 

to propose a distributed clone detection protocol with 

dynamic witness selection in order to maximize the 

clone detection probability while the negative impact 

of network lifetime. 

III. Clone Detection  

In this section, we introduce our distributed clone 

detection protocol, namely EMCD protocol, energy 

efficient mesh based clone detection protocol which 

can achieve a high clone detection probability with 

little negative impact on network lifetime and limited 

requirement of buffer storage capacity. The EMCD 

protocol consists of two stages: witness selection and 

legitimacy verification. 
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Fig:- Dynamically Selected witnesses in WSN 

In witness selection, a dynamic mapping function is 

employed to help each source node dynamically 

select its witnesses. In the legitimacy verification, a 

verification request is sent from the source node to its 

witnesses, which contains the private information of 

the source node. If witnesses receive the verification 

messages, all the messages will be forwarded to the 

witness header for legitimacy verification, where 

witness headers are nodes responsible for 

determining whether the source node is legitimacy or 

not by comparing the messages collected from all 

witnesses. If the received messages are different from 

existing record or the messages are expired, the 

witness header will report a clone attack to the sink to 

trigger a revocation procedure. 

 

Initially sensor node select nearby witness and 

collects location claims at witness nodes in each area 

and also in the center node to improve the probability 

of node replication detection while decrease the 

chance of dropping location claims by malicious 

nodes. A verification request is sent from the source 

node to its witnesses, which contains the private 

information of the source node. If witnesses receive 

the verification messages, all the messages will be 

forwarded to the witness header for legitimacy 

verification, where witness headers are nodes 

responsible for determining whether the source node 

is legitimacy or not by comparing the messages 

collected from all witnesses. If the received messages 

have same ID and key then witness header will report 

a clone attack to the sink to trigger a revocation 

procedure. In that revocation list information of clone 

nodes is presented. 

5. Conclusion 

In this scheme, we have proposed distributed energy-

efficient clone detection protocol with dynamic 

witness selection. Specifically, we have proposed 

EMCD protocol, which includes the witness selection 

and legitimacy verification stages by considering 

different mobility patterns under various network 

scenarios. EMCD protocol use location information 

and private information for legitimacy verification. In 

addition our protocol can achieve better network 

lifetime and total energy consumption with 

reasonable storage capacity of data buffer. This is 

because we take advantage of the location 

information by distributing the traffic load all over 

WSNs, such that the energy consumption and 

memory storage of the sensor nodes around the sink 

node can be relieved and the network lifetime can be 

extended.  
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