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Abstract:

Delay Tolerant Network is a network in which there is no
end to end connectivity between source and destination.
DTN is characterized by long propagation delay and
intermittent connectivity. Due to the limited connectivity,
DTN is vulnerable to various attacks, including Blackhole
and Greyhole attacks. Malicious nodes drops all or a part
of the received messages, even if they have enough buffer
storage. This dropping behaviour is known as Blackhole
and Greyhole attacks respectively. This paper provides a
new scheme and its comparison with different parameters.
Existing research scheme can detect individual attackers
well but they cannot handle the case where attackers
cooperate to avoid the detection. The limitation of
previous work is that they cannot defend against collusion
attacks. Therefore there is a need to develop new attack
detection scheme that detects collusion attacks effectively.
Blackhole and Greyhole behaviours represent a serious
threat against routing in Delay or Disruption Tolerant
Networks. Due to the unique network characteristics,
designing a misbehaviour detection scheme in DTN
represents a great challenge. DTN assume that network
nodes voluntary cooperate in order to work properly.
This cooperation is a cost intensive activity and some
nodes can refuse to cooperate, leading to a selfish node
behaviour. Normally nodes are required to exchange
their encounter data, in which malicious nodes
intentionally drop all or part of it. Thus, so the overall
network performance could be seriously affected. At the
time of use a watchdogs is a well -known mechanism
to detect selfish nodes like that trusted authority,
relying on local watchdogs alone can lead to poor
performance when detecting selfish nodes, in term of
precision and speed. This is especially important on
networks with sporadic contacts, such as DTNs,
where sometimes watchdog’s lack of enough time or
information to detect the selfish nodes. Thus, we
propose Statistical based Detection of Blackhole and
Greyhole attackers (SDBG to address both individual and
collusion attacks) to detect the individual and colluding
misbehaviour nodes and prevent the network from them.
Detection of attacker node increases the precision when
detecting selfish nodes. Extensive simulation shows that
our solution can work with various scenarios and

different number of attackers per collusion at high
accuracy and less delay.
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1. Introduction

In Mobile Ad hoc Network (MANET) packets can be
transferred only if link between the nodes are established.
If link is not established then packets will be lost. So
packet delivery ratio will be decreased in MANET. To
overcome this problem, Delay Tolerant Network is used.
In DTN each node has some storage capacity. So if the
links of nodes are not established then packets will be
stored in the storage. DTN is able to provide
communication services in unreachable and unfriendly
environments. A DTN is a network architecture that
defines a series of contiguous network data bundles that
enables applications. In DTN, there is no end to end
connectivity between source and destination. It is
characterized by long propagation delay and intermittent
connectivity. DTN is a set of protocols that acts together
to enable a standardized method of performing store-
carry-forward mechanism. It is developed to cope with
intermittent  connectivity and long delay in
wireless networks. Due to the limited
connectivity, DTN is vulnerable to blackhole and
greyhole attacks in which malicious nodes
intentionally drop all or part of the received
messages.  Although  existing  proposals  could
accurately detect the attack launched by individuals,
they fail to tackle the case that malicious nodes
cooperate with each other to cheat the defence
system. In this paper, we suggest a scheme called
Statistical based Detection of Black hole and Grey
hole attackers (SDBG) to address both individual and
collusion attacks. Nodes are required to exchange their
encounter record histories, based on which other
nodes can evaluate their forwarding behaviours. To
detect the individual misbehaviour, we define
forwarding  ratio metrics that can distinguish the
behaviour of attackers from normal nodes. Malicious
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nodes might avoid being detected by colluding to
manipulate their forwarding ratio metrics. To
continuously drop messages and promote the metrics
at the same time, attackers need to create fake
encounter records frequently and with high forged
numbers of sent messages. We exploit the abnormal
pattern of  appearance frequency and number of sent
messages in fake encounters to design a robust algorithm
to detect colluding attackers.

DTN network has the following several characteristics:
1.  Long delay

Limited resources

Intermittent connectivity

Asymmetric data rate

High error rate

No end to end path between source and
destination
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Figure 1: DTN Architecture

2. Application Areas of Delay Tolerant
Network

These are following application areas of Delay Tolerant
Network
1. Wild Life Monitoring

This application is concerned with gathering data
about wild species and their habits. One of the most
famous examples of wildlife monitoring is the Zebra NET
project conducted in Sweet waters Reserve, Kenya. Here,
zebras are equipped with custom tracking collars (nodes)
and carried across a large wild area. The collars include
GPSs, flash memory, wireless transceivers, and a small
CPU.
2. Underwater Sensors

In this application, medium of transmission is water.
Radio Frequency communication generally does not work
in water. Due to the nature of the location, nodes (mobile
or stationary) may experience long partitioning periods
before contacting each other or some info-stations. Within
the same context of underwater sensing, there is the
example of SeaWeb, a project conducted by the U.S.
Navy. SeaWeb has developed its own MAC layer
protocol, especially optimized for the acoustic networking
case. The nodes in the SeaWeb have been mainly
disposable in that they run on batteries with no possibility
for recharging.
3. Village Network

January 2018
Rural areas have limitations of lacking of
infrastructure. Village networks represent a very

promising public application for DTNs, especially in
secluded areas lacking communication infrastructure.
Rural buses may be also used to provide Internet
connectivity to isolated and remote villages. Buses act
here as relays or couriers, transmitting and exchanging
data via simple wireless transmission across the cities bus
network. Like in the Sea Web example, several other
connectivity options may be integrated here (e.g.
satellites, LEO, GEO, telephones) to aid the delivery
process.
4. Interplanetary Network

The massive distances separating terrestrial artificial
objects and the need for these objects to exchange data
among each other or with base-stations on earth —or
perhaps other planets-represent an extreme case of DTN
communication. NASA’s vision of an Inter-Planetary
Network (IPN) that initiated the search for a
heterogeneous architecture that overcomes the traditional
limitations of TCP, which eventually evolved into the
DTN field of research. The combination of long signal
propagation times and intermittent connectivity caused by
the interposition of a planetary body between the sender
and the receiver can result in round-trip communication
delays measured not in milliseconds or even minutes but
in hours or days.
5. Military Applications

There is a need to monitor extended geographical
planes, their objects and inhabitants-i.e. soldiers-who
would be equipped with wireless sensors in order to
indicate their locations. Battlefields are dangerous. While
it would be acceptable to assume human interference in
collecting data from the nodes (e.g. an info-station is
driven close enough to zebra herds to allow for wireless
interaction), it is expected that a higher level of
automation is presented in military application. Tactical
military networks are established in a very Ad Hoc
manner. The nodes are in continuous and rapid motion.
And there is most likely no stable infrastructure due since
such infrastructure would just provide a target for the
enemy.

3. Store-Carry-Forward Mechanism

DTN works on the principle of store-carry and
forward mechanism. Delay Tolerant Networks have
overcome the problems associated with the conventional
protocols using the concept of store-carry and forward
method. Under this paradigm, each node in the network
stores a packet that has been forwarded to it by another
node, carries the packet while moves around, and forward
it to other relay nodes or to the destination node when
they come within transmission range. DTN nodes utilize
store-carry messages can be sent over an existing link and
buffered at the next hop until the next link in path
appears. It is similar to postal service, every letter has to
pass through a set of post offices and here it is processed
and forwarded, before reach destination. Here complete
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message of it is transferred and stored in nodes
successively until it reaches the destination.
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Figure 2: Store-Carry-Forward Mechanism
Blackhole Attacks

Blackhole attackers drop all the received messages
even if they have enough buffer storage. Attacker can
drop received routing messages, instead of relaying them
as the protocol requires, in order reducing the quantity of
routing information available to the other nodes.
Blackhole Attack is a “passive” and a simple way to
perform a Denial of Service. The attack can be done
selectively (drop routing packets for a specified
destination, a packet every n packets, a packet every t
seconds, or a randomly selected portion of the packets) or
in bulk (drop all packets), and may have the effect of
making the destination node unreachable or downgrade
communications in the network.

Figure 3: Blackhole Attack

Greyhole Attacks

Greyhole attackers drop a fraction of received
messages to avoid arousing suspicion and detection from
other nodes. In Greyhole attacks, the malicious node is
not initially recognized as such since it turns malicious
only at a later time, preventing a trust-based security
solution from detecting its presence in the network. It then
selectively discards/forwards the data packets when
packets go through it. The dropping misbehaviour will
decrease the overall message delivery and waste the
resources of intermediate nodes that have carried and
forwarded the dropped messages. DTN makes use of hop-
by-hop routing and the store-and-forward paradigm to
overcome the lack of end-to-end paths.

f“-

\—.- '-—[/

\

il \.\\\

i

b g P

Figure 4: Greyhole Attack
Individual Attacks

An attack is any attempt to destroy, expose, alter,
disable, steal or gain unauthorized access to or make
unauthorized use of a useful data.

Collusion Attacks

Malicious nodes are cooperate with each other to cheat
the defense system called as colluding attackers, who
misbehaving with the normal nodes by creating fake
records for each other called as collusion attacks.

4. Related Work

Cryptography provides networks with basic security
services such as authentication, message integrity and
non-repudiation. Several works have focused on
designing cryptography schemes suitable in DTN and
applying cryptography to the links to secure against
malicious nodes. The cryptography approach can protect
networks from unauthenticated external adversaries.
However, it is not enough to defend against authenticated
internal adversaries who launch such attacks as Blackhole
and Greyhole attacks. Therefore, researchers have
proposed misbehaviour detection schemes to detect and
mitigate insider attackers. Several intrusion detection
approaches have been proposed for mobile ad hoc
networks. Many of the approaches assume that there are
sufficient neighbours to help monitor the transmissions
and receptions of data packets by other nodes to detect
abnormality. However, in a sparsely connected ad hoc
network, nodes usually have very small number of
neighbours. In addition, new history based routing
schemes e.g. Prophet have been proposed because
traditional ad hoc routing schemes do not work well in
sparse ad hoc networks. A ferry-based intrusion detection
and mitigation (FBIDM) scheme for sparsely connected
ad hoc networks that use Prophet as their routing scheme.
Via simulations, we study the effectiveness of the FBIDM
scheme when malicious nodes launch selective data
dropping attacks. Mutual correlation detection scheme
(MUTON) for addressing these insider attacks. MUTON
takes into consideration of the transitive property when
calculating the packet delivery probability of each node
and correlates the information collected from other nodes.
Probabilistic Misbehaviour Detection Scheme for DTN,
to adaptively detect misbehaviours in DTN and achieve
the trade-offs between the detection cost and the detection
performance. In this paper, we examine the impact of the
Blackhole attack and its variations in DTN routing. We
focused on the concept of encounter tickets to secure the
evidence of each contact. In this scheme, nodes adopt a
unique way of interpreting the contact history by making
observations based on the collected encounter tickets. N
disruption tolerant networks (DTNs), selfish or malicious
nodes may drop received packets. Such routing
misbehaviour reduces the packet delivery ratio and wastes
system resources such as power and bandwidth. Although
techniques have been existing to mitigate routing
misbehaviour in mobile ad hoc networks, they cannot be
directly applied to DTNs because of the intermittent
connectivity between nodes. To address this problem, we
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propose a distributed scheme to detect packet dropping in
DTNs. In our existing scheme, a node is required to keep
a few signed contact records of its previous contacts,
based on which the next contacted node can detect if the
node has dropped any packet. Since misbehaving nodes
may misreport their contact records to avoid being
detected, a small part of each contact record is
disseminated to a certain number of witness nodes, which
can collect appropriate contact records and detect the
misbehaving nodes.

5. Analysis of Attack Detection Techniques

We have studied and analyse these attack detection
techniques for DTN such as FBIDM, Encounter ticket
based scheme, MUTON, Distributed scheme, Trust based
framework, PMDS and so on. It is clear that there is a
need to develop a scheme which can defend against
collusion attacks. Below Table shows the work which
requires further attention as well as the work which has
already been attempted by different researchers in the area
of Blackhole and Greyhole attack detection with collusion
attack detection.

Altacks == [ndividuoal

Blackliole Crevhole Collusion
| ]E‘fhﬂll"llf\; + antack attack attack atack
FRIDAM v v
Encomnte
ncket based ¥ ® ¥ @
scheme | | | |
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6. Modules

A. Network Formation and Authority Creation

First we can create a Trusted Authority and then create
network node assume the communication range of a node
is finite. Thus a data sender out of destination node’s
communication range can only transmit packetized data
via a sequence of intermediate nodes in a multi-hop
manner. For the simplicity of presentation, we take a
three-step data forwarding process as an example.
Suppose that node A has packets, which will be
delivered to node C. Now, if node A meets another
node B that could help to forward the packets to C,
A will replicate and forward the packets to B.
Thereafter, B will forward the packets to C when C
arrives at the transmission range of B. In this
process, we define three kinds of data forwarding
evidences. They are Delegation Task Evidence,
Forwarding History Evidence and Contact History
Evidence, Encounter Records, Message Records.

B. Route Finding and Data Forwarding

A normal node will honestly follow, forward the
messages as long as there are enough contacts. The
requested message has been forwarded to the next hop,
the chosen next hop nodes. We assume a trusted authority
with the right to assign each node a unique identifier
and a pair of public and private keys. Nodes are
assumed to know the public keys of each other so that
they can authenticate messages signed by others. We
model the general behaviours of nodes as follows. When
two nodes encounter and exchange messages, each of
them generates an Encounter Record (ER) and stores it in
its own storage. The ER includes the identities of two
nodes, the ER sequence numbers assigned by them,
the encounter timestamp and the lists of sent and
received messages between the two parties and their
signatures.

C. Detecting for colluding Attacks

When two nodes are communicating via
intermediate  node, sometimes individual’s adversaries
launches an attacker. First receives messages from other
nodes but later drops them with a certain probability.
Blackhole attacker drops all received messages
(dropping probability = 100%) while grey hole
attacker drops partially (dropping probability lower than
100 percent). The dropping occurs even if the
attacker still has enough buffer to store messages,
Introduces SDBG, which could launch the trusted
authority based watchdog for the target node and
judge it by collecting the forwarding history evidence
from its upstream and downstream nodes. Each
node maintains a local black list which lists
malicious nodes that it detects as black hole or grey hole
attackers by the metrics Relaying Ratio (RR) and Self
Forwarding Ratio (SFR). RR is the ratio between total
number of messages that the node received and already
forwarded to another node (NRS) and total number of
messages received by node and not sent (NRNS). SFR is
the ratio between total number of messages generated and
sent (Nself-send) and total number of messages sent
(Nsend).An attacker is likely to have it metrics RR and/or
SFR violate the threshold.

Nps

RR =
Nrns

< T}i‘.;”{

SFR — N .'.‘n:’.-'f_ir_.‘il':‘?tl:’f > Thern
N serd

ThRR is threshold RR of the node and ThSFR is
threshold SFR of node. If any node is detected as
committing either misbehaviours, authority  will
punish it accordingly and then trusted authority
add blacklist and send malicious node name to all
nodes. . To further improve the performance of the
proposed  Statistical -based Detection on scheme,
we introduce a reputation system, in which the
inspection probability could vary along with the
target node’s  reputation. Under the reputation
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system, a node with a good reputation will be
checked with a lower probability while a bad
reputation node could be checked with a higher
probability.

7. Results

The simulation results states that the SDBG is better
than the existing scheme. These simulations mainly
focused on Packet Delivery Ratio, End2End Delay,
Packet Loss, Routing Overhead and Storage Overhead of
the network.
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8. Conclusion

The simulation results shows that SDBG can
detect colluding malicious nodes with less delay and
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overhead, when varying the number of colluding
nodes and with a wide range of packet dropping
Probability and different routing protocols. We briefly
summarize how the other two schemes work .Similar
to SDBG, MDS suggests statistical metrics based
on encounter history to judge nodes but it does not
consider dealing with collusion attacks. We have
studied various attack detection techniques in Delay
Tolerant Network and compared them. From the literature
reviewed, it is clear that a lot of work has been done in
this area but there is a need to develop a scheme to detect
collusion attacks. Various methods have been studied in
literature review used for detection and prevention of
Blackhole and Greyhole attackers. There may be many
other methods too, by which we can prevent malicious
node and increase packet delivery ratio, end to end
delivery, reduce the dropping of packet and increase
throughput of the system. In future we will enhance the
performance and increase the packet delivery ratio more.
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