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Abstract:

A measure that the network of sensors are
being deployed more and more It is the
Infrastructure of the decision making, stories
such as the Surveillance Systems of the
battlefield and SCADA (Control of Supervision
and Acquisition of Data) Systems, for What the
Beneficiaries of decisions that are aware of the
reliability of the collected data. It is crucial. To
address this problem, proposed a Systematic
method to evaluate the reliability of data
elements. Our approach uses the origin of
Data, as well as their values in the Trusted
Counting Scores, it is feasible of, Quantitative
Reliability Measures to Obtain Trusted Scores,
proposing a Cyclical Framework That Reflects
Inter-Independence property:. The confidence
score of the data affects the confidence score of
the network nodes that created and
manipulated the data, and vice versa. The
trusted scores of the data elements are

calculated from their similarity of value and

similarity from the origin similarity value Goes
... from the Beginning of "The More similar
Values for the same Event, the mayor is the
confidence score". Similar parenting sources
are based on the principle that "the most
diverse data sources with similar values, the
higher the trust ratings are higher."

Index Terms—Provenance, dictionary based

compression, sensor network

1. Introduction:

In a dynamic network environment, a
mechanism of trustAnd the reputation
evaluation is an indispensable component for a
improve the security of the entire network. In
this network The environment, the information
transmissions and the exchange are some of the
activities essential for the quality of the
information It 1is essential for end users,
especially for those responsible for decision

making. Analyzer of the reliability of the
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information received Different nodes or
network entities, decision makers can do
soevaluate the quality of the information
received from them I make the right decisions.
In a multipol network, information are genres
of a source node, p. eg, a sensor Can makes to
go through a series of other intermediate nodes
before Arriving at your destination, that is, the
end user.Much work has been done on data
protection Manipulation, for example, digital
signature techniques, to guarantee data Integrity
when the information is directed through
various nodes. However, they do not solve the
information  problem  trust = Unreliable
information can be entered a cause of two
different reasons: unintentional errors &
intentional behavior [1] Involuntary errors are
caused due to the poor functionality of the
hardware (for example, broken or obstructed
sensors), malpositioning of the node or depleted
batteries. Bad intentional behavior is caused by
malicious attackers, providing data falsifies a
purpose through a compromised node. By
evaluating the reliability of the information, we
need for considering not only the reliability of
the sender but also the information procedure.
Defined the the confidence of the information

elements and the nodes, as well as information

comes from the following way.

January 2018
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Fg 1. An Example Network Scenano for Provenance based Information
Trust Evaluation

2. Existing System

Existing Systems works on a probabilistic
approach to encode the nodes’ IDs into the
provenance. And some of the other works use
Bloom filter to encode the IDs of the nodes that
are on a packet’s path. These approaches
minimize the size of provenance information by
keeping only the nodes’ IDs.Existing Works
such as lightweight secure provenance scheme
based on in-packet Bloom filter. This approach
binds data and its provenance together and also

chains the packet sequence numbers adjacently
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to detect provenance forgery and packet

dropping attacks.

3. Disadvantages of Existing System:

> The edges which refer the packet
transmissions are discarded. Hence, those

approaches are lossy provenance compression

techniques.

> Only nodes’ IDs are recorded in the data
provenance.

> Unavoidable  false  positive  in

provenance decoding, and
> Increase in the provenance size with the
number of nodes traversed in order to keep the

false positive rate under a given threshold.

4. System Architecture

Wireless Sensor Network

Sink Node

Senw'Node

5. Proposed System:

> We propose a dictionary based
provenance scheme which is the most compact
and lossless scheme up to date.

> We design an efficient and distributed
algorithm for encoding the provenance
information as well as a centralized approach
for its decoding.

> We introduce a secure packet sequence
number generation mechanism and use the AM-
FM sketch technique to secure the provenance.
> We perform a formal security analysis
and an extensive performance evaluation of our

proposed provenance scheme.

6. Advantages of Proposed System:

> We enclose path indexes instead of the
path itself in the provenance.

> Hence, the size of the com-pressed
provenance in our lossless approach is smaller
than that of the existing lossy provenance
schemes.

> By using the AM-FM sketch scheme
and a secure packet sequence number
generation technique, we ensure the security
objectives of our scheme.

> During the process of provenance

encoding, each node along a packet’s path is
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assumed to be one of these three: data source
node, forwarder node, and aggregator node.

> We design an efficient, and distributed
algorithm for encoding the provenance
information as well as a centralized approach
for its decoding.

> We introduce a secure packet sequence
number generation mechanism and use the AM-
FM sketch technique to secure the provenance.
> We perform a formal security analysis
and an extensive performance evaluation of our

proposed provenance scheme.
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Fig 4: Destination Node

Fig 5: Shortest Path

7. Conclusion:

In this paper, we propose a dictionary based
secure provenance scheme for wireless sensor
networks. Using packet path dictionaries, we
enclose path indexes instead of the path itself in
the provenance. Hence, the size of the
compressed provenance in our lossless
approach is smaller than that of the existing
lossy provenance schemes. By using the AM-
FM sketch scheme and a secure packet
sequence number generation technique, we
ensure the security objectives of our scheme.
Simulation and experimental results show that
our scheme can save more energy and
bandwidth than other existing provenance

schemes.
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