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Abstract
Single error correction (SEC) codes are widely used to protect data stored in memories and
registers. In some applications, such as networking, a few control bits are added to the data to
facilitate their processing. For example, flags to mark the start or the end of a packet are widely
used. Therefore, it is important to have SEC codes that protect both the data and theassociated
control bits. It is attractive for these codes to provide fast decoding of the control bits, as these
are used to determine the processing of the data and are commonly on the critical timing path. In
this brief, a method to extend SEC codes to support a few additional control bits is presented.
The derived codes support fast decoding of the additional control bits and are therefore suitable

for networking applications.
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1. INTRODUCTION
Networking applications require high-speed
processing of data and thus rely on complex
mtegrated circuits. In routers and switches,
packets typically enter the device through
one port, are processed, and are then sent to
one or more output ports. During this
processing, data are stored and moved
through the device. Relability is a key
requirement for networking equipment such
as core routers. Therefore, the stored data
must be protected to detect and correct
errors. This is commonly done using error-
correcting codes (ECCs). For memories and
registers, single error correction (SEC)

codes that can correct 1-bit errors are

commonly used. One problem that occurs
when protecting the data i networking
applications is that, to faciltate its
processing, a few control bits are added to
each data block. For example, flags to mark
the start of a packet (SOP), the end of a
packet (EOP), or an error (ERR) are
commonly used. These flags are used to
determine the processing of the data, and the
associated control logic is commonly on the
critical timing path. To access the control
bits, if they are protected with an ECC, they
must first be decoded. This decoding adds
delay and may lmit the overall frequency.
One option is to protect the data and the

control bits as different data blocks using
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separate ECCs. For example, let us assume
128-bit data blocks with 3 control bits.
Then, a SEC code can protect a data block
using 8 parity check bits, and another SEC
code can protect the 3 control bits using 3
parity check bits. This option provides
independent decoding of data and control
bits which reduces the delay but requires
additional parity check bits. Another option
is to use a single ECC to protect both the
data and control bits. Protecting 128 + 3 bits
requires only 8 parity check bits, thus saving
3 bits compared to the use of separate ECCs.
However, in this case, the decoding of the
control bits is more complex and mcurs
more delay. In this brief, a method to extend
a SEC code to also protect a few additional
control bits is proposed. In the resulting
codes, the control bits can be decoded using
a subset of the parity check bits. This
reduces the decoding delay and makes them
suitable for networking applications. To
evaluate the method, several codes have
been constructed and implemented. They are
then compared with existing solutions in

terms of decoding delay and area.
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Fig 1: Parity check matrix for a minimum-
weight SEC code thatprotects 128 data bits.
Packet data must frequently be stored in
RAMs, e.g, m FIFOs for adapting
processing rates. When storing packet data,
it is necessary to delineate the packet
boundaries. In the absolute simplest case,
each segment on the bus can be delineated
with a single EOP marker. The next valid
segment is then assumed to be the start of
the following packet. In practice, designers
also use a SOP marker to explicitly mark the
start of packets. There are also many cases
mn packet processing where a packet is in
error and it must be dropped. To mark such
error packets, an additional control signal

(ERR) may be required.
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Fig2: Parity check matrix for a minimum-
weight SEC code that protects 128 data and
3 control bits.

As mentioned in the troduction, from an
error protection perspective, it is attractive
to store the data and the markers in a single
wide memory, as shown i Fig. 1. In this
way, relatively fewer ECC bits are required.
The problem with this approach is when the
data are read out. Typically, the markers
feed into a state machine that controls the
reading of the subsequent data. For example,
the state machine may need to read out a
single packet (up to an EOP), or it may need
to read out a fixed number of bytes of data
(e.g., deficit round robin scheduler). The
critical timing path then consists of the ECC
correction logic, folowed by the state
machine logic, as shown mn red. With a
traditional Hamming SEC code, as the data
bus increases in width, the number of layers
of logic required to decode the syndrome
and perform correction also increases.
Circuit designers frequently observe critical
timing on the signal paths related to the
correction of the markers which feed
downstream state machines. For this reason,
special ECC codes which can provide a fast
decode of the small number of marker bits

are extremely attractive.
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2. SIMULATION
IMPLEMENTATION

Simulation:

For starting simulation of a design, the
software or the tool need to be kept in
simulation mode. In order to iitiate a
simulation, go to Simulate >  Start
simulation. This will open a new simulation

window as shown in below figure.

1 Start Simakation
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The window of start simulation consists of
many tabs including a list of design tabs that
list the available designs for simulation.
VHDL and Verilog tabs to specify language
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specific options. A library tab to include any

additional libraries. Timing and other
options in the remaining two tabs. We only
need to look on the design tab for the
purpose of functional simulation.

VERILOG

Equipment portrayal dialects, for example,
Verilog contrast from programming dialects
on the grounds that they incorporate
methods for depicting the proliferation of
time and flag conditions (affectability).
There are two task admnistrators, a
blocking task (=), and a non-blocking (<=)
task. The non-blocking task permits planners
to portray a state-machine upgrade without
expecting to pronounce and utilize transitory
capacity  variables (in  any  broad
programming  dialect ~we  have @ to
characterize some provisional storage rooms
for the operands to be worked on along these
lmes; those are impermanent capacity
variables). Since these ideas are a piece of
Verilog's dialect semantics, architects could
rapidly compose portrayals of expansive
circuits in a generally minimal and succinct
structure. At the season of Verilog's
presentation (1984), Verilog spoke to a huge
efficiency change for circuit originators who
were at that pomt utiizng graphical

schematic capture software and uniquely
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composed programming projects to report

and mimic  electronic  circuits.  The
originators of Verilog needed a dialect with
grammar likke the C programming dialect,
which was at that point generally utilized as
a part of designing  programming
advancement. Verilog is case-delicate, has a
fundamental preprocessor (however less
advanced than that of ANSI C/C++), and
proportional control stream  watchwords
(iffelse, for, while, case, and so on.), and
perfect  administrator  priority.  Syntactic
contrasts  incorporate variable affirmation
(Verilog

net/regtypes|clarification

bit-widths on
needed]),

requires

boundary of procedural squares (start/end
rather than wavy props {}), and numerous
other minor contrasts.

3. SIMULATION RESULTS

Fig:-3 Schematic output
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Fig:-4 RTL Schematic

4. CONCLUSION
In this brief, a method to construct SEC

codes that can protect a block of data and
some additional control bits has been
presented. The derived codes are designed to
enable fast decoding of the control bits. The
derived codes have the same number of
parity check bits as existing SEC codes and
therefore do not require additional cost in
terms of memory or registers. To evaluate
the benefits of the proposed scheme, several
codes have been implemented and compared
with  mmimum-weight SEC codes. The
proposed codes are useful in applications,
where a few control bits are added to each
data block and the control bits have to be
decoded with low delay. This is the case on

some networking circuits. The scheme can
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also be useful n other applications where
the critical delay affects some specific bits
such as in some finite-state machines.
Another example is arithmetic circuits
where the critical path is commonly on the
least significant bits. Therefore, reducing the
delay on those bits can increase the overall
circuit speed. The wuse of the proposed
scheme for those applications beyond
networking is an mteresting topic for future
work. It may be possible to apply the idea of
modifying the matrix of the code to enable
fast decoding of a few bits to more advanced
ECCs that can correct multiple bit errors.
Finally, the scheme can also be extended to
support more control bits by using one or
two additional parity check bits. This would
provide a solution to achieve fast decoding
without using two separate codes for data
and control bits.
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