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ABSTRACT: In present days it is more efficient to 

reduce the area and increase the cost in VLSI 

applications.  In this paper we are going to 

implement the AES algorithm. By using cryptography 

concept the AES algorithm is implemented. The main 

intent of this algorithm is to secure the information. 

Generally, Advanced encryption standard is an 

algorithm which performs various operations in 

sequential steps. This algorithm involves the both 

encryption and decryption process to protect the data 

and it is the most efficient public key encryption 

system. This system depends on the Rijndael 

algorithm which produces faster and efficient 

cryptography keys. At last we can conclude that 

compared to existed system, the proposed system will 

protect the data in very efficient way. 

Key words: AES algorithm, encryption and 

decryption. 

I.INTRODUCTION 

As we know that Internet plays important 

role in our day to day life. The people can 

transfer important data through internet such 

as Emails, banking, transaction and online 

purchases. Now, to secure all these 

transaction security plays major role and it is 

more efficient. But the network security is 

obtained only by cryptography. Here 

cryptography means the art and science of 

transforming the message to provide them 

with secure and immune attacks. Coming to 

the cryptography strength, it is measured in 

time and the result of cryptography is in 

cipher text and it is very difficult to  

 

decipher. Cryptography algorithm works in 

the combination of words, numbers and 

phrases. The security of encrypted data 

depends on two things mainly one is 

strength of cryptographic algorithm and 

second one is the secrecy of key. According 

to science, cryptography means writing the 

secret code. Cryptography not only protects 

the data but also used for user 

authentication.  

 

 

In this paper we are implementing AES 

algorithm. Generally AES is an 

cryptographic algorithm which is used for 

security purpose. The AES algorithm will 

protect the electronic data. It is an 

symmetric block cipher which encrypts and 

decrypts the information.  Here encryption 

will convert the data to an cipher text and 

decryption will converts the cipher text to an 

original form which is called as plain text. 

From below figure (1) we can observe the 

Fig. 1. Representation of encryption and decryption  
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representation of encryption and decryption. 

At last we can say that by using the 

proposed system the entire information is 

secured.  

II. EXISTEDSYSTEM 

The below figure (2) shows the existed 

system. Generally, an FP adder architecture 

consists of hardware blocks. For the purpose 

of exponent comparison, mantissa 

alignment, mantissa addition. Now two 

operands are unpacked from the FP format 

and each mantissa is added to hidden bit 1. 

Here the addition of FP numbers involves 

comparison of two exponents and adding the 

two mantissas. To find the largest number, 

exponents are first evaluated and then 

depend upon the comparison of exponent the 

mantissa is swapped. 

 

Fig. 2. Existed system 

Now we use the lead zero detection process 

which is an key step for normalization. The 

normalization process is completed by left 

shifting the number of leading zeros. At 

least before storing back the result, rounding 

process is done. This is applied to the 

normalized result and it is represented by 

flags. 

III. PROPOSED SYSTEM 

Advanced encryption standard is an 

symmetric block cipher used by the 

u.s.government to protect the classified 

information and it is implemented in 

software and hardware for sensitive data 

encryption. Each round in encryption 

process consists of some steps. Each round 

posses again four rounds. They are 1. Sub 

bytes, 2. Shift rows, 3. Mix column and 4. 

Add round key. Coming to the substitution, 

in this sub bytes are substituted as byte by 

byte during the forward encryption process.  

Coming to this shift rows, in this during 

forward process the rows are shifted at state 

array. Next one is to mix up the bytes in 

each column separately during forward 

process. At last during forward process a 

round key is added to the output of previous 

step. Now this step differs from others 

because of size difference. In the proposed 

system involves two operations one is 

encryption and decryption. Let us discuss 

about the encryption process in detail 

manner. From below figure (3) we can 

observe the AES encryption algorithm.  

The implementation process of AES 

encryption algorithm is same as the process 

involved in key expansions. Here the shift 

rows function iterates all the rows and then 
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call shift row with the correct offset. Now 

around key is generated during iteration 

process. In XOR gate the each byte of key is 

respective to the byte of state. As before 

shift row process is performed in the same 

way the mix columns process is 

implemented. Here mix column is 

implemented by first one which generates a 

column and then call mix column. At last 

this is applied to matrix multiplication.  

Entirely in one AES round it consists of all 

four operations on the state. 

 

Fig.3. Encryption 

This is about the AES encryption algorithm 

now let us discuss about the decryption 

process. In decryption process, the key 

schedule remains same. Here we need to 

implement the following operations they are 

inversed sub bytes, shift rows and mix 

columns. Coming to add round key it 

remains same as before. In this we use 

inversed s box for substitution and 

multiplication matrix is different for 

inversed mix column operation.  

Now all these are kept together in one 

inversed main algorithm. So from this 

proposed system we can observe that it 

secures high information and it is more 

efficient. From below figure (4) we can 

observe the AES decryption algorithm. 

 

Fig 4. Decryption 

 

IV. RESULTS 
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Fig 5. RTL Schematic 

 

Fig 6. Technology Schematic 

 

 

Fig 7. Output Waveform 

 

V. CONCLUSION 

To perform the both encryption and 

decryption process in VLSI architecture we 

use Rijndael AES algorithm. For the 

implementation of multiplicative inverses 

we use s boxes and this shares the 

information between encryption and 

decryption. Now round keys are used in 

each round for the implementation in real 

time. The main intent of encryption is to 

hide the data from unauthorized users and 

coming to decryption is used to get the 

original data. In this paper we propose a 

method to employ the crypto processor that 

run in integration way with general purpose 

processor. At last to encrypt the data in AES 

algorithm we have presented pipeline  

version. From this proposed system we can 

observe that it protects the data in an 

efficient way. 
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