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ABSTRACT Flexibility and mobility of 

custom mobile networks (MANETs) have 

made them increasingly popular in a wide 

range of usage situations. To protect these 

networks, protection protocols have been 

developed to protect routing and application 

data. However, these protocols only protect 

roads or connections, not both. Both secure 

security and routing protocols must be 

implemented to provide complete 

protection. The use of communications 

security protocols originally developed for 

wired and wireless networks can place a 

heavy burden on MANET's limited network 

resources. To address these issues, a new 

secure framework (SUPERMAN) is 

proposed. The framework is designed to 

allow current networks and routing 

protocols to perform their functions, 

providing node authentication, access 

control, and communication security 

mechanisms. This paper introduces a new 

security framework for MANETs, 

SUPERMAN. Comparative simulation 

results were provided between SUPERMAN 

with IPsec, SAODV, and SOLSR to 

demonstrate the suitability of proposed 

wireless security security frameworks. 

Index Terms - Access Control, 

Authentication, Communication System 

Security, Custom Mobile Networks 

INTRODUCTION Independent mobile 

network systems have seen increased use by 

military and commercial sectors for tasks 

that are considered extremely monotonous 

or dangerous to humans. An example of an 

independent network system is UAV. These 

platforms can be small-scale networks. 

Quadricopter swarms are a noteworthy 

example of such unmanned aerial vehicles. 

Network-related drones are characterized by 

communications requirements, where data 

exchange is critical to the ongoing operation 

of a network. UAVs require periodic contact 

with network control, resulting in frequent 
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changes to the road due to movement. This 

topology generation service is provided 

through a variety of MANET [1] routing 

protocols. MANET sets are dynamic groups, 

self-configuring, and groups without 

infrastructure for mobile devices. They are 

usually created for a specific purpose. Each 

device within MANET knows a node name 

and must take the role of the client and 

router. Network connectivity is achieved by 

forwarding packets to the access point; when 

the direct source destination link is not 

available, the intermediate nodes are used as 

routers. A MANET connection is usually 

cordless. Wireless connections can be 

intercepted simply by any node in the 

transmitter range. This can leave MANET 

open to a range of attacks, such as attacks 

Sybil attack and manipulation of ways that 

could threaten network integrity [2]. The 

coordinated communication may provide the 

attackers with the means to threaten the 

credibility of the network. This is 

accomplished by handling routing tables, 

injecting erroneous track data, or modifying 

paths. Man-centered attacks (MitM) can be 

installed by manipulating routing data to 

pass motion through malicious nodes [3]. 

Secure routing protocols have been 

proposed to mitigate attacks against 

MANET, but these do not provide 

protection to other data. Independent 

systems require a lot of communication [4]. 

Problem solving algorithms, such as 

distributed task allocation (DTA), must be 

resolved to solve task planning problems 

without human intervention. [4] As a result, 

these algorithms are prone to packet loss and 

erroneous messages; partial data will result 

in suboptimal or failed task assignments. 

This paper proposes a new security protocol, 

security using the pre-configured router for 

dedicated mobile networks (SUPERMAN). 

The protocol is designed to handle contract 

authentication, network access control, and 

MANET secure communication using 

current routing protocols. SUPERMAN 

combines security routing and 

communication in the network layer. This 

contrasts with existing methods, which 

provide only security routing or 

communications, which require multiple 

protocols to protect the network. 

RELATED WORK & PROBLEM 

ANALYSIS  

MANET 2.1 MANETs rely on the 

intermediate nodes to route messages 

between remote nodes. In the absence of a 

management infrastructure for how packets 

are routed to their destinations, MANET 

routing protocols are used instead of routing 
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tables on each node in the network, 

containing complete or partial topology 

information. Interactive protocols, such as 

Ad -c Distance-Vector Distance Vector 

(AODV) [5], plan paths when you need to 

send messages, and investigate nearby nodes 

in an attempt to find the shortest route to the 

destination node. Enhanced link state 

routing (OLSR) [6] takes a proactive 

approach, and the network periodically 

docks to create routing table entries that last 

until the next update. Both methods are 

subject to movement and have been 

implemented in UAV MANETs [7], [8]. The 

motion resistance characteristics and 

cooperative communication make these 

protocols ideal for use in unmanned aerial 

vehicles. Basic versions of AODV and 

OLSR lack security mechanisms, allowing 

malicious nodes to interfere with the 

network in various ways [9], [10], [11]. The 

main factor contributing to this problem is 

the inability to distinguish the legitimate 

contract from the malicious contract. 

2.2 Security threats ITU-T, through 

Recommendation X.805 [12], determines 

wireless final security in seven 

classifications, called dimensions. This 

classification system allows for clear and 

appropriate identification of network 

security threats and possible solutions to 

those problems. The following security 

dimenstions are defined: x Access control is 

required to ensure that harmful nodes stay 

out of the network. Authentication confirms 

the identity of the contract. x Non-

repudiation The contract prevents the 

transmission of false information about 

previous transmissions, and the mitigation of 

repetition and related attacks. x 

Confidentiality prevents an unauthorized 

contract from deriving meaning from the 

load of captured packets. Communication 

security ensures that information flows only 

between source and destination without 

being diverted or intercepted. The integrity 

inspection of the contract will be made to 

ensure that the received packets are in the 

same format as they were sent, without 

modification or damage. x Availability 

provides access to network assets. Periodic 

checking of the status of the node or reports 

from the node to its neighbors is a common 

means of verifying resource availability. O 

Privacy prevents external observers from 

obtaining valuable information through 

negative feedback. Many MANET routing 

protocols assume trust between nodes, 

which can be a critical security vulnerability 

[9], since such a presumption may allow 

malicious nodes to interfere with routing 

mechanisms. Routing attacks can misuse 
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route discovery and topology mechanisms 

for routing protocols. An attacker can, for 

example, advertise roads with large numbers 

or fewer real roads [13]. This can be used to 

attract traffic to a malicious contract in favor 

of the attacker. Malicious activity may arise; 

data acquisition, packet drowning, and 

packet modification. All these results 

weaken the ability of networks to ensure 

secure, private and reliable communication. 

Unsafe proactive routing protocols offer a 

security vulnerability to reboot and packet 

tamper attacks [14]. Because there is no 

source authentication, topology control 

messages can be repeatedly broadcast, 

treated by other nodes as legitimate and used 

to update general topology information. 

Proactive routing protocols to detect 

neighbors through HELLO messages, 

allowing tunnel jets if a malicious 

intermediate node reports a path between 

two out of range [15]. This results in a false 

topology, which causes the network to fail 

when you try to use the incorrectly 

advertised methods. Service Pack 

Redirection (DoS) redirect attacks can be 

used. These attacks are not aimed at the 

routing protocol, rather than forcing the 

node in the network to behave in a manner 

inconsistent with established methods, 

resulting in an increase in traffic or 

malicious sinking of packets [16]. X.805 

describes five major threats [12]: • 

Destruction: removes a complete packet 

from the network and deletes it locally, 

preventing it from reaching the destination 

and destroying the packet • Corruption and 

modification: making the package unread or 

changing the package content • theft, loss or 

removal: From the network for further 

analysis, resulting in packets being dropped 

or removed from the network • Disclosure: 

network information disclosure by re-

broadcasting packets received to an 

unreliable contract • Service interruptions: 

Disabling any service provided by the 

network, resulting in loss of service or end 

time other than Acceptable. Yang et al. 

Malicious attacks can easily disrupt 

MANET operations [9]. An attacker could 

take advantage of MANETs that assume, but 

do not impose, trust between nodes. Close 

the network by imposing a legitimate 

contract for authentication can be re-

established 

Existing System: 

In the current system, interactive protocols 

such as Adcc On-demand Distance Vector 

(AODV), plan paths when needed to send 

messages, polling in adjacent nodes in an 

attempt to find the shortest route to the 

destination node. 
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Another system, the Enhanced Link State 

Routing (OLSR), takes a proactive 

approach, and periodically engages the 

network to create routing table entries that 

last until the next update. Both methods bear 

the movement and have been implemented 

in UAV MANETS. 

The characteristics of motion bearing and 

cooperative communication make these 

protocols ideal for use in unmanned aerial 

vehicles. 

Disadvantages of existing system: 

Basic versions of AODV and OLSR lack 

security mechanisms Vulnerable to various 

attacks. The inability to distinguish the 

legitimate contract from the malicious 

contract. 

Proposed System: 

This paper proposes a new security protocol, 

security using the pre-configured router for 

dedicated mobile networks (SUPERMAN). 

The protocol is designed to handle contract 

authentication, network access control, and 

MANET secure communication using 

current routing protocols. 

SUPERMAN combines security routing and 

communication in the network layer. This 

contrasts with existing methods, which 

provide only security routing or 

communications, which require multiple 

protocols to protect the network. 

SUPERMAN is a framework that works on 

the network layer (Layer 3) of the OSI 

model. It is designed to provide a 

completely secure connection framework for 

MANET, without having to modify the 

routing protocol that handles packets and 

provides confidentiality and integrity. 

SUPERMAN also provides contract 

authentication 

Advantages of the proposed system: 

Improve network privacy. 

Increase data integrity. 

Check the originality and integrity of each 

hop. 

SYSTEM ARCHITECTURE: 

 

 

CONCLUSION SUPERMAN is a new 

security framework that protects network 

and communication in MANET. The 

primary focus is on securing access to a 

virtual closed network (VCN) that allows 

flexible and reliable communication with 

confidentiality, integrity and authenticity 

services. SUPERMAN covers all eight 

security dimensions listed in X.805. Thus, 
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SUPERMAN can be said to implement a 

full range of security services for 

independent MANETs. It achieves more 

basic services set out in X.805 than IPsec, 

since it focuses on the network instead of the 

end-end. IPsec aims to provide a secure 

environment between the two end points 

regardless of the path, and has been 

suggested by some researchers to be a valid 

candidate for MANET security. However, it 

does not provide protection for routing 

services. They also do not provide low cost 

security, which requires a long setup and 

teardown process, usually on a session basis. 

The simulated results were reported and 

analyzed to determine the relative security 

cost of Superman, compared to IPsec, 

SAODV, and SOLSR where appropriate. 

SUPERMAN provides VCN, where the 

security basis is provided through contract 

authentication with the network. This offers 

more benefits, such as referral to security 

associations and network integration. It also 

provides a lightweight packaging package 

and a variable length marker. Under both 

CBBA and CF-CBBA, it has been shown 

that the overall security costs in 

SUPERMAN are lower than those for IPsec. 

DTA algorithms represent how MANET can 

be made independent by allowing problems 

to be solved without human intervention on 

the network. Securing the connection 

required to facilitate this function is a 

critical consideration when providing a fully 

secure network. By providing lower-cost 

security than existing alternatives, while 

providing security across all eight security 

dimensions, SUPERMAN proves to be a 

viable and secure approach to secure the 

connection required from independent 

MANETs. SUPERMAN has proven to 

provide less expensive security than 

SAODV and SOLSR for its routing 

protocols. By establishing a secure and 

closed network, one can assume a certain 

level of trust within that network. This 

reduces the need for costly, safe routing 

behaviors designed to mitigate the effects of 

an unreliable environment (and an unreliable 

contract) on the routing process. By 

preventing the entry of a contract that may 

be unreliable to the network, and thus the 

routing process, MANET may be protected 

from sabotaging its routing services at a 

lower cost, where malicious nodes are 

prevented from the entire process. 

SUPERMAN provides security for all data 

connected via MANET. Specifically, it 

targets MANETs, which is not suitable for 

other types of networks at this time. It 

sacrifices adaptability to a range of 

networks, ensuring that MANET 
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communications are fully and effectively 

protected. One efficient way to protect 

routing and application data ensures that 

MANET provides a reliable, confidential 

and reliable connection to all legitimate 

contracts. The future work involves the 

implementation of SUPERMAN [32] on a 

simple mobile node platform to allow 

experimental observation and 

characterization of its performance, propose 

network bridging solutions capable of 

providing SUPERMAN services between 

two closed networks on an insecure 

intermediate network, and investigate the 

effects of the changing network topology on 

SUPERMAN Relocation of reliance on 

upper mitigation in SUPERMAN networks. 
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