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Abstract – In this paper the performance of HTTP 

protocol and FTP Protocol is analyzed by using 

OPNET-based simulation.  Firstly, related scenarios 

are modeled with OPNET Simulator.  Furthermore, 

two case studies are conducted by choosing average 

queuing delay and TCP delay as performance indices 

respectively. In the case of HTTP protocol’s 

performance, the changing trend with the increase of 

the number of clients is reported. Additionally, in the 

case of comparison analysis, TCP delays of HTTP 

and FTP protocols are studied with the connection of 

5 clients. On the basis of this work, performances of 

related network system with multiple traffics can be 

conducted. 
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I. INTRODUCTION  

          The Hypertext Transfer Protocol (HTTP) is an 

application-level protocol for distributed, collaborative, 

hypermedia information systems. This is the foundation 

for data communication for the World Wide Web (i.e. 

internet) since 1990. HTTP is a generic and stateless 

protocol which can be used for other purposes as well 

using extensions of its request methods, error codes, 

and headers. This tutorial is based on RFC-2616 

specification, which defines the protocol referred to as 

HTTP/1.1. HTTP/1.1 is a revision of the original HTTP 

(HTTP/1.0). A major difference between HTTP/1.0 and 

HTTP/1.1 is that HTTP/1.0 uses a new connection for 

each request/response exchange, whereas HTTP/1.1 

connection may be used for one or more 

request/response exchanges. 

 

 

II. BASIC FEATURE 

There are three basic features that make HTTP a 

simple but powerful protocol:   

A. HTTP is connectionless 

The HTTP client, i.e., a browser initiates an HTTP 

request and after a request is made, the client 

disconnects from the server and waits for a response. 

The server processes the request and reestablishes the 

connection with the client to send a response back. 

B. HTTP is media independent 

It means, any type of data can be sent by HTTP as 

long as both the client and the server know how to 

handle the data content. It is required for the client as 

well as the server to specify the content type using 

appropriate MIME-type.   

C. HTTP is stateless 

As mentioned above, HTTP is connectionless and it 

is a direct result of HTTP being a stateless protocol. 

The server and client are aware of each other only 

during a current request. Afterwards, both of them 

forget about each other. Due to this nature of the 

protocol, neither the client nor the browser can retain 

information between different requests across the 

web pages.  

HTTP/1.0 uses a new connection for each 

request/response exchange, whereas HTTP/1.1 
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connection may be used for one or more 

request/response exchanges. 

D. Client 

  The HTTP client sends a request to the server in the 

form of a request method, URI, and protocol version, 

followed by a MIME-like message containing request 

modifiers, client information, and possible body 

content over a TCP/IP connection. 

E. Server 

The HTTP server responds with a status line, 

including the message's protocol version and a 

success or error code, followed by a MIME-like 

message containing server information, entity meta-

information, and possible entity-body content. 

F: FUNCTIONS AND TERMS OF FTP 

To use FTP, you will need FTP client software and 

an FTP server. You also need to know the server 

address, the username, and a password and port 

number. The basic information you need in order to 

log in successfully follows: 

 

Table 1 Function and terms of FTP 

G. CONNECTION MODES – ASCII AND BINARY 

FTP transfers files between systems by using one of 

these two modes – ASCII and binary. The mode is 

determined at the initial stage of all FTP transactions 

by the server. The FTP client will automatically 

switch to the mode. ASCII mode is used exclusively 

to transfer text and HTML. Binary mode transfers zip 

files, images or executable files in binary form. 

Binary files cannot be sent via ASCII mode and vice 

versa as corruptions will occur. Syncback always 

transfers files in binary mode. This ensures that the 

files contents are not changed by the FTP server and 

that the size of the file is always the same. 

H. TRANSFER MODES – PASSIVE AND ACTIVE 

In passive mode connections, the FTP client initiates 

the connections to the command port and data port to 

the host server. This is the preferred mode in most 

FTP clients as well as the default FTP setting in 

SyncBackPro as the client’s firewall will allow 

outgoing connections to the server. 

The FTP client first establishes the connection by 

opening a port (random port, X>1023) locally and 

connecting to Port 21 of the server. The client then 

opens another port X+1 and sends out the PASV 

command to notify the server it is in passive mode. 

The server will respond by opening a port 

(predefined random port, Y>1023) and acknowledges 

the client by sending out P to it. Then the client 

initiates the connection from port X+1 to the server’s 

port Y for data transferring. 

 

Fig1 FTP Architecture 

In active mode, the FTP client (random port, 

X>1023) initiates the connection by connecting to the 

server’s command port (Port 21). The client then 

opens a listening data port and sends the command 

PORT to the server. The server, using Port 20, will 

initiate the connection to the specified data port on 

the FTP client. 

III. APPLICATION PERFORMANCE BASED ON 

TCP AND UDP 

            TCP (Transport Control Protocol) and UDP 

(User Datagram Protocol) are two most important 
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transport protocols in TCP/IP network architecture, 

which guarantee the transmission of network layer 

data TCP is a reliable connection-oriented transport 

layer protocol. This means that prior to the 

transmission of data, the two sides should establish a 

connection to send and receive the data before the 

completion of the transmission and then disconnect 

the connection. UDP is an connectionless transport 

layer protocol, regardless of the state of the other 

side, you can send data directly. In different network 

environments, different transport protocols have 

different effects on application  performance, and we 

can choose different transport protocols  according to 

different requirements.  

 OPNET(Network Engineering Tools 

Optimal) is a kind of network simulation software, 

which provides three levels of model: process model, 

node model and network model. Users can use 

Modeler OPNET to realize the network simulation, 

such as network performance analysis, network 

planning and communication network analysis based 

on the simulation model. OPNET becomes the most 

popular network simulation software with its 

facilitate of operation of the graphical interface and a 

large number of model library and provides a great 

convenience for us to study the network 

a. TCP 

TCP is a connection-oriented protocol provides 

reliable data transmission. TCP packet format is 

shown in Fig. The term connection-oriented means 

the two applications  using TCP must establish a TCP 

connection with each other  before they can exchange 

data  While it must follow the principle of Three-way 

Handshaking to establish a connection  and terminate 

a connection by Four-way Handshaking. 

 

Fig 2 CP Datagram Format 

b. UDP 

UCP packet format is shown in Fig.2 and we can see 

that  compared with TCP, UDP is a simple 

communication protocol  and it provides 

connectionless unreliable transport services. Between 

the sending and receiving ends, UDP doesn’t  provide 

a point-to-point connection and it can transmit data 

immediately. UDP is a packet-oriented, and the 

length of the datagram will remain unchanged. UDP 

does not provide a guaranteed transmission, flow 

control  mechanism, congestion control mechanism 

and error control mechanism and other functions but 

forwards the data of IP layer without ensuring that 

they reach the destination successfully .UDP is a 

good choice for applications that can tolerate data 

errors. 

 

Fig 3 UDP Datagram Format 

IV. PERFORMANCE ANALYSIS OF FTP AND 

HTTP 

HTTP Protocol: OPNET tool can simulate HTTP 

application as the browsing activities of Internet, i.e. 

one of the client nodes periodically contact Web 

server to retrieve web pages. In OPNET, each page is 

modeled as a text (a basic HTML file) and a few 

inline objects (such as images and data files  

referenced objects) of a combination. HTTP uses 
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TCP as the transport protocol, the running process is 

as follows: the client sends a HTTP request to a Web 

page; the server receives the request, and the 

corresponding page will be replied to the client. In 

this analysis process, if the Web page contains 

several inline objects, the client node will request for 

the follow-up objects from the Server. In OPNET, 

HTTP Configuration Table (HTTP configuration 

table) mainly includes four key attributes of 

describing HTTP application: HTTP Specification 

defines the configuration of Web browser; Page 

Inter-arrival Time (seconds) specifies the time 

between page requests in a row; Page Properties 

describes an OPNET said of a typical Web page; 

Server Selection decides the retrieving path by 

parsing an embedded Web link index page. 

The number of client nodes and the network 

bandwidth is different in each scene. We set the 

packet loss rate of the Internet cloud in each scenario 

be 1%. Also all through the traffic on the introduction 

of an additional delay is set to be 200ms. Set the web 

browser of every scene running on top of HTTP1.1, 

and configure each client node requests a new page 

every 10s. Set the size of each web page to 100 bytes, 

which is consist of a single text object and 7 large 

images. The Web application configuration is shown 

as table. as follows, and the network topology details 

table of these nine scenes is shown as table. 

 

 

 

 

 

 

 

 

 

Fig 4 Network Topology 

FTP Protocol: OPNET standard application for FTP 

models the basic operations. OPNET simplify the 

multiple FTP applications and simulate the two main 

data transmission of FTP operation: get and put. FTP 

put operations are used to upload a file to FTP server 

and FTP get operation are used to download a file 

from the FTP server to the client nodes. In OPNET, 

the FTP application models the process of 

transferring files at a time. By default, FTP is running 

on top of the TCP. When using the default transport 

protocol, it opens a separate TCP connection for each 

file. Unlike in real networks, during the procedure of 

one file’s transferring operations, the FTP model uses 

the same TCP connection to send control messages 

and data modeling. OPNET FTP is described in three 

key properties: Command Mix (Get/Total) specifies 

the ratio between the get operands and the total 

number of FTP operations; Inter-Request Time 

(seconds) to specify the amount of time between 

consecutive FTP operation; File Size (bytes) specifies 

that you want to transfer the file size in bytes. 

 The simulation model contains two scenes in 

this group, in the first scene the Web application is 

the HTTP protocol, the second one is FTP protocol, 

the network topology of the two scenes are observed 

as Fig, These two scenes of network topology group 

scene are much the same with group_1, the only 

difference is that the link object is set to ppp_DS1. 

The Web application configuration of HTTP scene is 

shown as table. and the Web application 

configuration of FTP scene is shown as table. 

 OPNET provides various kinds of 

simulation and statistics,  as well as the ability to 

configure the collection mode, but a simulation in 

OPNET does not automatically select which statistics 

to collect. In order to validate different types of 
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network bandwidth and request the client node 

number effects on the performance of HTTP 

protocol, we need to manually configure the 

simulation in each scene to collect the following 

statistic: all Client HTTP node statistics, all point-to-

point link statistics. And then repeatedly perform the 

simulation in the results browser view and collect the 

results. We collect the queuing delay in the link from 

client_1 to the Internet in every scene, and then 

export the result to an excel file. From these useful 

data, we calculate the average Queuing delay in every 

scene. 

 With the increasing of link bandwidth, the 

end-to-end queuing delay of the client node to  the 

server decreases. When the number of the clients is 

increased from ten to 20, the end-to-end queuing 

delay increased by a big margin, as the number of the 

clients is increased from 20 to 30, the end-to-end 

queuing delay increased relatively less. Thus we get 

the following results: client node number of HTTP 

requests made more big effect on end-to-end queuing 

delay in the link, HTTP protocol properties relatively 

made smaller effect. The larger the link bandwidth 

are, the smaller the end-to-end queuing delay will be, 

and the performance of HTTP protocol will be better 

accordingly. 

V. EXPERIMENT RESULTS ANALYSIS 

A. HTTP Protocol Performance Analysis 

OPNET provides various kinds of simulation and 

statistics, as well as the ability to configure the 

collection mode, but a simulation in OPNET does not 

automatically select which statistics to collect. In 

order to validate different types of network 

bandwidth and request the client node number effects 

on the performance of HTTP protocol, we need to 

manually configure the simulation in each scene to 

collect the following statistic: all Client HTTP node 

statistics, all point-to-point link statistics. And then 

repeatedly perform the simulation in the results 

browser view and collect the results. We collect the 

queuing delay in the link from client_1 to the Internet 

in every scene, and then export the result to an excel 

file. From these useful data, we calculate the average 

Queuing delay in every scene. 

 

Fig 5 HTTP Performance comparison chart 

B. Performance Results analysis of HTTP and FTP 

In order to verify the performance of HTTP and FTP 

protocol in the same network environment, we 

configure the set of simulation to collect statistics for 

two scenarios: all nodes from the class node of the 

statistics for TCP. After you run the simulation, 

collecting and comparing results. 
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Fig 6 TCP Delay of HTTP and FTP 

VI. CONCLUSION 

This is based on OPNET, and completes a simulation 

of HTTP protocol and FTP protocol, By comparing 

the queuing delay in different scenarios based on 

HTTP protocol, we find what do the link bandwidth 

and client node number  effect on the performance of 

HTTP; through comparing the  TCP Delay in HTTP 

protocol and FTP protocol scene, we  learned the 

performance of FTP protocol and HTTP protocol  on 

Web application under the same network 

environment. All the analysis are based on 

simulation. On the basis of this study, performances 

of related network system with multiple traffics can 

be conducted. 
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