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Abstract
Bluetooth is a wireless technology

standard for exchanging data over short
distances (using short-wavelength UHF
radio waves in the ISM band from 2.4 to
2.485 GHz) from fixed and mobile device
and building personal area networks
(PANs). The data easily transfer from
sender to receiver this leads to attack. To
provide security for the mobile phones
steganography is used .In this paper we
discuss about security issues in Bluetooth
over mobile phones.
1. Introduction

Bluetooth is wireless connectivity. In
other words, it is a way of connecting
mobile phones to other mobiles phones and
devices without wires. Using radio waves
similar to a remote control toy, Bluetooth
has a range of up to 50 meters depending on
the particular Bluetooth device and the
prevailing conditions [1].
Bluetooth is an industrial standard for
wireless specification for wireless Personal
Area Network (PAN). In recent vyears,
Bluetooth technology has become a standard
in mobile devices such as mobile phones
and personal digital assistant (PDA) for
short range communication. The Bluetooth
standard defines the following requirements
[2]:
. The system must operate globally,
and the required frequency

. Band must be license-free and open
to any radio system.

. The system must provide peer
connections.

. The connection must support both
voice and data.

. The radio transceiver must be small

and operate at low power.

Bluetooth-enabled devices can dynamically
discover other devices in their range and
their supported services, through an inquiry
process.

2. Steganography:

After expanding use of mobile phones,
establishing hidden communication it an
important subject of security that has gained
increasing importance. One of the methods
for establishing hidden communication is
Steganography. Steganography is a powerful
security tool that provides a high level of
security, it is used for the hidden exchange
of information.

Baker S. and Nori A. [3] discuss
the Steganography in mobile phones over a
Bluetooth implemented on J2ME (Java 2
Micro Edition) platform and has been
implemented on Nokia mobile phones.
Steganography is the practice in which
secret messages are hidden inside a different
digital content, such as image, data file, or
audio, which is called the cover object. The
process of concealing this secret message
into the cover image is carried out before the
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transmission process and the embedded
secret message is extracted by the receiver Steganography can be

[3-7].The basic concept of steganography is
to ensure that secret messages are securely
transmitted without any doubts. It differs
from cryptography, because in
cryptography, the secret message is
encrypted, making it unreadable, but
steganography ensures that the secret
message is hidden completely. Figure 1
illustrates  the  basic  concept  of
steganography, which consists of two basic
processes:

1) Embedding process: It is carried out
by the sender. During the embedding
process, there is a secret message, which the
sender intends to transmit securely. There is
also a cover image into which the secret
message will be embedded and there is also
a stego key, which enables that only the
receiver who has the corresponding
decoding key can extract the secret message.
2) Extraction process: It is carried out
by the receiver. The image generated after
the embedding process, called stego image,
carries out the secret message

Stego-key Stego-key

| |

Coverimage | Emubodding Mene Extracting

Process 1 m— Process
Embedded Embedded
message message

Sender; RECeIVET:

Basic architecture of steganography

implemented using numerous techniques.
Some common techniques include transform
domain technique and the spatial domain
technique. In transform domain technique,
the secret message is embedded into the
coefficients of the image transform used,
while in spatial domain technique, the least
significant bits (LSBs) of the cover image is
replaced by that of the secret bits [3-7].
3. Least significant bit(LSB)
Rahul Joshi, Lokesh Gagnani in [8], they
discussed Least Significant Bit (LSB)
method. Using this method the secret
message bits are directly replaced with the
LSBs of the cover image. To embed one bit
from secret image or text by using the stego
bit and apply the XOR operation between
them and the result put in the Least
Significant bit of the cover image. The
image is called stego-image which sent over
Bluetooth of mobile.

LSB = Stego bit @ Secret bit
When we want to decode the secret image or
text by inverting the operation according to
the equation:

Secret bit = Stego bit @ LSB

The two sides (sender and receiver) must be
agreed together for using the same secret
key. The problem least significant bit (LSB)
approach simply does not pick up least
significant bits of pixel in a sequence but is
combined with midpoint circle approach to
choose which pixels are used to hide
message.
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Mohammad  Shirali  Shahreza[9], he
presented method, instead of sending of
information directly , information is hidden
in a picture with password over a site. Then
the address of the picture is sent to the user.
After receiving the address of the picture
through SMS, the user downloads the
picture by a special program. After entering
the password, the user can witness the
information extracted from the picture if the
password is entered correctly. Shiladitya
Pujari & Sripati Mukhopadhyay [10], they
presented a new scheme of image based
Steganography where the secret message is
divided or segmented into random number
of units holding equal number of characters
and the cover image is logically divided into
a random number of squire blocks. Each
logical block of image is used to hide each
unit of message in a pseudo-random fashion.
Ge Huayong & Huang Mingsheng [11], they
have explain concept and principle of
Steganography and steganalysis, spatial
domain and transform domain embedding
method are generalized. Then the
performance  specification of image
Steganography is discussed. Marwan ali
albahar & Olayemi [12], they presented two
solutions in data security field for ensuring
that only legitimate recipients will have
access to the intended data: Steganography
and cryptography. These solutions can be
used for providing a high level of security.
With the exponential growth of challenges
in the field of computer security, the use of
Bluetooth technology is expanding rapidly

MITM attack during Bluetooth pairing
process.

4. Conclusion

In this paper we have discussed about
Bluetooth security issues in mobile phones
and discussed different algorithms that are
used to keep mobile phone secure during
communication of messages from sender to
receiver. Steganography is a powerful
security tool that provides a high level of
security, it is used for the hidden exchange
of information.
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