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Abstract: Ad hoc wireless networks assume no pre-deployed infrastructure is available for
routing packets end-to-end in a network, and instead rely on intermediary peers. Securing ad
hoc routing presents challenges because each user brings to the network their own mobile
unit, without the centralized policy or control of a traditional network. Especially, Security
flaws of routing protocol may cause severe problems under ad hoc network. In this paper we
briefly present the most popular on-demand routing protocol ADOV and potential security
problems of AODV. Then, this paper analyzes security requirements for ad hoc routing
protocols and proposed solutions.
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Introduction:

A mobile ad hoc network (MANET), sometimes called a mobile mesh network, is a self-
configuring network of mobile devices connected by wireless links. Each device in a
MANET is free to move independently in any direction, and will therefore change its links to
other devices frequently. Each must forward traffic unrelated to its own use, and therefore be
a router. We focus here on on-demand (or reactive) routing protocol for ad hoc networks, in
which a node attempts to discover a route to some destination only when it has a packet to
send to that destination. On-demand routing protocols have been demonstrated to perform
better with significantly lower overheads than periodic (or proactive) routing protocols in
many situations, since they are able to react quickly to the many changes that may occur in
node connectivity, yet are able to reduce (or eliminate) routing overhead in periods or areas
of the network in which changes are less frequent.

Related Work:

Ad hoc On-Demand Distance Vector (AODV) routing is a routing protocol for mobile ad hoc
networks and other wireless ad-hoc networks. It is jointly developed in Nokia Research
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and S. Das. It is an on-demand and distance-vector routing protocol, meaning that a route is
established by AODV from a destination only on demand to secure ad hoc networks by using
misbehavior detection schemes. This approach has two main problems: first, it is quite likely
that it will be not feasible to detect several kinds of misbehaving (especially because it is very
hard to distinguish misbehaving from transmission failures and other kind of failures); and
second, it has no real means to guarantee the integrity and authentication of the routing
messages. He proposed ARAN, a routing protocol for ad hoc networks that uses
authentication and requires the use of a trusted certificate server. He proposed a protocol
(SRP) that can be applied to several existing routing protocols . SRP requires that, for every
route discovery, source and destination must have a security association between them.
Furthermore, the paper does not even mention route error messages. Therefore, they are not
protected, and any malicious node can just forge error messages with other nodes as source.
Securing the AODV protocol has been made by Zapata with his SAODV. This is the
background of secure routing protocols for the AODV routing protocol. In this paper | review
all these routing protocols.
Exploits allowed by existing protocols:
Current ad hoc routing protocols also inherently trust all participants because most of them
are based on the routing protocols of wired networks. Thus, most ad hoc routing protocols are
cooperative and depend on neighboring nodes to route packets. However, this naive trust
model allows a malicious attacker to paralyze an entire ad hoc network by easy way, such as
inserting erroneous routing information. To achieve availability of ad hoc networks, routing
protocols should be robust against this kind of malicious attacks. Then, let’s look at the
common security threats in ad hoc routing protocols. There are two sources of attacks to
routing protocols. The first one is done by external attackers.

1. Passive attack:
It means that the attacker does not disrupt the operation of a routing protocol but only
attempts to discover valuable information by listening to the routing traffic. The major
advantage for the attacker in passive attacks is that in a wireless environment the attack is
usually impossible to detect.

2. Active attack:
Besides the passive attack, this active attack is performed by the attacker who can inject

arbitrary packets into the network. The goal may be to attract packets destined to other nodes
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to the attacker for analysis or just to disable the network. A major difference in comparison
with passive attacks is that an active attack can sometimes be detected. But, a stealth attack,
which is proposed in recent paper, enables the attacker to do the same kind of active attack
with hiding his existence.

Security Requirements of Ad hoc Networks:
A good secure routing algorithm prevents each of the exploits presented it must ensure that
no node can prevent successful route discovery and maintenance between any other nodes
other than by non-participation. In sum, all secure ad hoc routing protocols must satisfy the
following requirements to ensure that path discovery from source to destination functions
correctly in the presence of malicious adversaries. The term security protocol traditionally
refers to authentication protocols, or cryptographic protocols, where the goal is to securely
share information (e.g., a message or a session key) between two nodes. Security analysis for
authentication protocols evaluates if it is possible for a third party (i.e., the adversary) to
obtain access to the protected key, regardless of intermediate nodes within the
communication path. Conversely, security evaluations for MANET secure routing protocols
must consider actions taken by intermediate nodes.
Secure Ad hoc Routing:
There exist several proposals that attempt to architect a secure routing protocol for ad hoc
networks, in order to offer protection against the attacks mentioned in the previous section.
These proposed solutions are either completely new stand-alone protocols, or in some cases
incorporations of security mechanisms into existing ones (like DSR and AODV). As we will
see, the design of these solutions focuses on providing counter measures against specific
attacks, or sets of attacks. Furthermore, a common design principle in all the examined
proposals is the performance-security trade-off balance. Since routing is an essential function
of ad hoc networks, the integrated security procedures should not hinder its operation.

1. ARAN:
ARAN was proposed targeting to combat attacks including unauthorized participation,
spoofed route signaling, alteration of routing messages, replay attacks, etc. Similar to other
secure routing protocols, ARAN is also a security adds on over on-demand routing protocols.
It provides authentication, message integrity and non-repudiation as part of minimal security

policy for ad hoc environment.
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2. SAODV:
SAODV proposed for assume that there is a key management sub-system that makes it
possible for each ad hoc node to obtain public keys from the other nodes of the network.
Further, each ad hoc node is capable of securely verifying the association between the
identity of a given ad hoc node and the public key of that node. How this is achieved depends
on the key management scheme.

3. SAR:
There is another approach to secure the ad hoc routing protocol motivated from traditional
wired routing matrices where same security levels of nodes incorporate each other. Instead of
discovering the shortest path between two nodes, Security Aware Ad Hoc Routing (SAR)
protocol can discover a path with desired security attributes, such as a path through nodes a
particular shared key. For this purpose to determining a secure route, the information in the
routing messages must be protected against alteration that can change routing behavior. One
of the merits SAR has is that it can be implemented based on any on-demand ad hoc routing
protocol with suitable modification. The security metric can be embedded into RREQ packet.
It also showed the practical implementation and experimental data by mixing with AODV.

4. SRP:
SRP focus on bi-directional communication between a pair of nodes. A security association
(SA) between the source node S and the destination node T is assumed. The trust relationship
could be instantiated, for example, by the knowledge of the public key of the other
communicating end. The two nodes can negotiate a shared secret key, e.g., via the Elliptic
Curve Diffie-Hellman algorithm, and then, using the SA, verify that the principal that
participated in the exchange was indeed the trusted node. For the rest of the discussion, we
assume the existence of a shared key KST. The SA is bi-directional in that the shared key can
be used for control (data) traffic flow in both directions. Relevant state has to be maintained
for each direction though. SRP consists of several security extensions that can be applied to
existing ad hoc routing protocols providing end-to-end authentication. The operational
requirement of SRP is the existence of a security association between every source and
destination node. The security association is used to establish a shared secret between the two
nodes, and the non-mutable fields of the exchanged routing messages are protected by this

shared secret.
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Attacks

Protocols | Location | Black | Replay | Wormhole | Denial- | Routing

disclosure | hole of- table

service | poisoning

ARAN NO NO YES NO NO YES
SAODV | NO NO YES NO NO YES
SAR NO NO YES NO NO YES
SRP NO NO YES NO YES YES

Defense against attacks

Conclusion: Secure Routing is one of the most basic and important tasks in a collaborative
computer network. This review presented the security flaws of AODV and routing protocols
which provide security over the AODV. However, a difficult problem is how to guarantee
these desirable properties. Neither simulations nor test bed implementations can ensure the
quality required for these protocols. As an alternative to these methods, some researchers
have successfully investigated the use of formal verification as a mean to guarantee the
quality of routing protocols. Formal verification is a technique that assures a system has, or
has not, a given property, based on a formal specification of the system under evaluation. We
conclude that more work is needed towards a formal model based on solid mathematical
grounds that can precisely give a definition for secure ad hoc routing. This will allow

researchers to formally prove whether a proposed protocol satisfies the definition under
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certain assumptions and will make the comparison between the properties of each proposal an
easier and well-structured process.
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