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Abstract— Many digital services require reliable
security in storage and transmission of digital images.
Due to the rapid growth of the internet in the digital
world today, the security of digital images has become
more important and attracted much attention. The
prevalence of multimedia technology in our society
has promoted digital images to play a more significant
role than the traditional texts, which demand serious
protection of users' privacy for all applications.
Encryption and steganography techniques of digital
images are very important and should be used to
frustrate opponent attacks from unauthorized access.
Digital images are exchanged over various types of
networks. It is often true that a large part of this
information is either confidential or private.
Encryption is the preferred technique for protecting
the transmitted data. In this paper, a new approach is
discussed for encryption and decryption.

Keywords—  Symmetric key  Cryptography,
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I. INTRODUCTION

Information that can be read and implicit without any
special procedures or method is termed as plaintext or
clear text. The technique of concealing plaintext in
order to hide its particular material is called
encryption. The impression of encryption is to make a
message incomprehensible, except to the receiver.

Data encryption technology is used to benefit
protection against loss, exploitation or alteration of
private information. Encrypting plaintext results in
indecipherable rubbish called cipher text. Encryption
is used to guarantee the hidden information from
anyone of concern not intended to, even those who
can comprehend the encrypted data. The procedure of
backsliding cipher text to its original plaintext is
considered as decryption [1].

The science of consuming the calculation and math
behind the procedure to encrypt and decrypt data is
called cryptography. Cryptography facilitates to
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accumulate the sensitive information or pass on it
through the insecure networks in order to keep it
unreadable from public except the intend receiver.

Figure 1 below shows the general concept of
cryptography.
encryption decryption
plaintext ciphertext plaintext

Figure 1: Encryption and Decryption

Although cryptography is the skill or art of securing
data, the skill of analyzing and breaking secure
communication is considered as cryptanalysis.
Classical cryptanalysis implicates a fascinating
arrangement of application of mathematical tools,
analytical reasoning, tolerance, pattern finding,
willpower, and good fortune. Cryptanalysts are also
considered as attackers. Cryptology comprises of both
cryptography and cryptanalysis [2].

In this paper, a new approach is discussed for
encryption and decryption.

Il. OVERVIEW OF WORK

The aim of cryptography is not to hide the existence of
a message, but rather to hide its meaning, and this
method is called encryption. To make a message
unintelligible, it scrambled according to a particular
algorithm, which is agreed upon beforehand between
the sender and the intended recipient. Thud, recipient
can reverse the scrambling protocol and make the
message comprehensible. This reversal or scrambling
is known as decryption. The advantage of using
encryption and decryption is that, without knowing the
scrambling protocol, the message is difficult to
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recreate. Cryptography has its roots in communication
security.

Communication security [3] is described in this figure
2 below.

g

o

Figure 2: The Communication Security

The above figure is the description of two entities that
tries to communicate over an insecure channel. The
antagonist is an intruder who has full control over this
channel, being able to read their messages, delete
messages and insert messages. The two entities A and
B trust each other. They want a protection from the
intruder. Cryptography gives them the means to
construct a secure logical channel over an insecure
physical connection.

Encryption is the formal name for scrambling program.
The normal data, unscrambled, called plaintext or
clear text and transform them so that unintelligible to
the outside observer, the transformed data is called
enciphered text or cipher text. Using encryption
security professional can virtually nullify the value of
an interception and the possibilities of effective
modification and fabrication.

Encryption is clearly addressing the need for
confidentially of data. Additionally, it can used to
ensure integrity that the data cannot be read and
cannot be easily changed in the meaningful manner. It
is basis of the protocol that enables to provide security
while accomplishing an important system or network
task. A protocol is an agreed-on sequence of actions
that leads to desirable results. For example, some
operating system protocols ensure availability of
resources as different tasks and users request them.
Thus, encryption can also be thought of as supporting
availability. That is, encryption is at the heart of
methods for ensuring all aspects of computer security

[4].

The two main elements in the encryption process are
the keys and the algorithms. The algorithms are
defined as complex formulas that dictate the rules of
how the plaintext will be encrypted to cipher text.
Keys are likely the strings of random bits that are used
by the algorithms. In some of the encryption
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technologies, if two end-points need to communicate
with one another, by using encrypted data, they have
to use the same algorithm, and most of the time, the
same key. In some different encryption technologies,
they must use different but related keys for this
algorithm [5].

Cryptography algorithms are either asymmetric
algorithms, which use asymmetric keys or symmetric
algorithms, which use symmetric keys.

1. Symmetric key Encryption

In symmetric key encryption, the receiver and the
sender use the same key for decryption and encryption.
Symmetric key encryption is also called a secret key,
because both sender and receiver must keep the key
secret and protected. If two users want to exchange
data using secret key encryption, both of them must
acquire a copy of the same key [6][7].

2. Asymmetric key Encryption

Asymmetric key algorithm is also known by the
public key algorithm. Public key cryptography
described a two-key cryptosystem in which two
parties could communicate securely over a non-secure
communication channel without having to share a
secret key. They worked out the problem of the secret
key distribution by using two keys instead of a single
key. A public key, which can be known by everyone,
and a private key, which should be kept secret and
known only by the owner.

I11. PROPOSED WORK

Cryptography [8] is playing a major role in data
protection in applications running in a network
environment. It allows people to do business
electronically without worries of deceit and deception
in addition to ensuring the integrity of the message
and authenticity of the sender. It has become more
critical to our day-to-day life because thousands of
people interact electronically every day; through e-
mail, e-commerce, ATM machines, cellular phones,
etc. This geometric increase of information
transmitted electronically has made increased reliance
on cryptography and authentication by users.

There are many ways of classifying data cryptographic
algorithms — Secret Key Cryptography, Public Key
Cryptography and Hash function. In this work we will
use secret key cryptography (SKC).

The SKC method uses only a single key for both
encryption and decryption. The schemes are generally
categorized as being either stream ciphers or block
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ciphers. Stream ciphers operate on a single bit (byte or
computer word) at a time and implement some form of
feedback mechanism so that the key is constantly
changing while block cipher scheme encrypts one
block of data at a time using the same key on each
block.

Encryption and decryption attain by single key is the
finest technique of image security. Single key
assigned for image encryption and it is encoded. Then
the key is send via secure way for decryption purpose.
Subsequently the key is safely received and apply
decryption process and obtain original image. The
proposed method block diagram is shown in figure 3
below.
Figure 4: The main GUI screen of our implementation

Figure 5 below shows the input image selected for
encryption.

Encryption
block

Encrypted ; T -

T T

Input Image Select Encrypt Image Decrypt Image

Decryption
block

Original
image

Figure 3: Proposed Work

The encrypt part is used to conceal the information of
image. Thereafter no individual can perceive the
information. Decrypt part is utilized the secret
information to unlock and lay up as original image.

Figure 5: The input image selected for encryption.

IV. IMPLEMENTATION RESULT

Figure 4 below shows the main GUI screen of our Figure 6 below shows the encrypted image after

implementation of Image encryption and decryption. applying unique key and image encryption algorithm.
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Figure 6: The encrypted image of original image using
image encryption algo & key.

Figure 7 below shows the decrypted image after
applying inverse image processing functionality with
image decryption key.

ImageEncryptionGui - ol

T e

Input Image Select Encrypt Image Decrypt Image

Figure 7: The decrypted image after applying inverse
image processing functionality with image decryption
key.

V. CONCLUSION

Due to the rapid growth of the internet in the digital
world today, the security of digital images has become
more important and attracted much attention. The
prevalence of multimedia technology in our society
has promoted digital images to play a more significant
role than the traditional texts, which demand serious
protection of users' privacy for all applications.
Encryption and steganography techniques of digital
images are very important and should be used to
frustrate opponent attacks from unauthorized access.
Digital images are exchanged over various types of
networks. It is often true that a large part of this
information is either confidential or private.
Encryption is the preferred technique for protecting
the transmitted data. In this paper, a new approach is
discussed for encryption and decryption.
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