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ABSTRACT

Detection of Financial Fraud is one of the key application zones of Data Mining, since data
mining strategies are fit for finding the purposes for fraudulent financial announcing.
Traditional auditing systems are accessible however examiners should give data, regardless of
whether the financial articulation is as indicated by GAAP (Generally Accepted Accounting
Principles) or not. They can't give supreme affirmation that every material error is detected
and distinguished. Thusly extensive number of data mining techniques have been proposed and
actualized by specialists’ group to give more successful strategies for preventing and detecting
financial articulation fraud.
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1. INTRODUCTION

What is a Cyber Crime?

Cyber crime incorporates any criminal
demonstration managing PCs and
systems (called hacking). Moreover,
cyber crime additionally incorporates
customary crimes directed through the
Internet. For instance, despise crimes,
telemarketing and Internet extortion,

data fraud, and Visa account thefts are
thought to be cyber crimes when the
illicit exercises are carried out using a
PC and the Internet.

Data Systems Security Association
(ISSA), Ireland direct IRIS cyber crime
review each year. They built up a poll
in which respondents showed the kinds
of cyber crime episode which had
influenced their association.
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Figure 1 Affecting the Person by Cyber Crime (in %)

Financial Cyber Crimes
a) Credit Card Fraud

We essentially need to type charge card
no, expiry date, CVV no into www page
of the seller for online exchange. In the
event that electronic exchanges are not
secured the Master card numbers can be
stolen by the programmers who can
abuse this card by imitating the charge
card proprietor.

b) Net Extortion

Copying the company’s confidential
data in order to extort said company for
huge amount

d) Salami Attack

In such crime criminal rolls out
inconsequential improvements in such a
way, to the point that such changes
would go unnoticed. Criminal makes
such program that deducts little sum
like Rs.1.00 every month from the
record of the considerable number of
clients of the bank and store the same in
his record. For this situation no record
holder will approach the bank for such
little sum yet lawbreakers increase
tremendous sum.

a) Sale of Narcotics

This crime can be committed by sale
and purchase through net. There are

¢) Phising web sites which offer sale and shipment
It hni ; i of contrabands drugs. They may use the
t Is technique of pulling —out techniques of stenography for hiding
confidential information from the

) . S the messages.
bank/financial institutional account

holders by deceptive means

2. WHAT IS A FRAUD?
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Misrepresentation might be
characterized as an exploitative or illicit
utilization of administrations, with the
intension to stay away from benefit
charges. Cheats have tormented media
transmission  ventures,  budgetary
establishments and different
associations for quite a while. These
cheats cost the business at incredible
costs every year.

Types of Fraud
a) Credit Card Fraud

At the point when an individual uses
another person's Visa for individual
reasons while the proprietor of the card
guarantor don't know about the way that
the card is being utilized.

b) Telecommunications Fraud

Johnson defines the
telecommunications fraud as any
transmission of voice or data across a
telecommunications network where the
intent of the sender is to avoid or reduce
legitimate call charges. In similar vein,
Davis and Goyal define fraud as
obtaining unbillable services and
undeserved fee

¢) Computer Intrusion

Intrusion identification assumes a
fundamental part in the present
organized condition. Intrusions into PC
frameworks incorporate unapproved
clients infiltrating the PC frameworks
and approved clients manhandling their
benefits. Intrusion into PC frameworks
is the most plague kind of fraud since it
is anything but difficult to confer.

3. WAYS OF ONLINE BANKING
FRAUD

Tricks, for example, phising, spyware
and malware are in charge of web based
managing an account fraud.

a) Phising

Phising is the name given to the act of
sending messages aimlessly, implying
to originate from a certified
organization working on the internet,
trying to trap clients of that organization
into unveiling data at a false site worked
by fraudsters. These messages as a rule
assert that it is important to ‘refresh’ or
‘confirm’ your secret key, and they
desire to tap on a connection from the
email that takes us to the fake site. Any
data entered on the fake site will be
caught by the crooks for their own
fraudulent purposes.

Phising started in light of the fact that
the banks' own frameworks have
demonstrated extraordinarily hard to
assault. Culprits have turned their
regard for phising assaults, singular
internet clients keeping in mind the end
goal to increase individual or mystery
data that can be utilized online for
fraudulent purposes.

b) Malware

In spite of the fact that the rising
number of phising episodes has without
a doubt raised fraud misfortunes, we
likewise realize that web based
managing an account clients are
progressively  being focused by
malware assaults. Malware (vindictive
programming) incorporates PC
infections that can be introduced on a
PC without the client's information,
normally by clients tapping on a
connection in a spontaneous email, or
by downloading suspicious
programming. Malware is equipped for
logging keystrokes in this manner
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catching passwords and other monetary
data.

c) Spyware

Spyware is a kind of PC infection that
can be introduced on PC without client
Figureuring it out. Spyware is at times
equipped for going about as a 'keystroke
lumberjack’, catching the greater part of
the keystrokes went into a PC console.
Ordinarily the fraudsters will convey
messages indiscriminately, to inspire
individuals to tap on a connection from
the email and visit a noxious site, where
vulnerabilities on the client's PC are
abused to introduce the spyware

4. 2008 INTERNET
REPORT

CRIME

The Internet Crime Complaint Center
(1C3) was set up with a mission to fill in
as a vehicle to get, create, and allude
criminal protests in regards to the

quickly extending field of cyber crime.
IC3 acknowledges online Internet crime
grumblings from either the individual
who trusts they were defrauded or from
an outsider to the complainant. Amid
2008, non-conveyance of stock as well
as installment was by a wide margin the
most revealed offense, involving 32.9%
of alluded crime dissensions. This
speaks to a 32.1% expansion from the
2007 levels of non-conveyance of stock
as well as installment answered to 1C3.
Moreover, amid 2008, closeout fraud
spoke to 25.5% of grumblings (down
28.6% from 2007), and credit and check
card fraud made up an extra 9.0% of
objections.  Certainty  fraud, for
example, Ponzi plans, PC fraud, and
check fraud dissensions spoke to 19.5%
of all alluded grumblings. Other protest
classes, for example, Nigerian letter
fraud, data fraud, money related
establishments” fraud, and risk
protestations together spoke to under
9.7% of all objections (See Figure 2).

2008 Top 10 IC3 Complaint Categories

Threat
Financlal Instltuil ons Fraud
Identity Theft

NigerianLetter Fraud

-
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Check Fraud
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Crediti Denlt Card Fraud
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Figure 2 IC3 Complaint Categories (in %)

Amid 2008, non-conveyed stock and
additionally installment were, by a wide
margin, the most revealed offense,
including 32.9% of alluded grumblings.

Internet closeout fraud represented
25.5% of alluded protestations.
Credit/charge card fraud made up 9.0%
of alluded protestations. Certainty
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fraud, PC fraud, check fraud, and
Nigerian letter fraud round out the main
seven classes of objections alluded to
law implementation amid the year.

A key territory of enthusiasm with
respect to Internet fraud is the normal
money related misfortune caused by

complainants reaching IC3. Of the
72,940 fraudulent referrals handled by
IC3 amid 2008, 63,382 included a
casualty who detailed a money related
misfortune. The aggregate dollar
misfortune from all alluded instances of
fraud in 2008 was $264.6 million.

Table 1 Average (Median) Loss per Typical Complaint Demographics

Amount  Lost  per | Average
Referred Complaint by | (Median)  Loss
Per Typical
Selected Complainant
Demographics Complaint
Male $993.76
Female $860.98
Under 20 $500.00
20-29 $873.58
30-39 $900.00
40-49 $1,010.23
50-59 $1,000.00
60 and older $1,000.00

5. ONLINE FRAUD REPORT,
CYBERSOURCE 2010

As indicated by the Cyber source,
eleventh Annual Online Fraud Report,
which depends on U.S.A. what's more,
Canadian online dealers, from 2006 to
2008 the percent of online incomes lost
to installment fraud was steady. Be that
as it may, add up to dollar misfortunes
from online installment fraud in the
U.S. what's more, Canada relentlessly

expanded amid this period as E-
Commerce kept on developing.

The percent of acknowledged requests
which are later resolved to be fraudulent
additionally fell in 2009. In 2009,
vendors detailed a general normal
fraudulent request rate of 0.9%, down
from 1.1% out of 2008 for their U.S.
furthermore, Canadian requests. In the
course of recent years the normal
percent of acknowledged requests
which end up being fraudulent has
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shifted from 1.0% to 1.3%. 2009 speaks
to the first run through this rate has
dipped under the 1% edge.

6. TWO STAGE SOLUTION FOR
FINANCIAL CRIME
DETECTION

Here we have given a Figure of
architecture of 2-stage solution for
financial crime. In the first stage, rule
based system contains the static rules
which is generally based on human
knowledge i.e. human insight. If the
financial transaction passes through this
phase then it passes to the second phase.

In the second stage, data mining
techniques generate dynamic rules
based on past fraudulent transactions.
Here learning is totally dynamic so if
the pattern of fraudulent transaction
changed then the model learns itself
from transactions and generates
dynamic rules for prediction of
financial crime.

7.CONLCUSION

This examination work conducts study
and study of existing utilization of
information  digging systems for
prevention and discovery of money
related proclamation extortion, which
gives better comprehension of existing
utilization of information mining
strategy and their appropriateness. It
helps in setting objectives for leading
the exploration work. Objective was
accomplished by performing careful
investigation of existing information
mining strategies by concentrating
intentionally, nature of information
mining systems utilized, information
test determinations and observational
outcomes
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