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Abstract— An intrusion detection system is an
application that provides protection from malicious
activities or policy violations and generates various
rules to defend computer security and this system is
relevant for intrusion detection. With popularization
of internet, internet attack belongings are also
increasing, thus information safety has became a
important issue all over the world, hence Nowadays, it
is an critical need to detect, identify and hold up such
attacks effectively. In this modern world intrusion
occur in a fraction of seconds and Intruders expertly
use the modified version of command and thereby
erase their footprints in audit and log files. Most of
the existing systems have security breaches that make
them purely vulnerable and could not be solved.
Successful Intrusion Detection Systems academically
differentiate both intrusive and nonintrusive records.
In this paper, we provide an efficient Intrusion
Detection system using clustering technique in Data
Mining.
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l. INTRODUCTION

Over the last decade, our society has become
technology dependent. People rely on computer
networks to receive news, supply prices, email and
online shopping. The integrity and availability of all
these systems need to be protected against a number of
threats. Amateur hackers, rival corporations, terrorists
and even foreign governments have the motive and
capability to carry out complicated attacks against
computer systems. The main focus of Intrusion
detection and prevention systems (IDPS) is to identify
the possible incidents, logging information about them
and in report attempts. In addition, organizations use
IDPS for other purposes, like identifying problems
with security policies, deterring individuals and
documenting existing threats from infringing security
policies [1].
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The security of computer network systems cannot be
assured if it merely depends on conventional
peripheral protection mechanisms such as firewalls
and various authentication methods. Firewalls cannot
ward off all outside attacks on the network and are
useless to defend against inside  attacks.
Authentication systems cannot prevent legitimate
users from carrying out harmful operations on a
computer system. Intrusion detection is a technology
for detecting attacks against computer network
systems from both outside and inside [2].

In the world of communication, Most of our crucial
data is stored in a computer remote and in the most
cases we exchange it over a network hence security is
a big concern. But it's not just our data transmitting
over the network but different types of attacks that can
harm our stored data. So Monitoring computer system,
its logs (administration logs, security logs, system logs,
network logs) and protecting our crucial data is
necessary. An intrusion detection system is an
application that provides protection from malicious
activities or policy violations and generates various
rules to defend computer security and this system is
relevant for intrusion detection. Intrusion detection
system can be designed and developed on any
platform but for its better functionality, we are using
data mining technique [3].

Il. INTRUSION DETECTION SYSTEM

In 1980, James Anderson first introduced the concept
of Intrusion Detection. Since then, Intrusion detection
techniques are considered as the second gate for
providing networks security behind firewalls. The
purpose of Intrusion Detection Systems (IDS) is
designed to detect attacks against computer systems
over insecure networks by this way that detects
attempts by legitimate users to abuse their privileges
or to exploit security vulnerabilities for comprising the
computers. In fact, Intrusion detection is a process of
gathering intrusion related knowledge occurring
during the system monitoring, and then analyzing
collected data to draw a conclusion whether the
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system is intrusive or nor according the user activity,
system logs, etc. Having detecting the some possible
intrusion behaviors, the IDS raise the alarm to the
network administrator and do some protection
processing [4].

In Information Security, intrusion detection is the act
of detecting actions that attempt to compromise the
integrity, confidentiality, or availability of a resource.
Intrusion detection system performs many functions
which are vital for the system. These are as follows:

1. Monitoring and analyzing both user and system
activities.

2. Analyzing system configuration and vulnerabilities.
3. Assessing system and file integrity.

4. Ability to recognize patterns typical of attack.

5. Analysis of abnormal activity patterns.

6. Tracking user policy violations
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Figure 1: Overall structure of intrusion detection
system

I11. OVERVIEW OF WORK

Intrusions Detection Systems (IDS) has been
developed into an important component in security
infrastructures as  they authorize  networks
administrators to identify strategy variations. These
strategy violations range from outside attackers trying
to increase unauthorized access to intruders abusing
their access. Current IDS has a number of
considerable drawbacks [11].

* Threshold detection: positive attributes of user and
system behaviour are expressed in terms of count with
some level established as permissible. Such behaviour
attributes can include the number of files accessed by
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user in a given period of time the number of failed
attempts to login to the system the amount of CPU
utilized by a method. Use this method in Anomaly
Based Intrusion Detection System generate a high
level of false positives alarms.

* False positives: a false positive occurs when normal
attack is incorrectly classified as malicious and treated
therefore. The solution is to examine and review the
IDS configuration to prevent false positive from
occurring again.

* False negatives: A false negative occurs when an
attack or an event is either not detected by the IDS or
is considered kind by the analyst. Ordinarily the term
false negative would only apply to the IDS not
coverage an event.

« Updates lag: the main matter occurs to Signature-
Based Intrusion Detection System is the update lag. In
other words, will be always a lag between the
appearances of new thread and the IDS's updates.

¢ Data size: the amount of data the analyst can
efficiently analyze.

V. PROPOSED SOLUTION

In the world of communication, security is a big
concern. Most of our crucial data is stored in a
computer system and in most cases we exchange it
over a network. But it's not just our data transmitting
over the network but different types of attacks too.
These attacks can harm our stored data. Monitoring
computer system and its logs (administration logs,
security logs, system logs, network logs) and
protecting our crucial data is necessary. For these
necessities we use intrusion detection system. An
intrusion detection system is an application that
provides protection from malicious activities or policy
violations and generates various rules to defend
computer security. Intrusion detection system can be
designed and developed on any platform but for its
better functionality we are using data mining
technique [12].

Different data mining techniques such as clustering,
classification and association rule finding are being
used for intrusion detection. Data clustering is the
method of grouping travel document into one or more
categories based on their content. There are many
techniques for data clustering; we are using k-mean
clustering which is an unsupervised learning algorithm.
This technique is relies on finding cluster centres by
trying to minimize a cost function of dissimilarity
measure.
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Clustering is a process of labelling data and assigning
that data into groups of similar objects. Each group is
called as cluster. It consists of members from the same
cluster that are similar and members from the different
clusters that are different from each other. K-means
[13] is one of the simplest unsupervised learning
clustering algorithms. Its procedure follows an easy
way to classify a given data set through a certain
number of k clusters that are fixed a priori. First k
center locations (c1,...... ,ck) are initialized. Then each
data point xi is assigned to its nearest cluster centre ci.
Each cluster centre ci is updated as the mean of all
data point xi that has been assigned closest to it. The
positions of the k centers are recalculated until the
centers no longer move. The proposed method is
based on K-means clustering, which is a typical
clustering algorithm. It overcomes the drawbacks of
K-means thereby employing a hybrid approach.

After applying filtering, initially the clusters are
formed using K-means algorithm. The clusters that are
formed by running the K-means algorithm are divided
and merged again. By dividing and merging the
clusters the number of k cluster centroids is calculated.
The density of each point is calculated in filtered
dataset to choose the appropriate initial centroids.
These points are sorted as their density in descending
order. Then the k points with the larger density are
selected as the initial centroids. Again the clusters
formation is done on the data set which is noise free
using the calculated numbers of k cluster and the
initial cluster centroids. Since the single clustering
algorithm is difficult to get the great effective
detection, the clustering ensemble is introduced by
varying the value of k for the effective identification
of attacks to achieve high accuracy and detection rate
as well as low false alarm rate. The proposed method
described aims to achieve high accuracy, high
detection rate and very low or no false alarm rate.

V. IMPLEMENTATION

We have implemented our proposed work in
MAATLAB 2010a. The implementation results for
various parameters are performed as explained below.

Figure 3 below shows time complexity comparison
between basic k-means and improved k-means
clustering on Intrusion Detection Systems.
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Figure 3: Time complexity comparison between basic
k-means and improved k-means clustering on IDS.

Figure 4 below shows total distance comparison
between basic k-means and improved k-means
clustering on Intrusion Detection Systems.
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Figure 4: Total distance comparison between basic k-
means and improved k-means clustering on IDS.

Figure 5 below shows precision comparison between
basic k-means and improved k-means clustering on
Intrusion Detection Systems.
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Figure 5: Precision comparison between basic k-
means and improved k-means clustering on IDS.

VI. RESULTS

K-means clustering algorithm is one of the commonly
used Partition based clustering algorithm. A common
problem shared by current IDS is the high false
positives and low detection rate. An unsupervised
machine learning using k-means was used to propose
a model for Intrusion Detection System (IDS) with
higher efficiency rate and low false positives and false
negatives.

The proposed method described aims to achieve high
accuracy, high detection rate and very low or no false
alarm rate.

VII. CONCLUSION

The security of computer network systems cannot be
assured if it merely depends on conventional
peripheral protection mechanisms such as firewalls
and various authentication methods. Firewalls cannot
ward off all outside attacks on the network and are
useless to defend against inside  attacks.
Authentication systems cannot prevent legitimate
users from carrying out harmful operations on a
computer system. Intrusion detection is a technology
for detecting attacks against computer network
systems from both outside and inside. In this paper,
we provided an efficient Intrusion Detection system
using clustering technique in Data Mining.
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