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ABSTRACT: The main intent of this paper is to
develop a hard drive security using Advanced
Encryption Standard (AES). This method will
authenticate and protect the content of hard
drive security from legal use. Here the both
error correction and encryption methods are
handled independently and they are evaluated in
binary noise removal in channel type. The
proposed method is labelled as disk trust and it
consists of two technologies which builds the
cost effective solution for small scale
applications. At last the hard drive security
using AES is evaluated on set of data files with
different key sizes and the results are employed
using encryption and decryption systems. In this
paper we present a high-performance, high
throughput, and area efficient architecture for
the VLSI implementation of the AES algorithm.
The subkeys, required for each round of the
AES algorithm, are generated in real-time by
the key-scheduler module by expanding the
initial secret key, thus reducing the amount of
storage for buffering.

Key words: AES, Sub bytes, Shift Rows, Mix
Columns, S-box.

I.LINTRODUCTION
The internet plays a key role in day-to-day
life. The people can transfer important data
through the internet such as Email,
banking transaction and online purchase.
In order to acquire secured transaction,
network security is most essential.
Network security is mostly achieved
through the cryptography. Cryptography
refers to the art and science of
transforming the message to provide them
with secure and immune to attacks.

Different algorithms and protocols are
utilized to protect the data. In this paper,
AES algorithm is implemented. AES is a
cryptographic algorithm that is utilized for
protecting electronic data or information.
AES is a symmetric algorithm which
process 128 bit stream in 10 rounds. It uses
same key for encryption information. The
AES algorithm input is applied, to perform
number 10 rounds transformation and
finally cipher is generated.

Millions of users interchange their
information in different fields, like medical
reports and bank services, financial and
legal files via Internet. A cryptography
technique is especially applicable and
plays a major role for secure the data. This
implementation will be useful in wireless
security such as military communication
and mobile telephony where there is a
greater emphasis on the speed of
communication. AES can be implemented
in software or hardware. The hardware
implementation is more suitable for high
speed applications in real time. From last
several years, Data Encryption Standard
(DES) had been utilized as a cryptographic
algorithm. DES is replaced by the Rijndael
algorithm due to its short key length. A
standard algorithm in the cryptography
domain is Advanced Encryption Standard
(AES).
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ILEXISTED SYSTEM

AES Advanced Encryption algorithm has
excellent cryptographic properties, which
employs symmetrical structure to resist all
known attacks. The algorithm has fast
speed of encryption and decryption and
strong anti-attack capability. As the only
one non-linear element of high decryption
algorithm, the S box determines the
encryption strength and decryption speed
of the algorithm. In addition to good
cryptographic properties, a good S-box
also has little hardware resources
consumption.

The number of S box used in the block
ciphers is more, the nonlinearity of the
cryptographic algorithms is higher, and the
confusion of the cipher algorithm is
stronger. In fact, the bigger S box, which is
used in the hardware structure, the
calculation, check list and storage are also
required more time and space.

In this case, the algorithm becomes very
low efficient. So how choose a good S-
box, we need to consider the security of
algorithm and the work efficiency of
implementation. The traditional method
generates the S box, which has a good
index of cryptography. However, it is
difficult to use pure logic hardware
implementation consuming a large number
of logic units. What's worse, the use of
look-up table costs too much memory
resource. lIdeally, the method needs 16
clock cycles to complete the
transformation, which is not conductive to
the  high-speed  implementation  of
encryption system.

I11.PROPOSED SYSTEM
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The Advanced Encryption Standard (AES)
is a symmetric block cipher used by the
U.S. government to protect classified
information and is implemented in
software and hardware throughout the
world for sensitive data encryption.
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FIG 1. PROPOSED SYSTEM

AES is actually, three block ciphers, AES-
128, AES-192 and AES-256. Each cipher
encrypts and decrypts data in blocks of
128 bits using cryptographic keys of 128
bits, 192 bits and 256 bits, respectively. In
Advanced encryption standard there are 10
rounds for 128-bit keys, 12 rounds for
192-bit keys, and 14 rounds for 256-bit
keys

Each round in encryption process further
follows some steps to complete each round
till n. Each round possess four rounds.

1. Sub bytes

2. Shift rows

3. Mix column

4. Add round key

A. Substitution round: In this step, Sub-
Bytes are byte-by-byte substituted during
the forward encryption process.

B. Shift Rows: In this step, shifting the
rows of the state array during the forward
process(S-Box process)
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C. Mix Column: Mix Columns for mixing
up of the bytes in each column separately
during the forward process.

D. Add Round Key: In this step, round
key is added to the output of the previous
step during the forward process. This step
differs from others because of key size
difference.

AES is one of the 128-bit symmetric key
cryptosystems and composed of the five
sub processes called Add Round key, Sub
bytes, Shift Rows, Mix columns and Key
expansion. Figure 1 shows an AES circuit
in which every sub-process corresponds to
a circuit module. Note that the Shift Rows
module can be merged into the Sub Bytes
module and thus we make a single module
for them. Key-expansion sub-process is
partitioned into the two modules, the Key
Expansion (first block) module and Key
Expansion (second block) module.

In this AES circuit, for given a plain text,
Sub Bytes, Shift Rows, Mix Columns and
Add Round Key modules are repeatedly
used to generate a cipher text. At that time,
a secret key is given by using the Key
Expansion and Sub Bytes modules. The
AES circuit without inserting Suspicious
Timing Error Prediction Circuit (STEPC)
generates a cipher text in 14 clock cycles.

Now we insert STEPCs into the AES
circuit. Here STEPCs are incorporated into
the inter-module connections between the
Sub Bytes/ Shift Rows module and Mix
Columns module and also between the Sub
Bytes module and Key Expansion (second
block) module.
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FIG 2. RAZOR FLIP-FLOPS

A 1-bit Razor flip-flop contains a main
flip-flop, shadow latch, XOR gate, and
mux. The shadow latch catches the
execution result using a delayed clock
signal, which is slower than the normal
clock signal and the main flip-flop catches
the execution result for the combination
circuit using a normal clock signal. The
path delay of the current operation exceeds
the cycle period, and the main flip-flop
catches an incorrect result if the latched bit
of the shadow latch is different from that
of the main flip-flop.

To notify the system the Razor flip-flop
will set the error signal to 1 to re execute
the operation if any errors occur and notify
the AHL circuit that an error has occurred.
To detect whether an operation that is
considered to be a one-cycle pattern can
really finish in a cycle we utilize Razor
flip-flops. If not the operation is re-
executed with two cycles. Although the re-
execution may seem costly, because the re-
execution frequency is low the overall cost
is low.

IV.RESULTS
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FIG 3. RTL SCHEMATIC

FIG 4. TECHNOLOGY SCHEMATIC
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FIG 5. OUTPUT

FIG 6. REPORT

V. CONCLUSION
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Firstly, understanding the concept of
cryptology and flow of AES algorithm is
done. Successful implementation of AES
algorithm, make to know one of the
encryption and decryption standard
available in market and it helps to explore
the path to implement such an algorithm
using VHDL. Mainly, the concept of
instantiation and arrays plays a major part
in implementation. This is a 128-bit Key
dependent algorithm which has control
over the 128-bit input data or plaintext.
The original message is taken to 10 round
operations which produces the ciphertext.
So, we provide the high security using aes
in communication.
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