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Abstract: 

           Security measures must be incorporated into computer systems whenever they are potential targets 

for malicious or mischievous attacks. This is especially for systems which handle financial transactions or 

confidential, classified or other information whose secrecy and integrity are critical. With the need to 

protect the integrity and privacy of information belonging to individuals and organizations. In recent 

years network security has become an important issue. Encryption has come up as a solution, and plays 

an important role in information security system. Many techniques are needed to protect the shared data. 

The present work focus on cryptography to secure the data while transmitting in the network. Firstly the 

data which is to be transmitted from sender to receiver in the network must be encrypted using the 

encryption algorithm in cryptography. Secondly, by using decryption technique the receiver can view the 

original data. In this paper we implemented three encrypted techniques like AES, DES and RSA 

algorithms and compared their performance of encrypt techniques based on the analysis of  evaluation 

parameters like encryption time, decryption time, memory used throughput of cpu utilization and entropy 

effect. Experiments results are given to analyses the effectiveness of each algorithm. 

 

Keywords: Encryption,Decryption,Advanced Encryption algorithm(AES),Data Encryption Standard 

(DES),RSA Algorithm 

 

1.INTRODUCTION  

Security plays an important role to store 

information and transmit it across the undefined 

networks with secure manner. Hence, the secure 

communication is the basic requirement of every 

transaction over networks. Cryptography is an 

essential component for secure communication 

and transmission of information through security 

services like confidentiality, data integrity, 

access control, authentication and non-

repudiation. It provides a way to protect 

sensitive information by transferring it into 

unintelligible and only the authorized receiver 

can be able to access this information by 

converting into the original text. The process to 

convert the plaintext into ciphertext with the key 

is called encryption process and to reverse the 

process of encryption is called decryption 

process. The design of cryptographic algorithms 

is secure and efficient, low cost, require small 

memory footprint, easy to implement and 

utilized on multiple platforms. The vast range of 

applications is developed to secure 

cryptographic algorithms using different 

mathematical process. It is quite difficult to 

develop fully secure encryption algorithm due to 

the challenges from cryptanalysts who 

continuously trying to access any available 

cryptographic systems [1]-[5]. The right 

selection of algorithms is important to achieve 
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high-security requirements which protect the 

cryptographic components to cryptanalysis [6]. 

Cryptographic systems can be divided into 

deterministic and probabilistic encryption 

scheme [7]. Deterministic encryption scheme 

allows the plaintext is encrypted by using keys 

that always provide the same ciphertext, but the 

encryption process is repeated many times. In 

this scheme, every plaintext has one to one 

relationship with the keys and ciphertext 

otherwise it will produce more than one output 

of particular plaintext during the decryption 

process. Probabilistic Encryption Scheme shows 

the plaintext has different ciphertext with the 

different keys. The probabilistic encryption 

scheme is significantly secure than the 

deterministic encryption scheme because it 

makes difficult for a cryptanalyst to access any 

sensitive information regarding plaintext that is 

taken from ciphertext and corresponding key. 

Furthermore, the cryptographic algorithms can 

be further divided into two main categories like 

keyless cryptosystem and key-based 

cryptosystem as shown in Fig. 1. In the keyless 

cryptosystem, the relationship between the 

plaintext and ciphertext having a different 

version of the message is exclusively depend on 

the encryption algorithm [8]. The keyless 

cryptosystem is generally less secure than key-

based systems because anyone can gain access 

to the algorithm will be able to decrypt every 

message that was encoded using keyless 

cryptosystem such as Caesar cipher [9]. The 

keybased cryptosystem can be further categories 

into symmetric key (secret key) encryption and 

asymmetric key (public key) encryption based 

on the type of security keys utilized for the 

encryption or decryption process [10]-[13]. The 

detail of the cryptosystems is explained as 

follows: A. Symmetric Key Encryption The 

symmetric key (secret key) encryption is 

employed similar key for the encryption and 

decryption of a message. Encryption and 

decryption keys are keeping secret and only 

known by authorized sender and recipient who 

want to communicate. The allocation of different 

keys to the different parties increases the overall 

message security. The strength of the symmetric 

key encryption is depending on the secrecy of 

encryption and decryption keys. The symmetric 

encryption algorithms can be classified into 

block and stream cipher on This paper was 

partly sponsored by the Centre for Graduate 

Studies UTHM (IJACSA) International Journal 

of Advanced Computer Science and 
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www.ijacsa.thesai.org the basis of the grouping 

of message bits [14], [15]. In a block cipher, a 

group of messages characters of a fixed size (a 

block) is encrypted all at once and sent to the 

receiver. Moreover, the block cipher can be 

further divided into binary and non-binary block 

cipher based on the final results of the message, 

keys and ciphertext. The message bit size for the 

binary block cipher is 64, 128, 192, and 256 and 

the non-binary block cipher has not defined the 

standard that depends on the cipher 

implementation. 

 

 Fig. 1. Overview of the cryptographic encryption algorithms.  
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2. Background 

  Cryptographic Encryption Algorithms 

    A.Symmetric Key 
Symmetric key block cipher comprises 

the five main components: plaintext, encryption 

and decryption algorithm, ciphertext and key 

schedule algorithm as shown in Fig. 2.There are 

several symmetric key encryption algorithms 

such as DES [16], [17], 3DES [9], AES [18], 

[19], BLOWFISH [20], HiSea [21], RC4 [22], 

etc. The encryption process in symmetric block 

cipher converts the plaintext into ciphertext with 

the secret key that is generated from the key 

schedule algorithm. Similarly, the ciphertext is 

transferred to the appropriate recipient is 

decrypted using decryption process with the 

same key. The block size for the stream cipher is 

one character and it is not more appropriate for 

software processing due to the key length as 

long the message [23], [24]. The working of the 

stream cipher is presented in following steps: 1) 

A single character of plaintext is combined with 

a single character from key stream to produce 

the single character of ciphertext. 2) The 

ciphertext character from Step 1 sent to the 

receiver. 3) Step 1 and Step 2 is repeated until 

the entire message has been sent.  

 

Fig. 2. Components of symmetric block cipher.  

B. Asymmetric Key Encryption  

The asymmetric key encryption is commonly 

referred to as public key encryption in which 

different keys are employed for the encryption 

and decryption of the message. The encryption 

key is also said as the public key and can be 

utilized to encrypt the message with the key. The 

decryption key is said to as secret or private key 

and can be used to decrypt the message. The 

strength of the asymmetric key encryption is 

utilized with digital signature then it can provide 

to the users through message authentication 

detection. The asymmetric encryption algorithm 

includes RSA [25], DiffieHellman algorithm 

[26], etc. The component of an asymmetric 

block cipher is shown in Fig. 3.  

 

Fig. 3. Components of asymmetric block cipher. 

 C. Key Schedule Algorithm 

 Key schedule algorithm is employed to generate 

secret keys and plays an important role in the 

development of encryption and decryption key. 

The insignificant key generation algorithm 

generates weak keys that are used for encryption 

process can easily attack using brute force attack 

because cryptanalyst continuously trying all 

possible combinations to get original text using 

this attack [27]-[29]. All cryptographic 

algorithms follow the consideration of Advanced 

Encryption Standard (AES) that must support 

the key lengths include 128 bits, 192 bits and 

256 bits [19]. The number of the round for that 

key length is 10, 12, 14 respectively and the 

round keys are taken from the cipher key using 
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key schedule algorithm and utilized in the 

construction of block cipher. For the 

development of fully secure block cipher, the 

multiple numbers of rounds ensure the high 

diffusion and employed invertible 

transformation. 

3.Existing System 

At present, the Elgamal encryption 

algorithm works by sending data to the 

receiver who has just one private key to 

decrypt the data . 

The entire process is as follows : [30] 

Key generation : The receiver who wishes 

to get message, chooses a large prime 

number p, a random number g which is also 

prime and less than the prime number 

initially chosen and a random integer x from 

0 to (p-1). He then calculates y=gx mod p 

The public key of the sender is (p , g , y) and 

his private key is x. Encryption by the 

sender : The sender generates an integer k 

lying between 0 to (p-1). He then calculates 

r = g k mod p xiv and t = (yk . M) mod p 

and transmits (r , t) as the encrypted 

message .  

Decryption of the ciphertext : The receiver 

with his private key calculates t. r-x which 

gives the plaintext .But in this algorithm , as 

there is just one private key , it can be 

gessed by any intruder and is thus not 

reliable.  

 In Elgamal encryption algorithm by 

dividing the private key and assigning them 

to 2n+1 authorized receivers individually. 

The persons will be able to decrypt the 

message received from the sender only if 

they are together, separately this operation 

being impossible for them. It has the 

following operations :  

Key generation : A large prime number p 

and a random number g which is prime and 

less than the initially chosen prime number 

is chosen. 

 Then after from {0,…,p-1} there are chosen 

the elements x1,x2,…,x2n+1, preferably 

distinct , then there are being calculated 

y1=g x1 mod p,y2=g x2 mod p,…, y2n+1=g 

x2n+1 mod p . 

The public key is {p,g,y1,y2,…….,y2n+1} 

and the private key consists of 

{x1,x2,…,x2n+1}. 

 

 Encryption of a message : The sender 

encrypts message m knowing the public key 

as follows: He chooses a random element k 

from {0 ,…, p-1} and calculates c1=g k mod 

p,c21=m.x1 k mod p, c22=m.x2 k mod p,… 

, c22n+1=m.x2n+1 k mod p, c2= c21. c23. 

c25. c27…./c22. c24. c26…. then sends the 

encrypted message (c1, c2) to the recipient.  

 

Decryption of the message : In order to 

decrypt the message (c1, c2),the receiver use 

p and the private keys {x1}, 

{x2},…..,{x2n+1} respectively, computing 

together c2. c1 x2 . c1 x4 . c1 x6 …/ c1 x1 . 

c1 x3. c1 x5. c1 x7…= (c21. c23. c25. 

c27…/ c22. c24. c26…)( c1 x2 . c1 x4 . c1 

x6…/ c1 x1. c1 x3.c1 x5. c1 x7…) = (m .y1 

k . m . y3 k . m . y5 k . m . y7 k…/ m .y2 k . 

m . y4 k . m . y6 k…)( c1 x2. c1 x4 . c1 

x6…/ c1 x1 . c1 x3 . c1 x5 . c1 x7…) = m. 

 

4. Proposed System: 

In this paper, we are modifying the existing  

 Elgamal encryption algorithm by dividing 

the key into Symmetric (private) and 

Asymmetric (public) keys encryption.  

 

In Symmetric keys encryption or secret key 

encryption, only one key is used to encrypt 

and decrypt data. 

 In Asymmetric keys, two keys are used; 

private and public keys. This study evaluates 
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three different encryption algorithms 

namely; AES, DES and RSA. The 

performance measure of encryption schemes 

will be conducted in terms of encryption and 

decryption time such as text or document 

 

4.1 Data Encryption Standard (DES) 

DES (Data Encryption Standard) algorithm 

purpose is to provide a standard method for 

protecting sensitive commercial and 

unclassified data. In this same key used for 

encryption and decryption process. 

DES is one of the most widely accepted, 

publicly available cryptographic systems. 

The Data Encryption Standard (DES) is a 

block Cipher which is designed to encrypt 

anddecrypt blocks of data consisting of 64 

bits by using a 64-bit key. 

Although the input key for DES is 64 bits 

long, the actual key used by DES is only 56 

bits in length. The least significant (right-

most) bit in each byte is a parity bit, and 

should be set so that there are always an odd 

number of 1s in every byte. These parity bits 

are ignored, so only the seven most 

significant bits of each byte are used, 

resulting in a key length of 56 bits. The 

algorithm goes through 16 iterations that 

interlace blocks of plaintext with values 

obtained from the key. The algorithm 

transforms 64-bit input in a series of steps 

into a 64-bit output. The same steps, with 

the same key are used for decryption. There 

are many attacks and methods recorded till 

now those exploit the weaknesses of DES, 

which made it an insecure block cipher. 

Despite the growing concerns about its 

vulnerability, DES is still widely used by 

financial services and other industries 

worldwide to protect sensitive on-line 

applications. The flow of DES Encryption 

algorithm is shown in Fig4. 

The algorithm processes with an initial 

permutation, sixteen rounds block cipher 

and a final permutation (i.e. reverse initial 

permutation) 

 
                   Fig4. Flow Of DES Algorithm 

4.2 Rivest-Shamir-Adleman (RSA) 

RSA is widely used Public-Key algorithm. 

In our proposed work, we are using RSA 

algorithm to encrypt the data to provide 

security so that only the concerned user can 

access it. RSA algorithm involves these 

steps: 

Public key cryptosystems for key exchange 

or digital signatures or encryption of blocks 

of data. RSA uses a variable size encryption 

block and a variable size key. It is an 

asymmetric (public key) cryptosystem based 

on number theory, which is a block cipher 

system. It uses two prime numbers to 

generate the public and private keys. These 

two different keys are used for encryption 
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and decryption purpose. Sender encrypts the 

message using Receiver public key and 

when the message gets transmit to receiver, 

then receiver can decrypt it using his own  

private key.  

RSA operations can be decomposed in three 

broad steps key generation, encryption and 

decryption. RSA have many flaws in its 

design therefore not preferred for the 

commercial use. When the small values of p 

& q are selected for the designing of key 

then the encryption process becomes too 

weak and one can be able to decrypt the data 

by using random probability theory and side 

channel attacks. On the other hand if large p 

& q lengths are selected then it consumes 

more time and the performance gets 

degraded in comparison with DES. Further, 

the algorithm also requires of similar lengths 

for p & q, practically this is very tough 

conditions to satisfy. Padding techniques are 

required in such cases increases the system’s 

overheads by taking more processing time.  

1.  Key Generation Procedure  

 1. Choose two distinct large random prime 

numbers p & q such that p ≠ q.  

2. Compute n= p × q. 

 3. Calculate: phi (n) = (p-1) (q-1). 

 4. Choose an integer e such that 1<e< n  

5. Compute d to satisfy the congruence 

relation d × e = 1 mod phi (n); d is kept as 

private key exponent.  

6. The public key is (n, e) and the private 

key is (n, d). Keep all the values d, p, q and 

phi secret. 

.  Encryption Plaintext: 

 P < n Cipher text: C= Pe mod n. 

 Decryption Cipher text: 

 C Plaintext: P=Cd mod n 

 

4.3 Advanced Encryption Standard (AES) 

 

Advanced Encryption Standard (AES) 

algorithm not only for security but also for 

great speed. Both hardware and software 

implementation are faster still. New 

encryption standard recommended by NIST 

to replace DES. Encrypts data blocks of 128 

bits in 10, 12 and 14 round depending on 

key size. 

AES is the new encryption standard 

recommended by NIST to replace DES[31]. 

AES algorithm can support any combination 

of data (128 bits) and key length of 128, 

192, and 256 bits. The algorithm is referred 

to as AES-128, AES-192, or AES-256, 

depending on the key length. During 

encryption decryption process, AES system 

goes through 10 rounds for I28-bit keys, 12 

rounds for I92-bit keys, and 14 rounds for 

256-bit keys in order to deliver final cipher-

text or to retrieve the original plain-text . 

AES allows a 128 bit data length that can be 

divided into four basic operational blocks. 

These blocks are treated as array of bytes 

and organized as a matrix of the order of 

4×4 that is called the state. For both 

encryption and decryption, the cipher begins 

with an Add Round Key stage. However, 

before reaching the final round, this output 

goes through nine main rounds, during each 

of those rounds four transformations are 

performed. 

 1) Sub-bytes 

2) Shift rows 

 3) Mix-columns 

4) Add round Key.  

 

The Final round, there is no Mix-column 

transformation Fig5. shows the overall 

process. Decryption is the reverse process of 

encryption and using inverse functions: 

Inverse Substitute Bytes, Inverse Shift Rows 

and Inverse Mix Columns.  
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Each round of AES is governed by the 

following transformations. 

 

 

1. Substitute Byte transformation  

AES contains 128 bit data block, which 

means each of the data blocks has 16 bytes. 

In sub-byte transformation, each byte (8-bit) 

of a data block is transformed into another 

block using an 8-bit . 

 

 

2. Shift Rows transformation 

It is a simple byte transposition, the bytes in 

the last three rows of the state, depending 

upon the row location, are cyclically shifted. 

For 2nd row, 1 byte circular left shift is 

performed. For the 3rd and 4th row 2-byte 

and 3-byte left circular left shifts are 

performed respectively.  

 

 

3. Mix columns transformation  

This round is equivalent to a matrix 

multiplication of each Column of the states. 

A fix matrix is multiplied to each column 

vector. In this operation the bytes are taken 

as polynomials rather than numbers.  

 

 

4. Add round key transformation 

It is a bitwise XOR between the 128 bits of 

present state and 128 bits of the round key. 

This transformation is its own inverse. 

 

 
Fig5.Overall Process of AES algorithm 

 

 

5. Implementation Process 

The Proposed work is implemented and 

categorized on four modules. 

5.1 Symmetric-key Encryption and 

Decryption Module: 

Symmetric-key cryptography refers to 

encryption methods in which both the sender 

and receiver share the same key.Symmetric 

key ciphers are implemented as either block 

ciphers or stream ciphers. A block cipher 

enciphers input in blocks of plaintext as 
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opposed to individual characters, the input 

form used by a stream cipher.  

The data Encryption Standard(DES) and the 

Advanced Encryption Standard(AES) are 

block cipher designs which have been 

designated cryptography Stream ciphers will  

create an arbitrarily long stream of key 

material, which is combined with the 

plaintext bit-by-bit or character –by-

character 

5.2 Asymmetric key Encryption and 

Decryption Module: 

Public-key cryptography refers to a 

cryptographic system requiring two separate 

keys, one of which is secret and one of 

which is public. Although different, the two 

parts of the key pair are mathematically 

linked. One key locks or encrypts the 

plaintext, and the other unlocks or decrypts 

the cipher text. Neither key can perform 

both functions by itself. The public key may 

be published without compromising 

security, while the private key must not be 

revealed to anyone not authorized to read 

the messages. Public-key cryptography uses 

asymmetric key algorithms (such as RSA), 

and can also be referred to by the more 

generic term "asymmetric key 

cryptography."  

The algorithms used for public key 

cryptography are based on mathematical 

relationships that presumably have no 

efficient solution. Although it is 

computationally easy for the intended 

recipient to generate the public and private 

keys, to decrypt the message using the 

private key, and easy for the sender to 

encrypt the message using the public key, it 

is extremely difficult (or effectively 

impossible) for anyone to derive the private 

key, based only on their knowledge of the 

public key. This is why, unlike symmetric 

key algorithms, a public key algorithm does 

not require a secure initial exchange of one 

(or more) secret keys between the sender 

and receiver. 

 

. 

5.3 KEY PAIRS 

In an asymmetric system the encryption and 

decryption keys are different but related. 

The encryption key is known as the public 

key and the decryption key is known as the 

private key. The public and private keys are 

known as a key pair. Where a certification 

authority is used, remember that it is the 

public key that is certified and not the 

private key. This may seem obvious, but it is 

not unknown for a user to insist on having 

his private key certified!  

 5.4  KEY COMPONENTS 

Keys should whenever possible be 

distributed by electronic means, enciphered 

under previously established higher-level 

keys. There comes a point, of course when 

no higher-level key exists and it is necessary 

to establish the key manually. A common 

way of doing this is to split the key into 

several parts (components) and entrust the 

parts to a number of key management 

personnel. The idea is that none of the key 

parts should contain enough information to 

reveal anything about the key itself. Usually, 

the key is combined by means of the 

exclusive-OR operation within a secure 

environment. In the case of DES keys, there 

should be an odd number of components, 

each component having odd parity. Odd 

parity is preserved when all the components 

are combined.  

Further, each component should be 

accompanied by a key check value to guard 

against keying errors when the component is 

entered into the system. A key check value 

for the combined components should also be 

available as a final check when the last 
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component is entered. A problem that occurs 

with depressing regularity in the real world 

is when it is necessary to re-enter a key from 

its components. This is always an 

emergency situation, and it is usually found 

that one or more of the key component 

holders cannot be found. For this reason it is 

prudent to arrange matters so that the 

components are distributed among the key 

holders in such a way that not all of them 

need to be present.  

6. Experimental Results 

6.1 Performance Analysis of DES 

Algorithms 

 
 

 
6.2 Performance Analysis of RSA 

Algorithm 

 

 
6.3 Performance Analysis of AES 

Algorithm 

 
After Comparing DES,RSA and AES 

algorithm ,we conclude that AES Algorithm 

is more efficient comparing to DES and 

RSA Algorithm. 

 

6.4 Comparision of DES,RSA and AES 

Algorithms 

 
7. Conclusion and Future Work 

I have studied of the popular Encryption 

Algorithms such as RSA, DES and AES. 

The use of internet and network is growing 

rapidly. So there are more requirements to 

secure the data transmitted over different 
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networks using different services. To 

provide the security to the network and data 

different encryption methods are used. In 

this paper, a survey on the existing works on 

the Encryption techniques has been done. To 

sum up, all the techniques are useful for 

real-time encryption. Each technique is 

unique in its own way, which might be 

suitable for different applications 

.According to research done and literature 

survey it can be found that AES algorithm is 

most efficient in terms of speed, time, and 

throughput and effect.  

The Security provided by these algorithms 

can be enhanced further, if more than one 

algorithm is applied to data. Our future work 

will explore this concept and a combination 

of algorithms will be applied either 

sequentially or parallel, to setup a more 

secure environment for data storage and 

retrieval. 
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