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ABSTRACT:

Area based administrations are rapidly winding up massively mainstream.
Notwithstanding administrations dependent on clients' present area, numerous
potential administrations depend on clients' area history, or their spatial-fleeting
provenance. Pernicious clients may lie about their spatial-transient provenance
without a precisely planned security framework for clients to demonstrate their past
areas. In this paper, we present the Spatial-Temporal provenance Assurance with
Mutual Proofs (STAMP) conspire. STAMP is intended for specially appointed
versatile clients creating area proofs for one another in a conveyed setting. Be that as
it may, it can without much of a stretch oblige confided in versatile clients and remote
passageways. STAMP guarantees the uprightness and non-transferability of the area
proofs and secures clients' protection. A semi-confided in Certification Authority is
utilized to appropriate cryptographic keys and in addition watch clients against
agreement by a light-weight entropy-based trust assessment approach. Our model
usage on the Android stage demonstrates that STAMP is ease as far as computational
and capacity assets. Broad recreation tests demonstrate that our entropy-based trust
display can accomplish high agreement identification exactness.

I.LINTRODUCTION

With the pervasiveness of smart phones, Location Based Services (LBS) have
received considerable attention and become more popular and vital recently.
However, the use of LBS also poses a potential threat to user's location privacy. In
this project, we present an efficient and privacy-preserving location-based query
solution, called APPLAUS and LOCATEme. Specifically, to achieve privacy-
preserving spatial range query, we propose the first predicate-only encryption scheme
for inner product range (Pseudonym object PO), which can be used to detect whether
a position is within a given circular area in a privacy-preserving way. To reduce query
latency, we further design a privacy-preserving index structure in LOCATEme.
Detailed security analysis confirms the security properties of LOCATEme. In
particular, for a mobile LBS user using an Android phone, around 1.9 s is needed to
generate a query, and it also only requires a commodity workstation.
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Today’s location-sensitive service relies on user’s mobile device to determine its
location and send the location to the application. This approach allows the user to
cheat by having his device transmit a fake location, which might enable the user to
access a restricted resource erroneously or provide bogus alibis. To address this issue,
we propose a privacy preserving location proof updating system (APPLAUS) in
which co-located Bluetooth enabled mobile devices mutually generate location
proofs, and update to a location proof server.

To develop periodically changed pseudonyms that can be used by the mobile devices
to protect source location privacy from each other, and from the untrusted location
proof server. We also develop user-centric location privacy model in which individual
users generate their location privacy preserving pseudonym objects in real-time and
decide whether and when to accept a location proof exchange request based on their
location privacy levels. The main objective is to provide privacy preserving location
proof updates for all Location Based Services (LBS), existing and new ones.
LOCATEmMme can be implemented with the existing network

infrastructure and the current mobile devices, and can be easily deployed in Bluetooth
enabled mobile devices with little computation or power cost.
2.LITERATURE SURVEY

1)A Secure verification of location claims
AUTHORS: N. Sastry, U. Shankar, and D. Wagner,

With the growing prevalence of sensor and wireless networks comes a new demand
for location-based access control mechanisms. We introduce the concept of secure
location verification, and we show how it can be used for location-based access
control. Then, we present the Echo protocol, a simple method for secure location
verification. The Echo protocol is extremely lightweight: it does not require time
synchronization, cryptography, or very precise clocks. Hence, we believe that it is
well suited for use in small, cheap, mobile devices.

2)Location Verification using Secure Distance Bounding Protocols.
AUTHORS: D. Singelee and B. Preneel,

Abstract— Authentication in conventional networks (like the Internet) is usually
based upon something you know (e.g., a password), something you have (e.g., a
smartcard) or something you are (biometrics). In mobile ad—hoc networks, location
information can also be used to authenticate devices and users. We will focus on how
a prover can securely show that (s)he is within a certain distance to a verifier. Brands
and Chaum proposed the distance bounding protocol as a secure solution for this
problem. However, this protocol is vulnerable to a so— called “terrorist fraud attack”.
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In this paper, we will explain how to modify the distance bounding protocol to make
it resistant to this kind of attacks. Recently, two other secure distance bounding
protocols were published. We will discuss the properties of these protocols and show
how to use it as a building block in a location verification scheme.
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3)A privacy-aware location proof architecture AUTHORS: W. Luo and U.
Hengartner,

Recently, there has been a dramatic increase in the number of location-based services,
with services like Foursquare or Yelp having hundreds of thousands of users. A user's
location is a crucial factor for enabling these services. Many services rely on users to
correctly report their location. However, if there is an incentive, users might lie about
their location. A location proof architecture enables users to collect proofs for being at
a location and services to validate these proofs. It is essential that this proof collection
and validation does not violate user privacy. We introduce VeriPlace, a location proof
architecture with user privacy as a key design component. In addition, VeriPlace can
detect cheating users who collect proofs for places where they are not located. We
also present an implementation and a performance evaluation of VeriPlace and its
integration with Yelp.

4)Distance-bounding proof of knowledge to avoid real-time attacks, AUTHORS:
L. Bussard and W. Bagga

Traditional authentication is based on proving the knowledge of a private key
corresponding to a given public key. In some situations, especially in the context of
pervasive computing, it is additionally required to verify the physical proximity of the
authenticated party in order to avoid a set of real-time attacks. Brands and Chaum
proposed distance-bounding .protocols as a way to compute a practical upper bound
on the distance between a prover and a verifier during an authentication process. Their
protocol prevents frauds where an intruder sits between a legitimate prover and a
verifier and succeeds to perform the distance-bounding process. However, frauds
where a malicious prover and an intruder collaborate to cheat a verifier have been left
as an open issue. In this paper, we provide a solution preventing both types of attacks.

5)Practical and provably-secure commitment schemes from collision-free
hashing AUTHORS: S. Halevi and S. Micali,

We present a very practical string-commitment scheme which is provably secure
based solely on collision-free hashing. Our scheme enables a computationally
bounded party to commit strings to an unbounded one, and is optimal (within a small
constant factor) in terms of interaction, communication, and computation. Our result
also proves that constant round statistical zero-knowledge arguments and constant-
round computational zero-knowledge proofs for NP exist based on the existence of
collision-free hash functions.

3.THE STAMP SCHEME
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A. Preliminaries

1) Location Granularity Levels: We assume there are » granularity levels for each
location, which can be denoted
by IioL , where L1 represents the finest location granularity (e.g., an exact Geo
coordinate), and L represents the most coarse location granularity (e.g., a city).
Hereafter, we refer to location granularity level as location level for short. When a
location level L. is known, we assume it is easy to
obtain a corresponding higher location level I where ¥>x. The semantic representation
of location levels are assumed to be standardized throughout the system.
2) Cryptographic Building Blocks: STAMP uses the concept of commitments to
ensure the privacy of provers. A commit-ment scheme allows one to commit to a
message while keeping it hidden to others, with the ability to reveal the committed
value later. The original message cannot be changed after it is com-mitted to. A
commitment to a message A7 can be denoted as c(asr) where » is a nonce used to
randomize the commitment so that the receiver cannot reconstruct A7, and the
commitment can later be verified when the sender reveals both A7 and ». A number of
commitment schemes [14]-[16] have been pro-posed and commonly used. Our
system does not require a spe-cific commitment scheme. Any scheme which is perfect
binding and computational hiding can be used. In our implementation, we used [14],
which is based on one-way hashing.
One-way hash functions have the similar binding and hiding properties as
commitment schemes. However, for privacy pro-tection purpose, we do not use hash
functions because they are vulnerable to dictionary attacks. An adversary who has a
full

TABLE |

LIST OF NOTATIONS

M, M Concatenation of messages M; and Mo
K Public key of user u

K Private key of user u

EK'(M) Encryption of message M with key K
H(M) One-way hashing of message M
C(M,r) | Commitment to message M with nonce r

list of possible inputs could run an exhaustive scanning over the list to crack the input
of a hash function.

We assume every user has the ability to generate one -time symmetric keys. All
parties have agreed upon a one-way hash function and a commitment scheme. The
commitment scheme is implemented based on any pseudo-random generator. All
cryp-tographic notations have been summarized in Table I.
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3) Distance Bounding: A location proof system needs a prover to be securely
localized by the party who provides proofs. A distance bounding protocol serves the
purpose. A distance bounding protocol is used for a party to securely verify that
another party is within a certain distance [17]. Different types of distance bounding
protocols have been studied and proposed. A most popular category is based on fast-
bit-ex-change : one party sends a challenge bit and another party replies with a
response bit and vice versa. By measuring the round-trip time between the challenge
and the response, an upper bound on the distance between the two parties can be
calculated. This fast-bit-exchange phase is usually repeated a number of times.

One of the most challenging problems in distance bounding is the Terrorist Fraud
attack, i.e., the P-P collusion scenario. The Terrorist Fraud attack is hard to defend
against because a fast-bit-exchange process demands no processing delay (or at least
extremely small processing delay) at the prover end be-tween receiving a challenge
bit and replying a response bit [17]. Thus, signing cannot be executed in the middle of
a fast-bit-ex-change, which means a hidden communication tunnel between two
colluding parties allows them to execute fast-bit-exchange and signing separately.
Thereby, one is only certain that the party who executed the fast-bit-exchange is
nearby, but the party may not actually possess the private key of the identity who
he/she claimed to be.

i P

To the best of our knowledge, three existing distance bounding protocols [9], [18],
[19] addressed the Terrorist Fraud attack. The schemes proposed in [18], [19] are
based on pre-established shared secrets, and thus does not fit our scheme considering
the anonymity requirement between a prover and a witness. The Bussard-Bagga
protocol proposed in [9] is based on a zero-knowledge proof technique, and it allows
the prover to be authenticated via a private/public key pair. Hence, we adopt the
Bussard-Bagga protocol as our distance bounding protocol. The protocol consists of
three stages. The first stage is the preparation stage, where the prover encrypts his/her
private key K with a random symmetric key k and gets an encrypted message . The
prover then commits to each bit of ¢ and %k, resulting two sequences of bit
commitments C. and ¢k . In the second distance bounding stage, the prover sends C.
and Cx to the location verifier (or the witness in our context), the location verifier then
starts a multi-round fast-bit-exchange. In round i, the prover replies the ith bit of x or e
depending on the challenge bit. Since the location verifier never learns both bit
values, he/she can never learn about K_ . After the fast-bit-exchange, the location
verifier de-commits and verifies the corresponding bit commitments in C. and Cx (only
for the received bits) by asking the prover to provide the nonces used for those
commitments. In the third zero-knowledge proof stage, the prover convinces the
verifier that he/she knows K _ through a zero-knowledge proof. It is not possible for a
user to give away the values of & and ¢, which would mean that K_ is given away.
Because of this, the protocol is not vulnerable to the Terrorist Fraud attack. In the
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scenario we are considering, a witness does not know the identity of a prover, we
therefore cannot rely on the witness only to authenticate the prover via the zero -
knowledge proof. We integrate the Bussard-Bagga protocol into STAMP by breaking
up its execution and have the witness and verifier jointly authenticate the prover. The
details are given in Section V-B.

4 Results And Discussion

SHARING DATA
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5.CONCLUSION

In this projet we have presented STAMP, which aims at providing security
and privacy assurance to mobile users' proofs for their past location visits. STAMP
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relies on mobile devices in vicinity to mutually generate location proofs or uses
wireless APs to generate location proofs. Integrity and non-transferability of location
proofs and location privacy of users are the main design goals of STAMP. We have
specifically dealt with two collusion scenarios: P-P collusion and P-W collusion. To
protect against P-P collusions, we integrated the Bussard-Bagga distance bounding
protocol into the design of STAMP. To detect P-W collusion, we proposed an
entropy-based trust model to evaluate the trust level of claims of the past location
visits. Our security analysis shows that STAMP achieves the security and privacy
objectives. Our implementation on Android smartphones indicates that low
computational and storage resources are required to execute STAMP. Extensive
simulation results show that our trust model is able to attain a high balanced accuracy
with appropriate choices of system parameters.
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