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Abstract: Internet of things (10T) is fastest emerging network and

becoming most demanding, dynamic and rapid technology which is
bringing radical changes in organizational methods and changing
human life controlled through technology management. Hence, now
days advanced organizations, are looking into I0T as next generation
technology to enable better prospects for humans. In this paper we
are assessing typical architectures and potential applications through
which loT contribution is giving benefits to human being. Despite the
popularity of IoT, the data processing methods are not suitable for
handling voluminous and diversified data gather via 10T devices.
Deep Learning (DL), is one of the most prominent methods in
machine learning and has acquired its application in the field of
image mining, text, speech, pattern recognition and so on, that can
enhance the performance of 10T . In the past few years, DL has
played an imperative position in the area of 10T and associated fields
like big data analytics.. To process and analyze big data precisely and
accurately, the lot devices are in a need for highly optimized
algorithms and methods. DL techniques are used to process huge
real-time data with higher efficiency.

Recent researches on DL and IoT, have put a light on different hybrid
mechanisms to process real-time big data in a most competent way.
One of the areas of focus of this paper is to present key opportunities
and challenges in 10T and this paper outlines the architectures loT
and applications of machine learning in the area of loT related fields
such big data analytics and further research directions.
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I. INTRODUCTION

The 10T is fastest emerging network which enable communication
between physical and digital environment through connectivity
medium i.e. internet. 10T play a farfetched role in improving the
quality of human life [1] i.e it is changing the traditional
organizational methods into the modern ones with promising

technology. However, Processing and preparing data for these
communications is a critical challenge for various organizations. To
respond to this challenge, different kinds of data processing, such as
analytics at the edge, stream analysis, and loT analysis at the
database, must be applied. Thus, the decision to apply any one of the
aforementioned processes depends on the particular application and
its needs [2]. For instance, Fog and cloud processing are two
analytical methods adopted in processing and preparing data before
transferring to the other things. The whole task of 10T is summarized
as follows: first, sensors and 10T devices collect the information from
the environment. Next, knowledge should be extracted from the raw
data. Then, the data will be ready for transfer to other objects,
devices, or servers through the Internet [3].

Machine learning is the latest approach to digital transformation,
making our computing processes more efficient, cost-effective, and
reliable. It is no longer the fancy of science fiction writers, but a
bonafide, business-critical technology that will ultimately make
decision-making a far more data-driven affair [ 4]. Furthermore,
Deep Learning (DL) being as one of the most prominent methods in
machine learning, has acquired its application in the field of image
mining, text, speech, pattern recognition and so on. In the past few
years, DL has played an imperative position in the area of 10T and
associated fields like big data analytics. The conventional data
processing methods are not suitable for handling voluminous and
diversified data gather via 10T devices [5].

In recent years, though several surveys were published to emphasize
the advancement of research activities in the 10T framework,
applicability and models [6-11]. They mainly focus on general issues
of 10T fundamentals or models. With the big data only security
concerns were presented as a part of each survey and treated in a
generic manner and security and privacy were often shown jointly as
a single concept. Unfortunately, none of the previous surveys has
detailed in-depth on performance concerns of the 10T, particularly
with enhancing the process and preparing big data using 10T.
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It is clear that all of the aforementioned surveys either did not
consider enhancing security performance in the 10T framework and
DL methods as a priority or were limited to a part of their issues. In
our work, we consider typical examples of 10T, in some areas, with
more focus on offering a classic survey, i.e. our intent is to present a
roadmap for designers and practitioners of loT to provide
supplementary efforts in different and interesting areas to improve
10T big data analytics features, as supporter to the idea in [12].

The key methodology behind the survey depends on few factors of
importance where earlier mentioned domains are deeply investigated
based on their respective sub domains. Our survey is to provide
significant knowledge on the following: architectural structure,
applicability, and selection of DL methods considerations measure. A
precise, concrete and concise conclusion is made at the end of this
article based on the survey perception. The overall method behind the
survey will support researchers to have insight on how DL methods
are applied, into the sub domains, to enhance the performance of loT
using particular architectures.

II. 1oT architectures and its potential applications

Under this part the works done so far by the scholars and scientists
around the globe such as Intel research is prescribed.

According [13], various domain specific architectures based on the
broad areas, such as: RFID, service oriented architecture, wireless
sensor network, supply chain management, industry, healthcare,
smart city, logistics, connected living, big data, cloud computing,
social computing, and security are described in this section. The
selection of theses domains depends upon current scenario of loT
applicability. It is has been tried to incorporate as directions into this
article, but due to the size constraints, present limitations have been
made.

10T architecture may be preserved as a system which can be physical,
virtual, or a hybrid of the two, consisting of a collection of numerous
active physical things, sensors, actuators, cloud services, specific loT
protocols, communication layers, users, developers, and enterprise
layer. Particular architectures do act as a pivot component of IoT
specific infrastructure while facilitating the systematic approach
toward dissimilar components resulting solutions to related issues
[13]. In light to this, the dominant IoT architectures in respect to the
potential applications are presented as follows:

A. INHEALTHCARE UNITS

Now a day’s, healthcare is an affliction factor for systems are
struggling with aging population, prevalence of chronic diseases,
and the accompanying rising costs. In response to these challenges,
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researchers have been actively seeking for innovative solutions and
new technologies that could improve the quality of patient care
meanwhile reduce the cost of care through early
detection/intervention and more effective disease/patient
management. It is envisaged that the future healthcare system
should be preventive, predictive, personalized, pervasive,
participatory, patient-centered, and precise [14].

When 10T is integrated with health infrastructures, healthcare units
can have various applications that can serve patients in an elegant
fashion. For instance, the authors in [15], the potential applications
of 10T its related technologies in healthcare systems of South
Africa, is highlighted. The applications include diabetes
management, heart disease management, environmental health,
occupational health, mental health, home and community based
healthcare, emergency services, sports and fitness, baby care, oral
health, disease surveillance, telemedicine, chronic medical
management, and ambient-assisted living for aged people [1].
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Fig.1. Potential Applications of 10T Healthcare [1].

B. IN ENVIRONMENT MONITORING UNITS

A WSN with 3 layered logical approach, the e-SENSE project has
employed, to provide intelligent support to the user group by
application, middleware, and connective measures [16]. In
addition, another example of WSN based supportive system known
as UbiSec & Sens with security layer is added as extra on top of it,
which is similar to the e-SENSE, has been provided in [17], in
which the functional design and implementation of a complete
WSN platform can be used for monitoring of long-term
environmental monitoring based IoT applications. The objectives
of this design satisfy numerous parameters, such as: cheap
structure, enablement of pool of sensors, fast deployment,
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longevity of device, less maintenance, and high Quality of Service.
WSN based application has been devised on agriculture and
forestry where 10T plays a key role [18]. An architectural design
across the middleware, hardware, and network layer results in a
unique WSN platform — “‘Sprouts”, which is versatile, open
source, and multi-standard in nature [19]. However, several studies
have found the challenges related to the usage of mobile phones as
spontaneous gateways of WSNs in loT systems, by showing the
usage of a name-based Future Internet Architecture (FIA), while
delivering the information of a temperature sensor data from an
Android phone directly to multiple applications via in-network
multicast over the same network test bed [20].

C. ININFRASTRUCTURE MONITORING UNITS

Among the potentials applications of 10T, Tailings Dam Monitoring
and Pre-alarm System — (TDMPAS), which 0T based dam safety
application, has been developed and implemented which incorporates
cloud services to accomplish with the real-time monitoring of the
saturated water line, water level and dam deformation [21].
TDMPAS helps the engineers to acquire cautious alarm information
remotely, prior to actual accident which would have been occurred.
Moreover, another example of Infrastructure Monitoring system,
Unified Sensing Platform (USP) a 3 layered (distribution
middleware, USP, and application) USP architecture, has been
designed as the blueprint of what enables the seamless integration of
multi-dissimilar objects and their efficient use by efficient, reusable
and context aware way [22]. Authors also present this architecture (as
see Fig. 2), which stratifies publish/subscribe, message queues, data
distribution services etc., through data and sensor based USP layer.
Sensor and resource frameworks perform sensor oriented usage and
control operations by efficient resource management catering
contextual observation toward various top level applications.

D. IN AGRICULTURE UNITS

Agriculture based IoT is envisaged by developing a prototype
platform [23] that controls network information integration to study
the actual situation of agricultural production while operating from a
remote location. This study employs WSN as the backbone of the
implementation. A recent work has proposed a 6 layered agriculture
architecture that incorporates WSN as a subsidiary element to
enhance multi-culture analysis, user experience, and predictive
analysis [24].

E. IN AQUACULTURE UNITS

Volume 05 Issue 22
November 2018

To pursue the information of water quality via mobile internet and
WSN to the users, an loT based aquaculture while providing real-
time information system called ‘‘E-Nose” has been developed. The
system performs forecasting of the change of the trend of water
quality based collected data [25].
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Fig. 2. Stratification in the USP architecture.[13]

I1l. Potential opportunities of Machine learning

Machine learning can be applied in several organizational smarter
decision makers. For instance Machine learning methods particularly
deep learning can help banks, insurers, and investors make smarter
decisions in a number of different areas [4]. Thus, as shown in table
1, below we present few of the typical applications of machine
learning:

Table 1: Typical applications of machine learning [4]

R.no . . .
Application Service provided
Machine learning helps financial services
1 firms track customer happiness.

By analysing user activity, smart machines
Customer and client can spot a potential account closure
satisfaction. before it occurs. They can also track
spending patterns and customer

behaviour to offer tailored financial

advice.
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Another application of machine learning is
market analysis. Smart machines can be
trained to track trading volatility

or manage wealth and assets on behalf of

Reacting to market
trends an investor. These algorithms can identify

trends more efficiently than humans and

react in real-time (reducing the impact of

major financial events such as Brexit).

Smart machines can analyse a large
number of disparate datasets (credit
scores, spending patterns, financial data
Calculating risk etc.) to accurately assess risk in both
insurance underwriting and loan
assessments, tailoring them to a specific

customer profile.

This example of machine learning is
perhaps the most relatable to
management level execs, giving firms a
clinical edge in a fierce industry, by

Remaining helping them remain innovative. With the

competitive right machine learning algorithms,
companies can act quickly on business
intelligence, increasing productivity and

opening up new streams of revenue.

10T requires data to either represent better services to users or
enhance the loT framework performance to accomplish this
intelligently. In this manner, systems should be able to access raw
data from different resources over the network and analyze this
information in order to extract knowledge [3]. However, despite the
massive amount of attention given to the 10T over the past couple of
years, connected Products are essentially old news as large and
expensive industrial equipment has been supervised Remotely for
many years [26]. According these authors, the novelty associated
with 10T also stems from its potential for widespread application as
technical Barriers. For instance associated with automated
surveillance have been gradually eroding, drastically decreasing the
associated costs in its wake. The requisite technical equipment, such
as computers and sensors, has gotten smaller and more power
efficient. The rates for data traffic have decreased as an infrastructure
of wireless, high-capacity networks has expanded at breakneck
speed. The ability to create interfaces between network types
(middleware) has improved, making it possible to accommodate
multiple standards and formats and provide seamless connectivity
[27].

IV. OPEN ISSUES IN BIG DATA
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The various challenges related to big data analytics is still emerging
as par with recent developments around the world, where every
second millions of data were generated via I0T devices. To address
these challenges, significant research efforts are required to advance
the competence of data collection, data storage, data analysis and
visualization.

According [3], 1oT will be among the most significant sources of
new data, data science will provide a considerable contribution to
making loT applications more intelligent. Data science is the
combination of different scientific fields that uses data mining,
machine learning (Deep learning), and other techniques to find
patterns and new insights from data. These techniques include a
broad range of algorithms applicable in different domains. The
process of applying data analytics methods to particular areas
involves defining data types such as volume, variety, and velocity;
data models such as neural networks, classification, and clustering
methods, and applying efficient algorithms that match with the data
characteristics.

By following our reviews, the following is deduced: First, because
data is generated from different sources with specific data types, it is
important to adopt or develop algorithms that can handle the data
characteristics. Second, the great number of resources that generate
data in real-time are not without the problem of scale and velocity.
Finally, finding the best data model that fits the data is one of the
most important issues for pattern recognition and for better analysis
of 10T data. These issues have opened a vast number of opportunities
in expanding new developments. Big data is defined as high-volume,
high-velocity, and high variety data that demands cost-effective,
innovative forms of information processing that enable enhanced
insight, decision making, and process automation [28].

With respect to the challenges posed by big data, it is necessary to
introduce a new concept termed smart data, which means: “realizing
productivity, efficiency, and effectiveness gains by using semantics
to transform raw data into Smart Data” [29]. A more recent definition
of this concept is: ”Smart Data provides value from harnessing the
challenges posed by volume, velocity, variety, and veracity of Big
Data, and in turn providing actionable information and improving
decision making.” [30].

Finally, smart data can act as a good representative for 10T data. To
understand which algorithm is more appropriate for processing and
decision-making on smart data generated from the things in 10T, it is
essential to consider the following three concepts. First, the 10T
application. Second, the 10T data characteristics and third, the data-
driven vision of machine learning (deep learning) algorithms.
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A number articles in the field of loT data analysis are reviewed,
revealing that there exist major groups of algorithms are applicable to
IoT data. These algorithms can be categorized according to their
structural similarities, types of data they can handle, and the amount
of data they can process in a reasonable time. Having reviewed the
real-world perspective of how loT data is analyzed by several
authors, many significant and insightful results have been revealed
regarding data characteristics [3].

To gain a deeper insight into loT smart data, patterns must be
extracted and the generated data interpreted. Cognitive algorithms,
using Deep learning methods undertake interpretation and matching,
much as the human mind would do. Cognitive 10T systems
previously learn from generated data and improve when performing
repeated tasks. Cognitive computing acts as a prosthetic for human
cognition by analyzing massive amount of data and responding to
questions that humans might have when making certain decisions.
Cognitive 10T plays an important role in enabling the extraction of
meaningful patterns from generated loT smart data [31].

V. DEEP LEARNING MODELS

DL is an emerging branch of supervised learning method in machine
learning [5]. For example, in neural network, for a given neuron
function, the activation function is applied on the deep layers to
extract the abstractions from voluminous data. This is similar to a
hierarchical structure where deep learning models are applied [31]. In
the research domain, DL is a very promising and evolving area. DL
has many highly developed algorithmic models such as convolution
neural networks (CNNs), deep Boltzmann machines (DBMs), deep
belief networks (DBNSs), deep representation, recursive autoencoders
and restricted Boltzmann machines (RBMs)[32].

Generally, DL models are applied to the huge volume of
unsupervised data generated by loT devices, to automate the
extraction from data. DL has combined with allied domains such as
artificial intelligence, which simulate the human brain function to
analyze, learn and extract the meaningful insights from the data
gathered. The research works addressed towards this challenge, has
been a key objective to develop DL algorithmic models [33].

However, how can machine learning or deep learning algorithms be
applied to loT smart data? And what is the taxonomy of machine
learning algorithms that can be adopted in 10T are still some research
works as future directions.

CONCLUSION
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Now days, the Internet of Things has entered in every field. The
Internet has proved its existence in our lives. The 10T has added a
new potential into internet by enabling communications between
objects and human, making a smarter and intelligent planet. In this
paper, we have discussed the potential architectures and applications
of Internet of things in different sub domains or units. Further, some
typical Deep Learning methods that are relevant for big data
analytics and the how knowledge acquired from DL algorithms is
successfully applied to big data analytics are highlighted. The two
aspects of potential issues, one how DL methods are applied to
specific problems of big data and how it could be improved to
address the future challenges. The allied domains of big data, such as
computer vision and speech recognition, have seen the application of
Deep Learning in the larger extent to produce higher accuracy
classification results within an optimized time complexity [4], are
still need further to be research.
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