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Abstract:  

A key issue in any information security is to protect 

information about all forms against unauthorized access. 

Innovation access control model is now becoming a need 

for application on systems due to emerging acts. RBAC is 

the standard and most important access control model and 

provides a great way to fulfill the access control needs. 

Role based access control is a feasible alternative to 

traditional. This study focused on IT Company by using 

Role Based Access Control (RBAC). The design 

architecture is based on RBAC concepts that only the 

administrator has the privilege to manage or administer 

the data. The administrator controls the largest 

information, including access to the IT Company’s 

workers’ files and has the sole access to all potential 

workers and their assigned duties. Study is integrated into 

the RBAC which is appropriate for managing system of IT 

Company. RBAC is used to control the access to company 

staffs’ project file records, files and the company 

resources and eliminates security violations. 
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1. Introduction 

The principal motivations behind RBAC are the 

ability to articulate and enforce enterprise-specific security 

policies and to streamline the typically burdensome 

process of security management. RBAC represents a 

major advancement in flexibility and detail of control from 

the present-day standards of discretionary and mandatory 

access control. The policies enforced in a particular stand-

alone or distributed system are the net result of the precise 

configuration of the various components of RBAC. RBAC 

framework provides administrators with the capability to 

regulate who can perform what actions, when, from where, 

in what order, and in some cases under what relational 

circumstances. 

Security is a major concern in today’s digital world.  

Role based access control provides a mechanism for 

protecting the digital information in an organization by 

assigning roles to the individual user and giving 

permissions to the assigned roles for accessing any 

resources. This paper describes the importance of roles in 

an organization and the evolutionary changes that occurs 

with respect to the organizational roles. Here the role is 

defined as an entity and the attributes of the roles have 

been identified with their related operations. 

RBAC is the standard and most important access 

control model and has been a most important research 

topic since last two decades. Role Based Access Control 

model provides a great way to fulfill the access control 

needs. An access control policy is a statement which 

specifies the rules about who can access the resources and 

how much access is given to each user. In RBAC main 

Focus is on Role.  Main idea behind the RBAC is that a 

role is an intermediate module between users and 

permissions. In RBAC roles are assigned to the users 

(many-to-many assignments) and permissions are 

associates with each    role (many-to-many assignments), 

and thus indirectly assigns users to permissions. [6] 

For efficiency, roles can be structured hierarchically 

so that some roles inherit permissions from others. RBAC 

simplifies access control compared with the administrative 

burden that would be required for a direct mapping from 

individual users to access control lists attached to 

resources. Once roles with their permissions have been 

defined, user provisioning simply requires that office staff 

assign users to roles as authorized by management.  

RBAC is also well suited to separation-of-duty 

requirements, where no single individual has all 

permissions needed for critical operations such as 

expenditure of funds. Proper operation of RBAC requires 

that roles fall under a single administrative domain or have 

a consistent definition across multiple domains, so 

distributed applications might be challenging. [3] 

In RBAC system data access is provided to the user 

according to their role. The roles are mapped to access 

permissions and users are mapped to appropriate roles. 

The Administrator assigned the roles to users based on 

their responsibilities and qualifications in their 

organization. Permissions are assigned to roles as per their 

qualifications instead of users. In RBAC, role hierarchy 

structure is used. The roles can inherit permissions from 

other roles. The RBAC system provides flexible control 

and management by having two mappings of user to role 

and roles to privileges on data objects.  

Once an individual has been properly identified and 

that identification authenticated, the individual chooses a 

role that has been assigned and accesses information 

according to the operations assigned to the role. 

2. Roles & Role Hierarchy 

With RBAC, roles can have sometimes overlapping 

responsibilities and privileges; i.e. Users belonging to 

different roles might need to perform common activities. 

Some general operations might be performed by all 

employees.  In such a situation, it would be inefficient and 

administratively difficult to specify repeatedly these 
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general activities for each role that gets created. Role 

hierarchies can be established to provide for the natural 

structure of the organization. A role hierarchy defines 

roles that have unique attributes and that might contain 

other roles. In project case, a role specialist could contain 

the roles of Project Manager, Team Leader and Team 

Members. This implies that members of the role specialist 

are implicitly associated with the activities associated with 

the roles Project Manager and Team Leader and Team 

Member without the administrator having list the activities 

of them. Role hierarchies are a natural way of organizing 

roles to reflect authority, responsibility, and competency. 

In the case of company management, the role in 

which the User is gaining membership is not exclusive 

mutual, with another role for which the User already 

possesses membership. These activities and roles are 

usually subjected to management or administrative 

policies and constraints. When these activities intersect, 

hierarchies of roles can be established.  Rather than costly 

auditing to monitor access, management can put in 

constraints on access through the use of RBAC. This 

might seem sufficient to allow physicians to have access 

to all patients ‟ data records if their access is monitored 

carefully. Applying RBAC, constraints can be placed on 

physician access so that only those records that are related 

to the physician can be accessed. 

3. Company Management Environment 

The IT Development environment is a complex 

mixture of IT professionals (CEO, System Analyst), 

electronic and non-electronic systems, clients, users, HR, 

administrator, Receptionist etc.  Data processed in this 

environment are valuable and might have a negative 

outcomes attached to them if not handled well enough. 

The security of this sensitive data is of most importance to 

software development company staff, management, users, 

client and probably the supporting other specialists.  In 

this paper, we focus on the basic privacy, security 

mechanism (RBAC application) that is fundamental of IT 

Software Development Company’s information 

management. Company’s essential and non-essential 

records keeping are particularly complex due to the highly 

sensitive nature of the records and the need to provide 

maximum protection, while allowing access to the data by 

a large number of users in the company who might need 

access for specific purposes. Records in company is 

heavily regulated; due to the sensitive and privacy 

implications [5]. 

In this paper the following are defined in relation 

to the IT industry environment:  

An Administrator (CEO): The system 

administrator is responsible for managing each user and 

authority in the system. Its specific management functions 

mainly include creating users and roles and defining and 

assigning various operation rights of the system, and 

according to the user's level and responsibility. 

User Authentication: Company staffs including 

software engineers, system analyst, business analyst, 

technical support, network engineer, technical consultant, 

technical sales, web developer, HR manager and software 

tester at all levels use their own account number (e.g. 

Staff-ID) for system login. Only users with identity and 

password authentication during logon can perform their 

own privileges in the system.  

It also defines the identification and authentication of 

each role. In this model, policies define which permissions 

are established to roles in figure 3.1 in the software 

development company’s information management. 

Permission related to role allows the appearance of access 

authorization in the generic way. Consequently, it is not 

required that only anyone who has access to get some 

records. Instead anyone is identified to have right access to 

get records he/she wants. The hierarchy of company 

organization, roles and associated permission of RBAC 

comprises the organization confidential policies.  In this 

context, the company management structure is introduced, 

the implementation and illustrations of the role, sub-

system function by data flow diagram. 
 

Users
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Project 
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View, Change, Test Code

View, Change, Assign 
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Testing 

Engineer
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Figu

re 3.1 Relationship between IT member and Privilege 

This model illustrates how workers in the company 

are managed, according to their role or job function, the 

privilege that is assigned. As explained earlier company 

information security management involves thorough 

analysis of how the management operates and include 

input from a wide spectrum of users in the company. It 

would be desirable to have a simpler solution that is easier 

to configure, maintained and reliably executed.  
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Figure 3.2 Relationship between IT member and 

Privilege 

The figure 3.1 shows the hierarchy of assigning roles 

and partitioning company management into activities as 

required by company management in the implementation 

of Role-Based-Access Control. It also illustrates the 

relationship between the working partners (users), 

subjects, roles which operate in RBAC system.  

The basic idea underlying company’s whole process 

management technology is a system that explains the 

roles, and manages the activities of workflow through the 

use of designing software. In this model, an administrator 

manages the system in such a way that it can control the 

employee using the RBAC method as shown in the figure 

2 hierarchy.  The workflow specified in this model, 

describes and managed by a workflow management 

system which enacts each segment in the order specified 

by the process definition input. The RBAC is used to 

define company membership of the individual working in 

the company by assigning individuals to roles, assign 

permissions to roles, and now activate the job function or 

role with   respect to the appropriate points in the 

sequence.  Each user is assigned one or more “ROLES” 

and each “ROLE” is assigned one or more 

“PERMISSION” that is authorized for the users in that 

role by the administrator. In this model, permission 

consists principally of the opportunity to perform 

operations within an activity of the company workflow. 

Objects, such as files and processes, can be organized into 

hierarchies. In such object hierarchies, it is important to 

know not only the access of role group to an object, but 

also to know whether the path in the hierarchy could be 

traversed [11]. 

4. Model Database for the IT Company 

In the IT industry, all the company information and 

process information is personal and are stored in the 

database system. The data must only be accessed by the 

users who are defined or authorized. This is the first step 

for any information stored and any secure data. To make 

the queries simple and provide an easy to administer, a 

decent database must reduce data redundancy.   

UserTable

UserTable

UserID

UserName

Password

UserRoleTable

UserRoleID

UserID

RoleID

RoleTable

RoleID

RoleName

Figu

re 4.1 RBAC Database 

Role-Based Access Control (RBAC) Based in 

Company Management Figure 3.1, their role tables, user 

tables and user role table. In the user table, every user has 

a unique User ID and User Name. Also, in Role Table, 

every role is determined by a unique Role ID and Role 

Name. 

The relationship between a role and a user is 

managed by the User Role Table. It may include that one 

role can comprise many users. If the user decides to have 

two or more different roles, he/she should have two or 

more different User Name’s, because one user with a 

single User Name can only be accepted for one role. 

According to the figure 4.1, it is employed three 

roles: software engineer, system analyst, and testing 

engineer. With the different roles, when the user tries to 

log into the system, the overall system will check first the 

user’s role, then his/her username and his/her password. If 

one user tries to log in one domain that he does not have 

an access, one message will appear directly (the system 

denied your request because of lack of rights) according to 

a program that will be installed in the database. A user is 

able or has the access to change his password once he is 

already accepted by the system in the data. According to 

the request imputed correctly, means username and 

password accepted, the system will appear in the windows. 

Different functionality is provided by each window.  

In order to advance the security, the machine that the 

user logs in will turn automatically off if there is no action 

within on period time. This action can be defined by the 

administrator at any time. It avoids the leaking of certain 

information that is stored in the data as personal 

information and employee’s private record. For instance, 

at the moment that one user forgot to log off in the system 
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and left his/her office, other can have access by using 

his/her machine to get some information or to alter a 

document. There is some information on company data 

that is private, only who has right access should modify. 

5. CONCLUSION 

Information systems in IT Company  have unique 

specific security and privacy requirements. If management 

would like to apply RBAC in this information system to 

reduce the administrative tasks and manage the smooth 

running of the company, then must be adopted. Other 

issues that should be looked at are control of data sharing 

in an open distributed environment. We therefore propose 

this model of RBAC; this approach increases the data 

availability, confidentiality, integrity, accountability, 

which is the most important requirement in the company 

management.  In addition, we have also proposed a 

program that takes permission evaluation when conflicting 

roles are present. 

Managing the company has come a long way from 

serving principally as a means of making it easier to 

manage access to applications. As the growing number of 

employees‟ roles-driven projects indicates, RBACs are 

increasingly likely to address critical management 

objectives such as greater cost efficiencies, improved 

compliance, and reduce security exposure. Working as 

part of an integrated, automated role-management and 

identity-management solution, RBAC can go a long way 

toward helping avert potential management catastrophes in 

increasing collaborative and complex company 

environments. 
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