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Abstract— Everyday use of internet is increasing. 

Now most of services are available either in the form 

of mobile app or in the form of website. This has 

brought services to door step of common people and 

this is the main reason for increasing popularity of 

internet. With the advent of Internet of Things use of 

internet is achieving a new height. But as use of 

internet is increasing security issues in internet are 

also increasing specially cyber attacks. These attacks 

can be avoided easily in case of wired network or in 

wireless networks based on infrastructure. But as new 

arrangements for wireless communication like co-

operative communication and Ad-hoc networking, are 

proposed the security threats are increasing. There 

are various types of attacks but denial of service 

attacks is most powerful. In this paper black hole 

attack has been studied.                 
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1.0 Introduction — Cyber attacks are the major 

issues of security in data packet transmission. 

These attacks can be divided in two parts on the 

basis of working 

i) Installing malicious software at nodes   

ii) Attack during transmission of data 

Both type of attacks are lethal and can harm the 

entire system or particular node. The new 

systems of wireless communications like Adhoc 

networking or Cooperative communication are 

more vulnerable to these attacks. Since in 

Cooperative communication or Adhoc 

networking is based on mobile nodes which are 

obviously low powered devices so increasing 

complexity of algorithms which eventually leads 

to more power consumption should be avoided. 

But attacks on nodes can be avoided by using 

some software and precautions. Main problem is 

to secure network during data transmission. 

There are many types of cyber attacks out of 

which denial of service attacks is most common 

type of attack.  

2.0 Denial of Service Attacks 

In this type of attack a system is flooded with 

so many service requests that it eats up all 

the resources and server becomes so busy to 

these artificial requests that it could not 

respond to original service requests. The 

whole system can work in two ways 

(i)  Make many copies of message and route 

it to destination 

(ii)   Make proxy sources and send message 

by different routes towards destination. 

 In first case sender just flooded the server with 

huge amount of data. These data packets are the 

packets for pinging and are bigger than normally 

used. These senders can easily be identified and 

blocks. In second case sender sends data through 

different routes thus packets are bombarded 

through different routes. It looks like traffic at a 
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particular server increases and server cannot easily identify actual culprit.           

 

 

 

Fig :1  Block diagram of denial of service attack 

3.0 Black Hole Attack  

Black hole attack is also a type of denial of service attack. Black hole attack is also known as packet 

drop attack.  

 

Fig: 2 Path find by path finder algorithm 
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Fig: 3 Path modified by black hole attack 

In this method the attacker inserts its own node 

in the path and pretends like this is right path to 

send data. When sender starts sending data 

through new suggested path the malicious node 

may transmit it to new malicious destination. 

This new malicious destination may drop these 

packets through lossy networks or may use it. 

This attack is very dangerous as black hole 

attacks can improvise it. Black hole attacks can 

be designed to attack only on selected packets/ 

portion of complete communication.  

In this paper we have created a wireless network 

and find a path between source and destination 

then black hole attack has been created.   

4.0 Results  

 

 

Fig 4 Wireless network 

 
Fig 5 Reduction of nodes in transmission of data 
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Fig 6 Energy consumption by nodes in transmission 

 

 

Fig 7 Packet drop ratio 

5.0 Conclusion 

It is very clear from packet drop ratio graph that 

initially when participating nodes were high. But 

as the route involves lesser no of nodes in data 

transmission the energy loss starts decreasing. 

We are suggesting here that nodes should not 

only continue updation of routing options and 

these routing options should be verified by other 

nodes as well. This updation can be done by 

comparing energy level of packets instead of 

voting or routing options provided by other 

nodes. By opting energy comparison shortest 

path can be made as well influence of other 

nodes can be minimized.      
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