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ABSTRACT

In this information edge, everyone carry one
or more portable devices with them. As far as
security of these devices is concerned, no
specific method is found yet that only provide
security of these devices. This paper focuses
on various methods for authentication of these
devices. Portable devices can be authenticated
by two ways: Implicit authentication which
does not require user attention such as Gait
authentication and explicit authentication
which require user input such as finger print
recognitiion, speech  recognition, iris
PIN &  password  based
authentication efc.

matching,
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INTRODUCTION

In this computing edge, portable devices are
used widely as a communication tool.
Moreover these devices contain large amount
of personal information as well as sensitive
data, because these devices are not only used
as communication tool but also to access
various services such as net-banking, etc.
Therefore lot of risk is associated with these
devices. Traditionally user of a portable
devices are protected by providing

them PIN codes and passwords. This is not
enough to protect these devices and data
available in these devices in normal scenario.
Many mobile phone users consider the PIN to
be inconvenient as a password that is
complicated enough, easily forgotten and
noticeable by anyone[l]. Very few users
change their PIN regularly for higher security.
So there is a need of developing method which
uses person’s behavioral characteristics which
are not noticeable by anyone as well as require
less attention of user. Biometrics systems use
persons’ behavioral characteristics and they
provide very high level of security as they are
not forgotten by user just as passwords and
PINs. Biometrics use fingerprints, voice, face,
iris, gait and signature and works with
specialized sensor devices such as camera,
acceleration sensor, today’s portable devices
with their unique features such as small size,
low cost, functional sensing platforms,
computing power, its wireless communication
capability, is opening up new areas in
biometrics that hold potentials for security of
mobile phones, remote wireless services and
also health care technology. To provide
resilient security to these devices, biometrics
can be used with these devices which facilitate
trustworthy electronic methods to access
various services via these portable devices.
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REVIEW OF LITERATURE

Computing has become prevalent in almost all
aspects of human endeavor. With dawning of
information age, need as well as demand of
mobile and portable devices is increasing in
medicine, law, management and education.
This enables to use such devices not only as
communication tools but also in an application
like m-banking or m-government [2-3]. This
means that they can store and process valuable
information such as financial or private data.
This also increases the risk of being target of
attacks. According to UK statistics in every
three minutes a mobile phone is stolen [4]. The
current protection mechanisms of these
devices are usually based on PIN codes or
passwords. Nowadays a normal user has on
average 21 passwords to remember [5].
Unfortunately, 81% of the users
common words as a password and 30% of
users write their passwords down, which
equally compromises security [5]. While
offering a large amount of applications, most

select

mobile devices only offer one kind of
authentication method which is knowledge-
based (e.g. PIN or password). As studies have
shown, these methods are not well accepted by
the users [6]. A survey shows that 66% of the
respondents use PIN authentication only at
switch on and only 18% of the user also utilize
the standby mode authentication [1].

With the property of S.S.O (Single Sign-on) a
user logs inonce and gains access to all
systems without being prompted to log in
again at each of them. Therefore, SSO does
not defend against theft and compromise of
devices well, and does not address voluntary
account sharing at all. So that users want a
solution to authentication that increases

security, provides transparent authentication
and “authenticates the wuser periodically
throughout the day in order to maintain
confidence in the identity of the user” [7].
Different biometric characteristics such as
fingerprints [8] already have been proposed to
improve security of mobile devices. Biometric
characteristics have the advantage that, unlike
passwords, PINs, tokens etc., they cannot be
stolen or forgotten. The main advantage of
biometric authentication is that it establishes
an explicit link to the subject’s identity
because biometrics uses human physiological
and behavioral characteristics. However, both
fingerprints and password entry are obtrusive
and require explicit action from the user,
which is not convenient in a frequent use. In
order to improve security in mobile and
portable devices, an unobtrusive mechanism of
authentication is desirable.

For finger print based identification on mobile
phone, Chen et al. have investigated that
fingerprint  recognition needs  external
hardware as well as algorithm for internal
hardware for recognition purpose[9]. In [10]
Daugman reported that the original iris
patterns are randomly generated after almost
three months of birth and are not changed all
life. So he puts forward his study to identify a
person using unique iris patterns. According to
him, iris of any normal human being contain
many distinctive features such as arching
ligaments, furrows, ridges, crypts, rings,
corona, freckles, and a zigzag collaret [11].
Major challenge of Iris biometric is the iris
image quality as bad image quality will affect
entire iris recognition process. So further, they
integrated the use of digital cameras for
acquiring images at high resolution. So that
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image processing task can perform on the
phone itself. In [12] Chen & Huang developed
a biometric for voice. According to them, a
voice signal conveys a person’s physiological
characteristics such as the wvocal chords,
glottis, and vocal tract dimensions. Automatic
speaker recognition (ASR) is a biometric
method that encompasses verification and
identification through voice signal processing.
The speech features encompass high-level and
low level parts. While the high-level features
are related to dialect, speaker style and
emotion state that are not always adopted due
to difficulty of extraction, the low-level
features are related to spectrum, which are
easy to be extracted and are always applied to
ASR. One major challenge of ASR is its
processing  cost.  All  this
identification requires attention of user. So
they are useless without user input. It leads
requirement of identification method which is

biometric

by nature unobtrusive, privacy preserving and
controlled by the user, who would not at all be
disturbed or burdened while wusing this
technology. So without user intervention,
device should be verified. In [13] Woodward
et. al., have introduced a new biometric
method based on walking manner of person
1.e. Gait. He stated that Gait of a person is a
distinctive characteristic for individuals. Gait
recognition has been studied as a behavioral
biometric for more than a decade, utilized
either in an identification setting or in an
authentication setting. Early studies from
psychology [14], medicine [15] and biometrics
[16], [17] already give evidence that human
gait contains very distinctive patterns as well
as unobtrusive mechanism that can be used for
identification and verification purposes. In
[18] Bours & Shrestha stated that traditionally

3 major approaches have been developed for
gait recognition referred to as the Machine
Vision (MV) based gait recognition, in which
case the walking behavior is captured on video
and video processing techniques are used for
analysis, the Floor Sensor (FS) based gait
recognition by placing sensors in the floor that
can measure force and using this information
for analysis and Wearable Sensor (WS) based
gait recognition, in which scenario the user
wears a device that measures the way of
walking and recognize the pattern recognition
for recognition purposes. In
[19]Tanviruzzaman et al., investigated that
Smart phone, such as an iPhone, is now
incorporated with accelerometers working
along three primary axes, which could be
utilized for gait recognition to identify the user
of a mobile phone. Mobile phone based
biometrics wuses the acceleration signal
characteristics produced by walking for
verifying the identity of the users of a mobile
phone while they walk with it. In this situation,
the three-dimensional movement produced by
walking is recorded with the accelerometers
within a mobile phone worn by the user.
Chang et al. [20] used accelerometers in
television remote controls to identify
individuals. Kale et al. [22] and Gafurov et al.
[21] used gait recognition to detect whether a
device is being used by the owner. Most of the
previous works in gait recognition are based
on machine vision techniques i.e they process
video or sequence of images to extract gait
patterns. We will refer this type of gait
recognition as vision based. Recently a new
direction in biometric gait recognition has
emerged [22], [23], [24]. Instead of camera, a
physical device is attached to the body for
collecting gait patterns. Nowadays every
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mobile and portable device contains built-in
accelerometer to record gait pattern. So there is
no need of attaching extra hardware in order to
collect gait pattern. Accelerometer-based gait
recognition was first proposed by Ailisto et al.
[25] and further developed by Gafurov [26].
They used high-quality dedicated
accelerometers which were placed on the hip,
arm or ankle to record the acceleration while
the subjects were walking. Only recently
researchers started to use mobile devices to
record the accelerometer data [27-30].

Feasible scenario of biometrics on mobile
phone

Biometric system operates in two modes:
identification mode and authentication mode.
Identification mode recognizes an individual
by searching sample of all users in database
for matching. So this mode performs one to
many comparisons. Authentication mode
validates a person’s identity by comparing
captured data with his/her own biometric
enrolled in database. So this mode performs
one to one comparison. Thus at very first stage
biometric operates in Authentication mode and
then it operates with identification mode.

Algorithm for Biometrics Identification

Stepl: Input user’s personal Information such
as name, age etc. as well as Account
information such as email address, password
etc.

Step 2: Let device operate in authentication
mode so that it can collect templates for
verification.

Step 3: Let device operate in identification
mode so that user verifies person’s identity
continuously.

Step 4: In continuous verification,
If match found
Then the device work as usual
And if match not found
Prompt user for other type of
verification such as PIN, Password

Step 5: If match not found in Step 4
Then Stop working of device until user
enter correct PIN or Password

Step 6: Repeat step 4 continuously

Obtrusive versus unobtrusive

Obtrusive Unobtrusive
It is noticeable by | It is not noticeable by
other persons | other persons because

because users have
to give their input
and require user

users input is not
required and it is
performed implicitly

attention.

Example include | Examples include Gait
PIN, Password, | recognition etc.
Pattern  matching,

iris matching

This method is not | This method is secure

secure because | because it  extracts
anyone can notice it. | person’s behavioral
characteristics.

Conclusion

To protect portable devices in normal scenario,
biometrics deal with high security because it
deals with person’s behavioral as well as
characteristics. So in this paper we discuss all
the possible methods for obtrusive as well as
unobtrusive authentication by using biometrics
of a person’s. This paper also discusses
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scenario, algorithm and comparison of these
two methods for biometrics authentication.
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