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ABSTRACT: Searchable symmetric encryption (SSE) has been extensively explored in cloud 
storage, enabling cloud services directly. Search for encrypted data. Most SSE solutions are only 
suitable for honest but curious cloud services and will not differ. Because storage outsourcing is 
not trusted, this assumption is not always true in practice. To address this issue, research has 
been conducted into Verifiable Searchable Symmetric Encryption (VSSE), which prevents and 
Realize cloud services by enabling performance confirmation. However, as far as we know, the 
applicability of the existing VSSE scheme is very limited. For example, it only supports static 
databases, requires a specific SSE structure, or works only in a single-user model. In the text 
propose GSSE, which is the first universal verifiable SSE scheme in the single-user multi-user 
model. This scheme can be anyone SSE program and additional support data update. To 
generally support confirmation of results, we first decouple the evidence index in the GSSE from 
SSE and Incremental Hash to build an evidence index with data update support. A timestamp 
chain has also been developed to maintain data freshness across multiple users. Careful analysis 
and experimental evaluation Shows that GSSE is secure and introduces a small amount of 
overhead for performance verification. 

Key words –GSSE, SSE, cloud, encryption, decryption, cloud server  

I INTRODUCTION 

In recent days, Cloud storage has become good entrant for organizations that suffer from 
resource limitation. Cloud computing is a procedure that surveys internet founded computing. 
The cloud computing method is used to lessen data organisation cost or time. In addition, 
cloud computing is used to store data that can be retrieved in remote areas. The most 
challenging task in the cloud is to ensure availability, integrity, and secure file transfer. The 
motivation for cloud computing was needed for complex intensive application run by large 
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scale organization like governments. Those organizations require more computational, 
network and storage resources then a single computer. Using cloud computing data 
possessors diffuse data concluded cloud servers to individual users. The use of cloud 
computing procedure affects the security of the transmission of data. The encryption or 
decryption procedures to transmit data safely through the cloud servers Data owners encrypt 
data using encryption algorithms or forward the data to the cloud servers.[15][17][19] After 
encryption, the data is diffused to cloud attendants where data cannot be accessed directly and 
diffused to the individual users using precise searching technique. The National Institute of 
Standards or Technology (NIST) proposed most famous definition of cloud computing. NIST 
tells us that cloud figuring is a model for allowing an on-demand network to contact a 
common variable computing resource pool that can be configured highly or unconfined with 
minimal organisation effort or interaction between service providers Due to factors such as 
unreliable services and malicious attacks from hackers, recent developments in cloud 
computing have added value over data security. Recently, major cloud infrastructure 
providers have reported many cases of server damage. Data leaks from important cloud 
services also occur from time to time. In addition, cloud service providers actively control 
customer data for various motives. From the customer's perspective, the cloud is therefore 
neither secure nor reliable.[12][11] Without strong security, privacy and reliability 
guarantees, despite financial savings and service flexibility, it is difficult to expect cloud 
customers to deliver their data rights to cloud servers. Since last few years, cloud computing 
has made a speedy development. Cloud figuring provides users with a wide choice of 
incomes via the Internet, such as computing power, computer platforms, storage, or requests. 
The largest cloud providers in recent market section include Amazon, Google, IBM, 
Microsoft, sales teams, etc. As more and more companies take advantage of using resources 
in cloud, it is necessary to defend data from dissimilar users. Some of the biggest challenges 
facing cloud subtracting are the protection, protection or processing of data belonging to 
users' property. Below we describe the two main modes for storing data in cloud: when data is 
active (transmitted), and when data is static, people expect the data to be more protected in it. 
The following are two main scenarios we focus on to recognise security of data in 
cloud.[1][3] 

 

II RELATED WORK 

In this article, the author has used extensive research to conclude that the safety and privacy of 
physical, environmental and virtual security is the responsibility of the seller. This article argues 
that organizations can control the three major phases of physical, logical, and business processes to 
address central threats, cyber security and internal security. The author proposes an automated 
management plan that aims to address security concerns in the calculation of threat threats by 
establishing relationships between CSPs based on existing attacks. The author also recommends 
that users should be responsible for ensuring security of data center in the cloud, enforcing policy 
monitoring, improving users' understanding of security practices. Extending, resolving disputes, 
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managing legal matters, evaluating capabilities and providing solutions. we talked about purpose of 
this emerging cloud-based technology, which provides common sources and services for lower 
prices and software when using cloud services, and some security issues. In addition, while 
emphasizing the multi-tasking, the CSA's cloud-based data security issues were also addressed. The 
authors conclude that security issues with cloud computing can be mitigated by modifying or 
designing a proprietary architecture for many cloud applications [3][8][10]  

Than MyoZaw et.al (2019) a database is a collection of organized data. Although there are various 
types of technologies (such as encryption and electronic signature) that can be used to protect data 
during cross-site transmission. Data protection refers to the common procedures used to defender 
safeguard data or data management software against illegal use or threats or malicious occurrences. 
In this article, we create 6 different ways to store and retrieve data information in a safe and 
efficient way in a more secure way. Discretion, integrity or accessibility (also known as three-in-
one CIA) are models designed to guide information intelligence policies. There are many 
encryption technologies available, and ECC is one of the most powerful. Users want to store or 
request data, and users need to be verified. The verified user will receive the key of the main 
generator, and then the data must be encrypted or decrypted into database. Each key is stored in a 
large generator or retrieved from the key generator. Use 256-bit AES for high-level extraction, 
column-level theft, and component level analysis in database. The next 2 methods are to use 521-bit 
ECC encryption and signalling to encrypt high-level encryption or high-level encryption in the field 
using 256-bit AES encryption keys. The last technique is safest method in this article. This method 
uses AES and ECC encryption for component-level encryption to ensure confidentiality and uses 
ECC signatures for each component in database to ensure authenticity. In addition to translating 
data at interruptions, it is also significant to ensure that personal data is converted during network 
traffic to prevent database signatures. The advantage of the element level is difficult to attack, 
because attacker key will lose only one element. Loss requires thousands of keys to manage.[1] 

Feng Shengwu et al. (2018), the level of information security in the cloud computing environment 
directly affects the data protection issues of users. Using an encryption algorithm with its unique 
features can compensate for the errors caused by relying on security software security strategies, 
further convincing them Difficulties and challenges in protecting information. By examining the 
basic concepts of elliptic curve encryption algorithm, the encryption algorithm curve based on 
cloud data protection technology creates a more efficient way to ensure the performance of 
available systems. safe and effective, and conducts security testing. Built with Matlab 9 software. 
The outcomes show that cloud-based encryption knowledge based on the ECC algorithm has high 
security or speed, or can effectively protect safety and security of cloud data.[2] 

 

III PROPOSED SYSTEM 

Design a generic verifiable SSE scheme that enables verifiable searches on the three-party 
model. In particular, the scheme should satisfy the following privacy and efficiency 
requirements: 1) Confidentiality: The confidentiality of data and keywords is the most important 
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privacy requirements in SSE. It ensures that users’ plaintext data and keywords cannot be 
revealed by any unauthorized parties, and an adversary cannot learn any useful information about 
files and keywords through the proof index and update tokens used in GSSE. 2) Verifiability: A 
verifiable SSE scheme should be able to verify the freshness and integrity of the search results 
for users. 3) Efficiency: A verifiable SSE scheme should achieve sub linear computational 
complexity 

The data owner first citations keywords of each article or build a keyword directory. He/she 
encrypts papers as well as keyword index. The data owner blocks the file and password folders 
locked in the cloud. Data users can obtain individual results, evidence or key credentials in 
public, and they or others can verify the accuracy, reliability and validity of the search results 
without decryption. The advantage of a cloud computing equity service is that it provides reliable 
returns on investment, but the losses are even greater. Compared to traditional computer 
technology, cloud computing has various advantages. Cloud computing provides customers with 
supercomputing and high-end devices at affordable prices 

We aim to develop a verifiable SSE scheme, i.e., GSSE, that allows the index used for search 
result verification to be separated from the one used for the SSE operations. Therefore, GSSE is 
decoupled from the existing SSE schemes. In particular, data owner will builds an encrypted 
index based on the Merkle Patricia Tree (MPT) and upload it to cloud services, which enables 
data users to verify the integrity of search results. Meanwhile, data owner will also upload a 
timestamp-chain based on the root of MPT to ensure data freshness across multiple users. GSSE 
is defined as follows. Definition 3 (GSSE Scheme). In a GSSE scheme, there are three parties, 
i.e., data owners, authenticated users and an untrusted server. A data owner provides a proof 
index and an authenticator to the untrusted server such that it allows the server to provide a proof 
of the search result and authenticators for the authenticated users to ensure the integrity and 
freshness of the SSE search results.  

. 
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Fig.1   Proposed architecture diagram 

IV MODULES DESCRIPTION 

Registration: This is the process of registering or registering to cloud. To take benefit of cloud 
documents, all data owners and data users must register. During this process, your basic 
information (such as email, contacts, etc.) will be collected and stored in the cloud. During the 
registration process, a particular user's cloud ID is generated automatically. 

Cloud ID: Each user must produce a Cloud ID or use it to classify an identifier with near 
security. The identifier does not repeat the identifiers that have been or will be twisted to identify 
other identifiers. Therefore, the information marked with Cloud ID by liberated parties can later 
be collective into a single folder or transmitted on same channel without the need to tenacity 
struggles among identifiers 

Data Owner: Data Owner extracts keywords of each article or also figures a keyword Index. 
Data Owner encrypts documents r keyword Index using a key and outsources in Cloud.Data 
Owner provides the Public Verification Key and Proof Index to the Data User via Cloud for 
document verification. Data Owner is the only authorized person to add, modify, or delete the 
document(s) from the cloud. 

Cloud Service Provider: The cloud service provider can see all uploaded or transferred 
documents in cloud. CSP obtains document request from the data user, verifies identity before 
granting permission, and then CSP executes query or revenues encrypted document based on 
search token, or also returns document with other evidence on document to confirm search 
results. 

Select 
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Public Verification Key: Public verification key is a safety quantity planned to make sure that 
your document outsourced in cloud doesn't get hacked.  By confirming public key, the Data 
Owner and the Data User adding added cover of defence to documents or files in the cloud by 
authorising each other’s identities. 

Data User: Data User send a appeal to the cloud server.After request granted from the Cloud, 
the Data User receiving the Public Verification Key from the Cloud generated by Data Owner. 
The Data User now decrypts and downloads the encrypted documents, after verifying with the 
Public Verification Key. After receiving verification from cloud, the data user will download the 
file within a particular time limit. 

Verification with Proof Index: It is a proof generating system for verifying cloud search by 
Public Verification Key; here data users or others can confirm accuracy of search result by 
Verification key 

 

 
Fig.2 Registration 
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Fig.3 Upload file 

 
Fig.4  File updation  
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Fig.5  Upload data 

 

 
Fig .6 Search Keywords for Upload File 



  International Journal of Research 

  

p-ISSN: 2348-6848 

e-ISSN: 2348-795X 

Volume 08 Issue 03 

March 2021 

 

P a g e  | 9 
 
 

Fig.7 Upload File And Search Keywords 

 
Fig.8  Signup  
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Fig .9 Search File 

 
Fig.10 Cloud Server 
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Fig .11 Cloud Server Grant Revoke 

 

Fig.12 Authentication 
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Fig 13 Data User – Received Public verification Key from CSP 

 
Fig 14 Cloud Server 

In this work, we focus on the problem of verifiable searchable encryption under a multi-user 
setting. A GSSE scheme is proposed which can support verifiability of search result even when 
both the data owner. The experimental results denote that our scheme can achieve security goals 
for data owner-server collusion while maintaining a comparable performance. 

Table 1 Comparison Table with Existing Technique 

 Previous Work  Proposed Work  

Technique Multi-Key 
Searchable 
Encryption 

GSSE 
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(MKSE) 

Language  Java language Java language 

Searching for 
documents  

Token Gen phase Keyword 
generation  

Time  1400ns 2 sec  

 

 

V CONCLUSION  

Even cloud computing offers many benefits to users, but due to safety issues, many users are still 
reluctant to use it or service providers may also encounter unauthorized access issues. Therefore, 
we propose a new framework by combining encryption and disguise technologies to address 
issues related to users and service providers. Before sending data via Cloud encryption, it can 
provide security for data converted in the network so that the users can ensure the discretion of 
their data. We suggest a secure storing server that can track user keys and hash values for 
documents uploaded by the server. For cloud providers, an effective disguise technique is 
proposed through which the client's secret information (such as passwords, contact information, 
etc.) is not controlled by a third party. The steps of the algorithm are also determined to ensure 
that the operation works efficiently. More and more people and communications companies are 
integrating data into remote servers or reducing problem of storing and maintaining local data. 
Uncertainty as to how to ensure security in the external computer environment has led to security 
issues such as authentication, licensing, existence, trust, confidentiality and anonymity. In this 
article, we focus on privacy, security and access to the cloud computing environment. While 
cloud security services can be well-designed and succeeded by experts, they can provide 
effective organisation or threat valuation services. Though, threats we are discussing here show 
that the implementation of present security mechanisms in the cloud should be carefully 
considered. In order to accelerate the development of cloud computing, many improvements to 
existing mechanics are needed, and new innovation systems need to be established. we plan to 
cover the planned work to other parts of cloud. Cloud computing brings various tasks for 
structure or submission developers, engineers, system administrators and service providers.  
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