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Abstract—

Current processor architectures are advances as the
technology swifts to new dimensional era, as
performance optimization is one of the key factor and
to attain this up to the market demands modern
processors have resources like non blocking and
pipelined caches along with hold up for content pre
fetching. On the other hand, some of these features
accidentally frustrate cautiously considered attacks on
cryptographic and security algorithms. The attacks fit
in to the category of side channel attacks wherein
slight leakage of information through side channels
such as power and timing can be demoralized to
negotiate secret keys in susceptible applications. This
paper further expands and modifies the current work
in the field of cache-based side channel attacks
targeting the software and hardware implementation
of side channel attacks. With this document, we have
proposed a simulation model to identify the attack on
Public key and Private Key Cryptographic devices The
Verilog RTL description of proposed work is
successfully implement on Virtex -5 FPGA.

Index Terms —
Performance Optimization; Side Channel Attacks;
RTL Description ; Virtex -5 FPGA

INTRODUCTION

Side-channel attacks on cryptographic devices have been
explained practically against a variety of cryptographic
systems. Side-channel attacks uses the fact that in reality, a
cipher is not a pure mathematical function Ek[P] = C, but a
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function EK[P] = (C, t) where t is any supplementary
information produced by the physical execution. Public-key
cryptographic devices are susceptible to side-channel
attacks. As countermeasures, a number of protected
architectures based on linear and nonlinear detecting codes
were proposed. Linear codes provide protection only in
antagonism to primitive adversaries with defective attack
capabilities, on the other hand nonlinear codes provides
defense against strong adversaries, but at the price of high
area overhead (200% - 400%).The projected plan is a novel
side channel attacker modeling technique based on defense
methodology of a basic building block of many public-key
cryptographic devices which is under nonlinear code error
detection, Cryptographic devices are mainly suffers with
various side channel attacks includes for timing analysis,
power analysis and fault injection attacks. The current Deep
Sub Micron technology is flexible to introduce timing
attacks and power attacks but the probability to the
interloper are to introduce fault injection attacks over the
Cryptographic devices is becoming a new dispute to
identify and it must need to be model to enhance the
security for Cryptographic areas.

Since the multiplier which is a basic building block of all
cryptographic applications and it plays a crucial and critical
role in all major Cryptographic algorithms, and also as per
the design concerns it occupies much more area so as to
consumes more power therefore the multiplier design
parameters such as speed, area and power must count into
account for reliability issues of the Cryptographic devices
and thereby to encounter the side channel attacks. A variety
of multiplier architectures have been proposed for security
algorithms to guarantee the security of the devices, in this
regards various error detecting techniques are also
anticipated some of them are, linear arithmetic codes,
includes parity codes, Hamming codes, AN-codes etc. Non
linear arithmetic codes like, Robust Codes and Multi linear
arithmetic codes, each class has their advantages and
limitations, therefore an appropriate study and scrutiny is
required to select a suitable detection algorithm to model a
side channel attack especially in the case of advanced
cached based processor architecture.
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Usually multiplier consumes more design space when
physical design is concerned and also as the increased data
length results more consumption of chip area, the other
factor which affects the effectiveness of the multiplier is its
partial product, as a result there is a strong reason that
multiplier design for applications like Cryptography is
always serious issue. Hence there is a strong desire to get
good tradeoff between area, power and speed particularly
for Deep Sub Micron era.
DESIGN DEVELOPMENT

Because of Advent development of VLSI trends these days
we had encouraged with very high speed FPGA units which
makes them to sustain implementation of high speed
cryptographic applications and becomes sophisticated
environment for real time scientific applications. The
proposed architecture is designed with large amount of data
base and its controls so that it could accumulate more than
eight million test input data of each 64 bit. The suggested
design is implemented in verilog HDL and synthesized for
Xilinx virtex-5 device. The design is synthesized using
Xilinx 14.4 Vivado ISE tool

TABLE 1
SUMMARY OF DESIGN CONSIDERATIONS

Sno | Design consideration Selection
1 Compiler Xilinix14.4Vivado
2 | Programming Language | Verilog
3 | Standard Cryptography
4 | FPGA Virtex -5
5 | Interface USB

I. MODELING OF SIDE CHANNEL ATTACK ON
FPGA

As we are familiar that the cryptographic algorithm are
major dependable on AES(Advanced Encryption Standard),
before design discussion of the proposed method a brief
description of the cipher's properties that were utilized in
this study has to be discussed. This paper will spotlight
exclusively on AES with a 128 bit key. 192 and 256 bit
versions use a different key expansion algorithm and more
iteration. AES is an iterated cipher: Each round i takes a
16-byte block of input Xi and a 16-byte block of key
ingredient Ki, producing a 16-byte block of output Xi+I1.
Each round is carried out by computing the algebraic
calculations on Sub Bytes, Shift Rows, and Mix Columns
on Xi, then taking the exclusive-or with the round key Ki.
Computational based software implementations of AES
combine all above procedures and initially calculate the
values. The values are stored in large lookup tables, TO; T1;
T2; T3, each plotting one byte of input to four bytes of
output. Each round is carried out by splitting up Xi into 16

:; kil5. The encryption round is then carried out as shown
in the figurel.

X = {To[ry | & Thlzh | & Tofrlo] & Talzls] & (ko L ki Lk ks ),
Tolrl & Ty ] Talrly] @ Tlol | & {ky k5 kG K7 ),
Tolry | & T [wyg] & Talry | Tafay | & {kg ko, Kig, Ky b
TD[Iiz}" Ty [J‘i ] Tl[l‘tis I T3[l‘il] {Kia, ks, kig kis} )

Figurel: Encryption Rounds of Cryptographic
algorithm

The entire round calculation can be computed successfully
with a special king of encoding technique in software this
manner, with just up to 16 table lookups and 16 word-
lengths

x-or's the last round may not be computed Mix Column
technique since it might be immaterially be inverted by an
attacker and would apparently slow down hardware
implementations of Cache based processors and there by
Cryptographic Devices.

Side-channel attacks have been verified in opposition to
implementations of many cryptosystems, which includes
timing attacks, power supply attacks, injection of
electromagnetic radiation, etc. Public key algorithms have
proved the most susceptible to timing attacks because they
characteristically execute lengthy mathematical procedures,
and the corresponding execution time is a direct function of
the input data. And also lot of Cache based attacks are also
demonstrated with plenty of literature. Their attack requires
a very low (» 50) number of encryptions, but need physical
access to a machine's power supply. Cache access patterns
also cause timing variation, which can be used to construct a
timing attack against AES software devoid of direct
surveillance of the cache accesses. Which lead to a great
challenge especially at deep sub micron area of applications
like Electronic Gadgets, Smartphone and high speed super
computers, security systems etc.

PROPOSED ALGORITHM and ARCHITECTURE:

By considering all above mentioned principles the proposed
scheme whose execution is planned with the algorithm as
shown in the following figure2 and the
implementation structure is shown in the figure3.

relevant
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Figure2: Proposed Attacker model architecture
Front-End Modeling:

This phase of implementation contains the following stages
simulation using Xilinx 14.4 Vivado suite, synthesis using
Xilinx 14.4 XST and verifying on Virtex — 5 FPGA board.
The intention of attacker model on cache based processor
unit is to create a fully suggested VLSI architecture for
advanced processor architectures. The proposed architecture
has the above implementation diagram.

IDENTIFY THE ATTACK

DISPLAY THE PATTERN

Figure3: Proposed Algorithm

II. SIMULATION AND SYNTHESIS RESULTS

The Verilog RTL Description of the above article is
synthesized wusing Xilinx14.4 (ISE-
Simulator), various results are shown below, figure4 and
figureS shows the simulation output result before and after
applying attacker model.

simulated and

FigureS. Simulation output after attacker model

The synthesis results of proposed model are shown in
figure6 and the summary of synthesis report is listed in the
table2.

Figure6. Synthesized output
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The Synthesized report is summarized in the following
Table.

TABLE 2
SUMMARY OF SYNTHESIS REPORT
Sno Parameter Quantification
1 | Target Device xcS5vIx50t-2-ff1136
2 | Slice Logic utilization <9%
3 | Slice logic distribution 92%
4 | 10 utilization 47%
5 | Specific feature factor 3%
6 | Total logic delay 57.827 nS
7 | Total offset delay 57.827 nS
8 | Total path delay 5.401 nS
9 | Real time compilation 1140.00 S
10 | Total memory usage 351276 Kb

III. CONCLUSION

This paper analyzes the complete VLSI Hardware
modeling side channel attacks on modern processors for
cryptographic applications; this paper has realized with
Xilinx tools along with Virtex -5 FPGA such designs are
suggested to exhibits a competitive performance with
current work.
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