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Abstract:  

Evaluation of Captcha technologies towards  

prevention of phishing attacks as User 

Authentication Online guessing attacks, relay 

attacks and shoulder surfing attacks are 

handled,  where  Captcha as graphical 

passwords (CaRPS).  CaRPS is click-based 

graphical passwords it performs a sequence of 

clicks on an image is used to derive a 

password. Dynamic captcha challenge image 

is used for each login attempt in CaRPS. Text 

Captcha and image-recognition Captcha are 

used in CaRPS scheme where reCAPTCHA is 

built for security. Armed with state of the art 

technology, it always stays at the forefront of 

spam and abuse fighting trends it prevents 

form phishing attacks. reCAPTCHA is on 

guard for you, so you can rest easy and 

evaluates a broad range of cues that 

distinguish humans from bots provides an 

unparalleled view into abusive activity on the 

internet. 

Key terms: reCAPTCHA; Graphical 

Passwords; Captcha as Graphical Password 

Scheme (Carps); phishing attacks. 

 

I. INTRODUCTION: 

The majority of the clients are attempting to 

sign up for a free email administration offered 

via Gmail or Yahoo. Before you can submit 

your application, you first need to breeze 

through a test. It's not a hard test - truth be  

 

told, that is the point. For you, the test ought to 

be basic and clear. However for a computer, 

the test ought to be practically difficult to 

solve. This kind of test is a CAPTCHA. 

They're otherwise called a kind of Human 

Interaction Proof (HIP). You've likely seen 

CAPTCHA tests on loads of Web sites. 

CAPTCHAs are short for Completely 

Automated Public Turing test to distinguish 

Computers and Humans One from the other. 

The expression "CAPTCHA" was begat in 

2000 by Luis Von Ahn, Manuel Blum, and 

Nicholas J. Container (all of Carnegie Mellon 

University, and John Langford (then of IBM). 

They are test reaction tests to guarantee that 

the clients are surely human. The motivation 

behind a CAPTCHA is to square structure 

entries from spam bots – robotized scripts that 

reap email addresses from freely accessible 

web structures. A typical sort of CAPTCHA 

utilized on most sites requires the clients to 

enter the series of characters that show up in a 

contorted structure on the screen.  

CAPTCHAs are utilized due to the way that it 

is troublesome for the COMPUTERs to 

concentrate the content from such a misshaped 

picture, while it is moderately simple for a 

human to comprehend the content taken cover 

behind the bends. Subsequently, the right 

reaction to a CAPTCHA test is accepted to 

originate from a human and the client is 

allowed into the website. Why would anybody 

need to make a test that can differentiate 

people and COMPUTERs one from the other? 

This is a direct result of individuals attempting 
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to amusement the framework - they need to 

adventure shortcomings in the COMPUTERs 

running the site. While these people most 

likely make up a minority of all the individuals 

on the Internet, their activities can influence a 

large number of clients and Web locales. Case 

in point, a free email administration may end 

up besieged by record demands from a 

robotized system. That robotized system could 

be a piece of a bigger endeavor to convey 

spam mail to a large number of individuals. 

The CAPTCHA test aides distinguish which 

clients are genuine individuals and which ones 

are COMPUTER programs. Spammers are 

always attempting to assemble calculations 

that read the mutilated content effectively. So 

solid CAPTCHAs must be planned and 

fabricated so that the endeavors of the 

spammers  

 

Fig1. Different kinds of character-based CAPTCHA with different level of distortion 

To counter different disadvantages of the 

current executions, specialists at CMU built 

up an overhauled CAPTCHA suitably called 

the reCAPTCHA. Around 200 million 

CAPTCHAs are tackled by people as far and 

wide as possible consistently. In each one 

case, around ten seconds of human time are 

being spent. Separately, that is not a ton of 

time, however in total these little riddles 

expend more than 150,000 hours of work 

every day. Consider the possibility that we 

could make positive utilization of this human 

exertion. reCAPTCHA does precisely that by 

directing the exertion spent explaining 

CAPTCHAs online into "perusing" books. To 

document human learning and to make data 

more available to the world, different tasks are 

at present digitizing physical books that were 

composed before the Computer age. The book 

pages are by and large photographically 

examined, and afterward changed into content 

utilizing "Optical Character Recognition" 

(OCR). The change into content is helpful on 

the grounds that checking a book produces 

pictures, which are hard to store on little 

gadgets, extravagant to download, and can't be 

looked. The issue is that OCR is not perfect 

.reCAPTCHA enhances the procedure of 

digitizing books by sending words that can't 

be perused by Computers to the Web as 

CAPTCHAs for people to interpret. All the 

more particularly, each one saying that can't 

be perused effectively by OCR is set on a 

picture and utilized as a CAPTCHA. This is 

conceivable on the grounds that most OCR 

projects alarm you when an expression can't 

be perused accurately.  

At the same time if a Computer can't read 

such a CAPTCHA, how does the framework 

know the right response to the riddle? Here's 

the way: Each new word that can't be perused 

accurately by OCR is given to a client in 
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conjunction with an alternate word for which 

the answer is now known. The framework 

then gives the new picture to various other 

individuals to focus, with higher certainty, 

whether the first answer was correct. 

Currently, reCAPTCHA is utilized in 

digitizing books as a component of the Google 

Books Project. 

1.1. reCAPTCHA  

It is a free administration to shield your site 

from spam and abuse. reCAPTCHA utilizes a 

propelled danger investigation motor and 

versatile CAPTCHAs to keep computerized 

programming from taking part in oppressive 

exercises on your site. It does this while 

letting your legitimate clients pass through 

with ease.reCAPTCHA offers more than 

simply spam security. Each time our 

CAPTCHAs are settled, that human exertion 

aides digitize content, comment pictures, and 

assemble machine learning datasets. This 

thusly helps protect books, enhance maps, and 

take care of hard AI issues. reCAPTCHA is 

assembled for security. Furnished with cutting 

edge innovation, it generally stays at the front 

line of spam and misuse battling patterns. 

reCAPTCHA is alert for you, so you can sit 

back and relax. reCAPTCHA doesn't depend 

singularly on content bends to divided man 

from machines. Rather it uses propelled 

danger investigation procedures, considering 

the client's whole engagement with the 

CAPTCHA, and assesses an expansive scope 

of prompts that recognize people from bots. 

reCAPTCHA is the most broadly utilized 

CAPTCHA supplier as a part of the world. It 

gives an unparalleled perspective into 

oppressive movement on the web. So terrible 

gentlemen can't stow away. reCAPTCHA 

knows when to be hard to keep the bots under 

control. 

 

Fig 2.ReCAPTCHA  

II.MODE OF PHISHING ATTACKS 

Phishing is the act of attempting to gain access 

to personal information such as usernames, 

passwords and bank details by masquerading 

as a trustworthy entity.  A phisher utilises 

electronic communications that are falsified to 

purport from popular legitimate companies to 

include social websites, auction sites, online 

payment processors or IT administrators; all 

are commonly used to lure the unsuspecting 

public to share their private information. 

Phishing attacks occur more commonly by 

social engineering and technical trickery to 

steal consumers‟ personal identity data and 

financial account credentials.   These however 

are not the only ways phishers can launch an 

attack on unsuspecting victims and other 

phishing methods can include the following:   

 Phone Phishing  ‐  Hackers can make calls 

disguising themselves as a person‟s bank 

using automated calling for example.  The 

recording mentions it is an automated call 

stating a mandatory verification is required, 

requesting them to enter their personal details 

including account numbers and possibly even 

a pin number which should never be 

disclosed.  

Wi‐Fi Hotspots – This method is commonly 

called „Evil Twin„; an attacker fools a wireless 

user into connecting their mobile device to a 

tainted hotspot disguised as a legitimate 

provider.  In actual fact the hotspot was setup 

for the hacker to eavesdrop on the 

unsuspecting victims personal details. 
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By Using Phone Apps ‐ Even the latest Smart 

phones are not fully secure.    Application 

programming interfaces (API) and 

applications can be used to fool 

customers.    Android free market provides 

lots of free applications developed by 

individual users worldwide and some fake 

look‐a‐like applications easily fool customers. 

Tabnabbing  ‐ This is one of the more recent 

types of phishing that takes advantage of 

people who have multiple tabs open at any 

one time.  Phishers misuse this tendency to 

retrieve information of their popular websites 

through cookies.    The hacker then plays with 

small favicons and creates a look‐alike page of 

the original website, asking for login 

credentials compromising their accounts. 

Social Engineering – The art of manipulating 

people into performing actions or divulging 

confidential information.   While it is similar 

to a confidence trick or simple fraud, it is 

typically trickery or deception for the purpose 

of information gathering, fraud, or computer 

system access. In most cases the attacker 

never comes face‐to‐face with the victims. 

Technical Subterfuge/Pharming – This 

scheme plants crimeware onto PCs to steal 

credentials directly, often using Trojan 

keylogging spyware.    The pharming 

crimeware misdirects users to fraudulent sites 

or proxy servers, typically through Domain 

Name System (DNS) hijacking or 

“poisoning.”    Phishers generally lure 

unsuspecting Internet users to fake websites 

by using authentic looking emails in an 

attempt to steal passwords, financial and/or 

personal information, or even to introduce 

virus attacks.   

HOW DOES PHISHING WORK?  

Phishing scams are set up to look as legitimate 

and as genuine as possible by creating an 

email and web page that is almost identical to 

an official email and website of a trusted 

organisation, or by injecting untrusted data 

within an existing authentic website.  The 

email sent by the phishers will include a link 

to what appears to be an “official” website, 

which is actually a fake site operated by the 

attacker.  Once you have visited this website, 

any information you enter on the web page 

will be collected by the phisher and may be 

used fraudulently for whatever purpose the 

phisher has in mind.   

 From beginning to end, the process involves:  

Planning – A phisher decides which business 

to target and determines how to obtain email 

addresses for the customers of that business. 

They often use the same mass‐mailing and 

address collection techniques as spammers 

Setup ‐ Once they know which business to 

spoof and who their victims are, the phisher 

creates methods for delivering the message 

and collecting the data.    Most often, this 

involves email addresses and a web page.  

 Attack ‐ This is the step people are most 

familiar with  the phisher sends a phony 

message that appears to be from a reputable 

source.   

Collection – The phisher records the 

information victims enter into web pages or 

popup windows.  Identity Theft and 

Fraud  ‐  The phisher uses the information 

they've gathered to make illegal purchases, or 

otherwise commit fraud. Source: Information 

Week. If a phisher wishes to coordinate other 

attacks, he will evaluate the successes and 

failures of the completed scam and begin the 

cycle again.    Phishing scams often take 

advantage of software and security 

weaknesses on both the client and server 

sides, but even the most high‐ tech phishing 

scams work like old‐fashioned con jobs, in 

which a hustler convinces his mark that he‟s 

reliable and trustworthy.   
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III. CAPTCHA AS GRAPHICAL 

PASSWORD SCHEME (CaRPS): 
Another picture is produced for each login 

endeavor, actually for the same client. CaRPS 

utilize a letter set of visual items to create a 

CaRPS picture, which is likewise a Captcha 

challenge. A real contrast between CaRPS 

pictures and Captcha pictures is that all the 

visual protests in the letter set ought to show 

up in a CaRPS picture to permit a client to 

include any watchword yet not so much in a 

Captcha picture. CaRPS plans are clicked-

based graphical passwords. As indicated by 

the memory errands in remembering and 

entering a secret word, CaRPS plans can be 

grouped into two classes: distinguishment and 

another classification, distinguishment review, 

which obliges perceiving a picture and 

utilizing the perceived protests as prompts to 

enter a watchword [7]. Recognition recall 

joins the errands of both distinguishment and 

signaled review and holds both the 

distinguishment based playing point of being 

simple for human memory and the prompted 

review preference of a vast secret key space. 

Excellent CaRPS plans of each one sort will 

be displayed later.  

Changing over Captcha to CaRPS: on a 

basic level, any visual Captcha plan depending 

on perceiving two or more predefined sorts of 

articles can be changed over to a CaRPS. All 

content Captcha plans and most IRCs meet 

this prerequisite. Those IRCs that depend on 

perceiving a solitary predefined kind of items 

can likewise be changed over to CaRPSs by 

and large by including more sorts of articles 

[11]. By and by, transformation of a particular 

Captcha plan to a CaRPS conspire normally 

obliges a case by contextual investigation, so 

as to guarantee both security and ease of use. 

We will show a few CaRPSs based on top of 

content and picture distinguishment Captcha 

plans. A few IRCs depend on recognizing 

protests whose sorts are not predefined. An 

average sample is Crotch which depends on 

connection based item distinguishment 

wherein the article to be perceived can be of 

any sort. These IRCs can't be changed over 

into CaRPS since a set of predefined article 

sorts is fundamental for building a secret key.  

Client Authentication with CaRPS 

Schemes: Like other graphical passwords, we 

accept that CaRPS plans are utilized with 

extra security, for example, secure channels in 

the middle of customers and the confirmation 

server through Transport Layer Security 

(TLS). A commonplace approach to apply 

CaRPS conspires in client validation is as per 

the following [10]. The validation server AS 

stores a salt s and a hash esteem H(ρ, s) for 

every client ID, where ρ is the watchword of 

the record and not put away. A CaRPS secret 

key is a grouping of visual article IDs or 

clickable-purposes of visual articles that the 

client chooses. After getting a login demand, 

AS produces a CaRPS picture, records the 

areas of the articles in the picture, and sends 

the picture to the client to click her secret 

word. The directions of the clicked focuses are 

recorded and sent to the client ID. AS maps 

the got coordinates onto the CaRPS picture, 

and recuperates a grouping of visual item IDs 

or clickable purposes of visual articles, ρ, that 

the client clicked on the picture. At that point 

AS recovers salt s of the record, figures the 

hash estimation of ρ' with the salt, and 

contrasts the outcome and the hash worth put 

away for the record. Verification succeeds just 

if the two hash qualities match. This 

methodology is known as the fundamental 

CaRPS confirmation. Propelled confirmation 

with CaRPS challenge-reaction will be 

exhibited. We accept in the accompanying that 

CaRPS is utilized with the fundamental 

CaRPS verification unless unequivocally 

expressed something else. To recuperate a 

secret word effectively, every client clicked 

point must fit in with a solitary item or a 

clickable point of an article. Questions in a 

CaRPS picture may cover marginally with 
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neighboring items to oppose division. Clients 

ought not click inside a covering district to 

stay away from equivocalness in recognizing 

the clicked article. This is not a convenience 

concern practically speaking since covering 

ranges by and large take a modest segment of 

an article.  

Client Authentication utilizing Visual 

Verification Mechanism: The CaRPS plan is 

upgraded with quality investigation and 

security characteristics. Example based 

assaults are taken care of with Color and 

Spatial examples. Pixel hues in click focuses 

are considered in the shading example 

examination model. Pixel area examples are 

considered in the spatial example investigation 

model. Lexicon assaults and transmission 

assaults taking care of procedure is likewise 

enhanced with high security. Secret word 

security level appraisal instrument is utilized 

as a part of the graphical watchword 

development process. Cryptography (RSA) 

and information trustworthiness (SHA) plans 

are likewise coordinated with the framework 

to enhance the security level in online 

applications. CAPTCHA and graphical secret 

word plans are utilized for the client validation 

process. Pixel physical and spatial properties 

are utilized as a part of the quality 

examination process. Transmission security is 

enhanced with trustworthiness check 

instruments. The framework is partitioned into 

six noteworthy modules. They are CaRPS 

with Text CAPTCHA, verification server, 

CaRPS with picture Recognition CAPTCHA, 

design examination, assault handler and 

upgraded CaRPS plan. Character succession 

determination is utilized as a part of CaRPS 

with Text CAPTCHA plan. The verification 

server is intended to oversee and confirm the 

client accounts. A carp with Image 

Recognition CAPTCHA plan utilizes the 

distinguishment and review system with 

picture objects. The shading and spatial 

examples are investigated under the example 

examination module. The registry and 

shoulder surfing assaults are taken care of 

under assault handler module. Upgraded 

CaRPS Scheme incorporates the security and 

assault control instrument for client validation 

proc 

reCAPTCHA protects and defends: 

reCAPTCHA is built for security. Furnished 

with cutting edge innovation, it generally stays 

at the front line of spam and misuse battling 

patterns. reCAPTCHA is wary for you, so you 

can breathe a sigh of relief.  

Not just distorted text: reCAPTCHA doesn‟t 

depend solely on text distortions to separate 

man from machines. Rather it uses advanced 

risk analysis techniques, considering the 

user‟s entire engagement with the CAPTCHA, 

and evaluates a broad range of cues that 

distinguish humans from bots. 

Bots Beware: reCAPTCHA is the most 

broadly utilized CAPTCHA supplier as a part 

of the world. Our wide introduced distributer 

base gives an unparalleled perspective into 

injurious action on the web. So terrible 

fellows can't stow away. reCAPTCHA knows 

when to be difficult to keep the bots under 

control. 

IV.PREVENTION OF PHISHING 

ATTACKS BY CAPTCHA 

TECHNOLOGIES 

PHISHING PREVENTION Websites used for 

phishing are detected by analyzing end user 

confidential data submission statistics. A 

central process such as Google bots receives 

data indicating confidential information 

submitted to websites from a plurality of user 

computers. The received data is aggregated 

and analyzed, for example through statistical 

profiling. Through the analysis of the 

aggregated data, anomalous behavior 

concerning submission of confidential 

information to websites is detected, such as an 

unexpected, rapid increase in the amount of 
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confidential information submitted to a given 

website. Such anomalous behavior indicates 

that the website is being used for phishing. 

Responsive to detecting the anomalous 

behavior, further action is taken to protect 

users from submitting confidential 

information to that website. For example, an 

alert can be sent to an appropriate party or 

automated system, a protective measure 

against the site can be published, the site can 

be added to a blacklist, or a procedure to have 

the site shut down can be initiated. 

 

Fig 3.Example of a warning message from an 

unsafe site 

Use a Strong Authentication Mechanism by 

Captcha technologies on all payment 

processing systems. This would include text 

with graphical password  means combinations 

with text and graphical image, ,only human 

being can understand this kind of passwords 

,it need to recall for data accessing,    An 

attacker will be unable to copy and reuse 

strong authentication such as Text Captcha 

and image-recognition Captcha are used in 

CaRPS scheme where reCAPTCHA is built 

for security. 

V.APPLICATIONS  

reCAPTCHA are used in various Web 

applications to identify human users and to 

restrict access to them. Some of them are: 

Help Everyone, Everywhere - One Captcha 

At a Time: A large number of CAPTCHAs 

are settled by individuals consistently. 

reCAPTCHA makes positive utilization of this 

human exertion by directing the time spent 

fathoming CAPTCHAs into digitizing content, 

expounding pictures, building machine 

learning datasets. This thusly helps protect 

books, enhance maps, and take care of hard AI 

issues.  

Top a Bot Improve a Map: reCAPTCHA 

enhances our insight into the physical world 

by making CAPTCHAs out of content 

unmistakable on Street View symbolism. As 

individuals check the content in these 

CAPTCHAs, this data is utilized to make 

Google Maps more exact and complete. So in 

case you're a Google Maps client, your 

experience (and everybody else's) will be far 

superior.  

Stop Bot Build a Bot: reCAPTCHA helps 

take care of hard issues in Artificial 

Intelligence. Fantastic human named pictures 

are accumulated into datasets that can be 

utilized to prepare Machine Learning 

frameworks. Research groups advantage from 

such endeavors that help manufacture the up 

and coming era of notable Artificial 

Intelligence arrangements.  

Stop a Bot save a Book: reCAPTCHA 

digitizes books by transforming words that 

can't be perused by Computers into 

CAPTCHAs for individuals to unravel. Word 

by word, a book is digitized and safeguarded 

online for individuals to discover and read. 

And likewise shielding from different online 

Polls, Protecting web Registration, Peventing 

remark spam, search motor bots, E-Ticketing, 

Preventing Dictionary Attacks  

VI.CONCLUSION: 

In this paper we address phishing attacks this 

are so common because it can attack globally 

and capture and store the users confidential 
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information. This information is used by the 

attackers which are indirectly involved in the 

phishing process. Phishing websites as well as 

human users can be easily identified using our 

proposed Captcha Technologies “as graphical 

passwords (CaRPS).  CaRPS is click-based 

graphical passwords it performs a sequence of 

clicks on an image is used to derive a 

password. Dynamic captcha challenge image 

is used for each login attempt in CaRPS. Text 

Captcha and image-recognition Captcha are 

used in CaRPS scheme where reCAPTCHA is 

built for security. The proposed methodology 

is also useful to prevent the attacks of 

phishing websites on financial web portal, 

banking portal, online shopping market.  
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