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Abstract:  

Data hiding may be a powerful idea in pc 

security that facilitates the secure transmission 

data over insecure channel by concealing the 

initial information into another cover media, 

Where as text information concealing is kind of 

a development in computer security 

applications, image concealing is gaining 

speedy popularity due to its prevailing 

applications as a picture is a lot of controlling 

to contain helpful info. during this paper, we've 

got carefully investigated the idea of 

Steganography by incorporating image hiding 

among another image with a secure structural 

digital signature framework. Our projected 

work includes the initial image preprocessing 

tasks through filtering of the host image 

followed by embedding of the key image and 

outline of the image information among the host 

image. Later, the stego image is given as 

associate degree input to the digital signature 

framework by that we will ensure the secure, 

authentic and error-free transmission over 

wireless channel of our secret information. The 

promising experimental results recommend the 

potential of this framework. 
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1. Introduction 

Steganography is the art and science of writing 

hidden messages in such a way that no one, 

apart from the sender and intended recipient, 

suspects the existence of the message, a form of 

security through obscurity. The word 

steganography is of Greek origin and means  

 

"concealed writing" from the Greek words 

stegano meaning "covered or protected", and 

graphy meaning "writing". A steganography 

technique that uses images as the cover media is 

called an image steganography. The applications 

of using steganography concept for hiding 

images play an important role in several fields 

such as military or intelligence for setting 

communications between the concerned agents. 

In the mentioned fields, the transmission of 

secure messages in terms of images is very 

frequent. The purpose of using steganography in 

this perspective is to avoid unwanted attention 

to the transmission of the secret information 

[1][3]. The procedure of steganoraphy includes 

embedding the secret message in a cover media 

such as image, video, audio, text etc. with a 

secret key and the extraction of the original 

secret message at the other end after the 

transmission is complete [2][3]. The secret 

message is the information that we intend to 

hide for avoiding unnecessary manipulation by 

third parties during transmission.    

   The transmission of digital color images 

often suffer from data redundancy which 

requires a huge storage space. In order to reduce 

the transmission and storage cost, the 

compression of image is carried out for 

lowering the number of possible colors in the 

image. This, in turn, reduces the image size 

to a greater extent. In this regard, color 

quantization can be carried out which 

approximates the original pixels of the secret 

image with their nearest representative colors 

and thus reduces the number of possible colors. 

This approximation intent to keep the image 
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quality as much as possible so that the visual 

similarity between the original and the 

optimized image is kept [5]. 

 

2. Image Steganography 

A steganography technique that uses images as 

the cover media is called an image 

steganography. Hiding secret messages in 

digital images is the most widely used method 

as it can take advantage of the limited power of 

the human visual system (HVS) and also 

because images have a large amount of 

redundant information that can be used to hide a 

secret message.  

The most widely used technique today is hiding 

of secret messages into a digital image. This 

steganography technique exploits the weakness 

of the human visual system (HVS). HVS cannot 

detect the variation in luminance of color 

vectors at collection of color pixels. The 

individual pixels can be represented by their 

optical higher frequency side of the visual 

spectrum. A picture can be represented by a 

characteristics like brightness, chroma etc. Each 

of these characteristics can be digitally 

expressed in terms of 1s and 0s [7]. 

 

2.1 Image Steganography Classifications  

Generally image steganography is categorized 

in following aspects [8]  

High Capacity: Maximum size of information 

can be embedded into image.  

Perceptual Transparency: After hiding 

process into cover image, perceptual quality will 

be degraded into stego-image as compare to 

cover-image.  

Robustness: After embedding, data should stay 

intact if stego-image goes into some 

transformation such as cropping, scaling, 

filtering and addition of noise.  

Temper Resistance: It should be difficult to 

alter the message once it has been embedded 

into stego-image. 

 

3. Least Significant Bit Substitution 
LSB Coding the simplest approach to hiding 

data within an image file is called least 

significant bit (LSB) insertion. In this method, 

take the binary representation of the hidden data 

and overwrite the LSB of each byte within the 

cover image. LSB replacement steganography 

flips the last bit of each of the data values to 

reflect the message that needs to be hidden. 

Consider an 8-bit grayscale bitmap image where 

each pixel is stored as a byte representing a 

grayscale value. If it is using 24-bit color, the 

amount of change will be minimal and 

indiscernible to the human eye [17]. 

 

4. DIGITAL SIGNATURE 

The concept of digital signature is very 

fascinating in a sense that it authenticates the 

sender and also checks for the accuracy of the 

transmitted data. The robust nature of digital 

signature is contributing to a great extent in 

applications of computer security related tasks 

[19]. The concept of structure-based image 

authentication arises from the increasing need 

for trustworthy digital multimedia data in 

various fields such as commerce, industry, 

defense, etc. Images became popular in the past 

few years partly because of their efficiency of 

manipulation. An Editing or modifying the 

content of a digital image can be done easily 

with huge efficiency which is not desirable at all 

while performing secure transmission. To 

ensure the credibility and trustworthiness, 

structure-based image authentication techniques 

are needed for verifying the originality of image 

content and preventing forgery [20]. SDS is a 

signature that can be used to determine if a 

modification done on the output is incidental or 

malicious. If the content of the image structure 

is not corrupted, then the modification is 

believed to be as incidental. Otherwise, it is 

malicious. This technique is particularly useful 

in security applications and therefore, we were 

highly motivated to incorporate the concept in 

our proposed framework [5]. 

 

4. PROPOSED FRAMEWORK 

The whole work is divided into two levels. 

Level 1 is steganography technique in which 

stego image is being inserted into the cover 

image using LSB method. Level 2 of security is 

applying a digital signature over the encrypted 

image. 
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1. SI-Stego image 

2. CI 1-Cover image 1 

3. Hide stego image into Cover image 1 

using LSB method which is modified by 

the author. The modification being, 

instead of changing only 1 bit, the author 

intends to change more than 1 bit for 

security purposes.  

4. Apply the signature on the Cover Image 

1 after embedding Stego image into it.  

5. CI 2-Cover Image 2 

6. Now, cover image 1 will act as stego 

image for cover image 2. This is level 3 

of security. So even if someone manages 

to crack the upper level of security, the 

attacker still has to go to another 2 

levels.  

7. This will now the final Cover image to 

transmit. 

8. At the receiver end, we will receive 

cover image 2 

9. Apply the reverse LSB on cover image 2 

to obtain cover image 1 

10. Apply the signature on cover image 1 to 

obtain cover image  with stego image 

11. Again apply reverse LSB on cover 

image 1 to obtain the stego image. 

 

4.  EXPERIMENTAL RESULTS 

In this section, we present our preliminary 

experiments on some digital color images. We 

will investigate the performance of our proposed 

framework. To perform the comparison is the 

use of peak signal-to-noise ratio (PSNR) and 

MSE. These results are proof that the algorithm 

shows promising results. And message was 

properly hidden inside covers and changes are 

not visible with naked eyes.  

After the transmission is over, we 

authenticated the sender identity by our 

digital signature and extracted the secret 

image from the received stego image.

 
Figure1: Input images 
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Figure2: After Steganography perform 

 

Table1: Comparison between two host image and message images 

Host 1 Host 2 Message Image MSE PSNR value Method in 

[3] 

Bird Peppers Lena 40.4877 43.1618 38.67 

Cameraman Lena Peppers 44.529 44.0736 38.04 

Cameraman Butterfly Bird 44.8244 44.7875 38.57 

coffeepot Butterfly Camera man 42.4269 44.7858 38.98 

 

5. Conclusion 

Least siginificant bit (LSB) algorithm is used 

for security purpose and it is used for level one 

security. On the basis of the study we provide 

one more level to security. In this, the message 

image was properly hidden inside cover image 1, 

and then on a second level, that cover image 

was again hidden well inside another cover 

image. After words, we conclude that the level 

of security is improved by applying the LSB and 

digital signature. 

Hence in order to reach to the message image, 

we have to undergo 2 level of decryption 

process. So it very difficult for anyone without 

the signature key to get that information. Hence, 

we could easily conclude that given algorithm 

proves to be working well. 
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