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Critique of Cloud Integral’s and it’s Security Schema

Swati N. Sonune!
Abstract:

Cloud is an emerging technology in which the research community and industries have recently
embarked. However, the infrastructures of most cloud computing systems today are invisible to
the research community, or are not explicitly designed to the researchers interested in cloud
computing systems. Cloud computing represents a significant shift in the way that IT resources
are managed, operated, and consumed. This change exposes several benefits to enterprises,
promoting greater IT efficiency and agility. Cloud is a style of computing in which dynamically
scalable and often virtualized resources are provided as a service over the Internet .Users need
not have knowledge of, expertise in, or control over the technology infrastructure in the "cloud"
that supports them. Cloud Computing refers to both the applications delivered as services over
the Internet and the hardware and systems software in the datacenters that provide those
services. The services themselves have long been referred to as Software as a Service (SaaS).
The datacenter hardware and software is what we will call a Cloud. When a Cloud is made
available in a pay-as-you-go manner to the general public, we call it a Public Cloud; the service
being sold is Utility Computing. We use the term Private Cloud to refer to internal datacenters of
a business or other organization, not made available to the general public. Thus, Cloud
Computing is the sum of SaaS and Utility Computing, but does not include Private Clouds. This
paper is intended to depict a architecture of cloud computing, benefits of a cloud based system
and security framework of enterprise systems on cloud and also we depict the Cloud paradigm
from a variety of aspects, such as definitions, features, and technologies.
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1. Introduction

CLOUDs are environments which provid
resources and services to the user in a hi
available and qualitgssured fashior
thereby keeping the total cost for usage
administration minimal and adjusted to
actual level of consumption. The resour
and servicesshould be accessible for
principally unlimited number of custome
from different locations and with differe
devices with minimal effort and minim
impact on quality. The environment sho
thereby adhere to security and privi
regulations of the endser, in so far as the
can be met by the internet of servit Cloud
is a style of computing in whic
dynamically scalable and often virtualiz
resources are provided as a service ove
Internet .Users need not have knowledge
expertise in, or aatrol over the technolog
infrastructure in the “"cloud" that suppo
them. Cloud Computing refers to both t
applications delivered as services over
Internet and the hardware and systt
software in the datacenters that prov
those services. Thew/ices themselves ha
long been referred to as Software a:
Service (SaaS). The datacenter hardware
software is what we will call a Cloud. Wh

The concept generally incorpora
combinations of the followin:

1.1 Infrastructure AsA Service (IAAS)

laaS typically supports the user to spe:
the number of machines and provic
different images of different operating
systemsWe believe that current support
too low level and does not encourage (
researchers to use cloud computi
Infrastructure-as-&ervice like Amazol
Web Services provides virtual sen

a Cloud is made available in a |-as-you-
go manner to the general public, we call
Public Cloud; theservice being sold
Utility Computing. We use the term Prive
Cloud to refer to internal datacenters ¢
business or other organizati not made
available to the general public. Thus, Clc
Computing is the sum of SaaS and Uti
Computing, but do¢ not include Private
Clouds. People can be users or provider
SaaS, or users or providers of Util
Computing. Wefocus on SaaSProviders
(Cloud Users) and Cloud Providers, wh
have received less attention than S
Users.

| Fia. 1. Architecture of Cloud Computi |

instances with unique IP addressesd
blocks of storage on demand. Customers
the provider's application program interfe
(API) to start, stop, access and config
their virtual servers and storage. In

enterprise, cloud computing allows
company to pay for only as much capa
asis needed, and bring more online as s
as required. Because this -for-what-you-
use model resembles the way electric
fuel and water are consumed, it's someti
referred to as utility computir

1.2 Platform As A Service (PAAYS)
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PaaS provides existing tools for the
developer to write and deploy cloud
applications. Examples of PaaS are the
Aptana , the Appirio Cloud Connectors
Cloud computing for small research groups
in CSE , and the Bommi integration
components . Typically, a PaaS will provide
a Web programming portal, a set of
available components that can be composed,
and libraries/tools that can be used easily.
Providing PaaS for CSE means that cloud
providers should support ready-to-use
platforms for scientists to develop and test
their applications.Platform-as-a-service in
the cloud is defined as a set of software and
product development tools hosted on the
provider's infrastructure. Developers create
applications on the provider's platform over
the Internet. PaaS providers may use APIs,
website portal or gateway software installed
on the customer's computer. Force.com, (an
outgrowth  of  Salesforce.com) and
GoogleApps are examples of PaaS.
Developers need to know that currently,
there are not standards for interoperability or
data portability in the cloud. Some providers
will not allow software created by their
customers to be moved off the provider's
platform.

1.3 Software Asa Service (SAAS)

Providing SaaS is especially interesting for
many domains. For example, sharing
application capabilities using Web services
and Web portal is very fine when scientists
do not want to share the application’s source
code and when their applications are
computation-intensive and non-interactive
with simple input data.

Software as a Service (SaaS) has the
potential to transform the way information-
technology (IT) departments relate to and
even think about their role as providers of
computing services to the rest of the
enterprise. The emergence of SaaS as an

effective  software-delivery  mechanism
creates an opportunity for IT departments to
change their focus from deploying and
supporting applications to managing the
services that those applications provide. A
successful service-centric IT, in turn,
directly produces more value for the
business by providing services that draw
from both internal and external sources and
align closely with business goals.

SAAS as a concept is often
associated with the application service
providers (ASPs) of the 1990s, which
provided "shrink-wrap" applications to
business users over the Internet. These early
attempts at Internet-delivered software had
more in common with traditional on-premise
applications than with modern SaaS
applications in some ways, such as licensing
and architecture. Because these applications
were originally built as single-tenant
applications, their ability to share data and
processes with other applications was
limited, and they tended to offer few

economic benefits over their locally
installed counterparts.
Today, SAAS applications are

expected to take advantage of the benefits of
centralization through a single-instance,
multi-user (tenent) architecture, and to
provide a feature-rich experience
competitive with comparable on-premise
applications. A typical SAAS application is
offered either directly by the vendor or by an
intermediary party called an aggregator,
which bundles SAAS offerings from
different vendors and offers them as part of
a unified application platform.

SAAS model can add efficiency and
cost savings for the both the vendor and
customer. Customers save time and money
since they do not have to install and
maintain programs. The customers do not
have to hire staff, or use existing staff to
maintain the software. They also generally
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do not have to buy any new hardware. This
allows a customer to focus more resources
on growing the business.

Shifting the burden of software
hosting and development to the vendor can
also speed up the time it takes for the
customer to see a return on the software
investment. Using the SAAS model, the
number of seats can be increased as the
business grows. This is usually faster and
cheaper than purchasing another license and
adding to another computer, as with
traditional software. Vendors usually only
have to update and maintain the software on
the network, versus updating different
copies of the software on different
computers. This allows the vendor to
provide the latest updates and technology to
each customer in a timely manner. The

2. Benefits Of Cloud Based
Systems

*.
°

7Reduced Cost: The business

model of Cloud computing is pay-

per-use and hence the customers
only need to pay on the basis of the
usage of a particular service.

Unrestrained Access. Any user can

access the system based upon the

roles assigned to them. Since Cloud
supports Ubiquitous network access,
the system can be accessed using
various devices of their choice and
through any wired or wireless
protocols.

s Uptime: The system is always up
and running, which guarantees a zero
down time.

% Human Resources. Maintenance of

the system is done by the service

*.
°

drawback for the customer is that they do
not control the software, and customization
of programs may be limited.

Software as a Service

Platform as a Service

Infrastructure as a Service

Public
Clouds

Private
Clouds

Community
Clouds

Hybrid

A Clouds A

Figure 2: Cloud computing deployment and service
models

provider. Hence no additional skilled
man power needs to be employed by
the organization.

s Increased performance
Requirements:  Expanding the
system, handling peak load

performance issues etc. become very
simple for the organization.
Customization: The customer has
got the freedom to choose from
among the modules and the services

3

*

offered by the cloud service
provider.
% Group Organization: All the

different branches of an organization
can access the same cloud based
system in real time through the web.
% Speedy Implementation: Cloud

ERP typically takes 3-6 months
compared to the 12 months that it
typically takes to implement an on-
premise solution.
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+ Scalability: Cloud based enterprise
systems gives the organization the
flexibility to add more users as the

3. SECURITY FRAMEWORK
COMPONENTSOF CLOUD

Literature reveals that many organizations
are adopting cloud—based enterprise systems
in the present scenario. But at the same time

business grows. In the case of on-site
ERP solutions it is often necessary to
provide additional hardware.

the enterprises should be convinced that
security is not a threat for their
implementation. Hence this study has been
under taken to propose a framework to
enhance the security. Figure 1 represents the
components of the proposed security frame
work for cloud-based enterprise systems.

[ Enterprises/ Cloud Consumers ]

+

| Portal

v

| SaasS ERP Service Providers |

A4

Access
Security

Physical Security

Rules & Guidelines

IDS. Firewalls

Application software
Management

‘ Data Security |

Communication
Security

Data Storage Security

Privacy

Transmission seciLrty

‘ Data Integrity ‘

‘ Identity Management ‘

MNetwork Securnity

| Back Up |

Fig 1. Proposed Security Framework for Cloud Based Enterprise Systemns

3.1 Physical
Module:

When an organization has its application
running in an external cloud, the physical
environment is off premise. A violation to

physical security means that an unauthorized
user with malicious intent has physical
access to the hardware where either the
application is running or data is stored. The
physical security component must define
and enforce rules of conduct and social
guidelines for employees and have
mechanisms to ensure that the rules are
being adhered to. Also the component must
include the solutions for disaster recovery.

Security  Management

3.2 Data Storage Security Management
Module:

When ERP data is accessed by users, the
business logic available in the system must
ensure that only authorized

users are able to access the data and that
there is clear segregation of data stored by
different users. The system

also has a provision for backing up the data
to aid in instances of disaster recovery.

3.3 Access Security Management M odule:
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Access security violations can happen from
internal as well as external sources. Internal
access Security is required to prevent illegal
users from accessing resources and sending
unauthorized queries to servers. The lack of
proper implementation of access security
could impact the availability of an
application by authorized users such as in
the case of a Denial of Service (DoS) attack.
The access security module should have an
Intrusion Detection Mechanism (IDS) to
guard against such attacks. The module
should have various perimeter security
devices such as firewalls and must ensure
that the various security policies put forward
by the organization are incorporated and
adhered to.

3.4 Application Software Management
Module:

This module contains the business logic that
ensures the security and integrity of data.

4. Conclusion
In this paper, | have proposed Cloud
computing paradigm from a variety of
aspects, such as definitions, features, and
technologies. Moreover, we have illustrated
several representative platforms for the
state-of-the-art Cloud computing. Cloud
based SaaS enterprise systems are growing
in popularity due to its ability to cater to the

increasing volume and range of services
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