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Abstract:

As an enhancement we enhance the existing system and in this paper we propose an effective approach to solve
the problem of multi-keyword ranked search over encrypted cloud data supporting synonym queries. The main
contribution of this paper is summarized in two aspects: multi-keyword ranked search to achieve more accurate
search results and synonym-based search to support synonym queries. Meanwhile, existing search approaches
over encrypted cloud data support only exact or fuzzy keyword search, but not semantics-based multi-keyword
ranked search. Therefore, how to enable an effective searchable system with support of ranked search remains a

very challenging problem.
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1. INTRODUCTION:

CLOUD computing is the long dreamed vision of
computing as a utility, where cloud customers can
remotely store their data into the cloud so as to enjoy
the on-demand high-quality applications and services
from a shared pool of configurable computing
resources [2], [3]. Its great flexibility and economic
savings are motivating both individuals and
enterprises to outsource their local complex data
management system into the cloud. To protect data
privacy and combat unsolicited accesses in the cloud
and beyond, sensitive data, for example, e-mails,
personal health records, photo albums, tax documents,
financial transactions, and so on, may have to be
encrypted by data owners before outsourcing to the
commercial public cloud [4]; this, however, obsoletes
the traditional data utilizationservice based on
plaintext keyword search. The trivial solution of
downloading all the data and decrypting locally is
clearly impractical, due to the huge amount of
bandwidth cost in cloud scale systems. Moreover,
aside from eliminating the local storage management,
storing data into the cloud serves no purpose unless
they can be easily searched and utilized. Thus,
exploring privacy preserving and effective search
service over encrypted cloud data is of paramount

importance. Considering the potentially large number
of on-demand data users and huge amount of
outsourced data documents in the cloud, this problem
is particularly challenging as it is extremely difficult
to meet also the requirements of performance, system
usability, and scalability. On the one hand, to meet the
effective data retrieval need, the large amount of
documents demand the cloud server to perform result
relevance ranking, instead of returning
undifferentiated results. Such ranked search system
enables data users to find the most relevant
information quickly, rather than burdensomely sorting
through every match in the content collection [5].
Ranked search can also elegantly eliminate
unnecessary network traffic by sending back only the
most relevant data, which is highly desirable in the
“pay-as-you-use” cloud paradigm. For privacy
protection, such ranking operation, however, should
not leak any keyword related information. On the
other hand, to improve the search result accuracy as
well as to enhance the user searching experience, it is
also necessary for such ranking system to support
multiple keywords search, as single keyword search
often yields far too coarse results. As a common
practice indicated by today’s web search engines (e.g.,
Google search), data users may tend to provide a set
of keywords instead of only one as the indicator of
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their search interest to retrieve the most relevant data.
And each keyword in the search request is able to help
narrow down the search result further. “Coordinate
matching” [6], i.e., a5 many matches as possible, is an
efficient similarity measure among such multi-
keyword semantics to refine the result relevance, and
has been widely used in the plaintext information
retrieval (IR) community. However, how to apply it in
the encrypted cloud data search system remains a very
challenging task because of inherent security and
privacy  obstacles, including  various  strict
requirements like the data privacy, the index privacy,
the keyword privacy, and many others (see Section
3.2). In the literature, searchable encryption [7], [8],
[9], [10], [11], [12], [13], [14], [15] is a helpful
technique that treats encrypted data as documents and
allows a user to securely search through a single
keyword and retrieve documents of interest. However,
direct application of these approaches to the secure
large scale cloud data utilization system would not be
necessarily suitable, as they are developed as crypto
primitives and cannot accommodate such high
service-level requirements like system usability, user
searching experience, and easy information discovery.
Although some recent designs have been proposed to
support Boolean keyword search [16], [17], [18], [19],
[20], [21], [22], [23], [24] as an attempt to enrich the
search flexibility, they are still not adequate to provide
users with acceptable result ranking functionality (see
Section 7). Our early works [25], [26] have been
aware of this problem, and provide solutions to the
secure ranked search over encrypted data problem but
only for queries consisting of a single keyword. How
to design an efficient encrypted data search
mechanism that supports multi-keyword semantics
without privacy breaches still remains a challenge
open problem
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Fig. 1. Architecture of the search over encrypted
cloud data.

, Search request
Secure index tree q

%cryptcd documents Top k ranked I:J} %@
5 / \ |
W, €2 |

«——— Search control(encrypted queries) ————>
«—— Access control(data decryption keys) ——

Cloud server

Data owner Data user

Fig. 2.Architecture of the search over encrypted
cloud data.

1. Design Goals:

To enable ranked search for effective utilization of
outsourced cloud data under the aforementioned
model, our system design should simultaneously
achieve security and performance guarantees as
follows. . Multi-keyword ranked search. To design
search schemes which allow multi-keyword query and
provide result similarity ranking for effective data
retrieval, instead of returning undifferentiated results.
. Privacy-preserving. To prevent the cloud server from
learning additional information from the data set and
the index, and to meet privacy requirements specified
in Section Efficiency. Above goals on functionality
and privacy should be achieved with low
communication and computation overhead
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2. Background and Building Blocks:

2.1 System & Threat Model

Consider a cloud data hosting service that involves
three entities: data owner, cloud server and data user.
The data owner may be an individual or an enterprise,
who wishes to outsource a collection of documents D
= (D1, D2, ..., Dn)in encrypted form C = (C1, C2, .
.., Cn) to the cloud server and still preserve the
search functionality on outsourced data. Ci = ES[Di]
is the encrypted version of the document Di computed
using a semantically secure encryption scheme E with
a secret key S. To enable multi-keyword ranked
search capability, the data owner constructs
searchable index | that is built on m distinct keywords
K = (k1, k2, . . ., km) extracted from the original
dataset D. Both | and C are outsourced to the cloud
server. To securely search the document collection for
one or more keywords K € K, the authorized data
user uses search trapdoor (distributed by the data
owner) that generates the search request to the cloud
server. Once the cloud server receives such request, it
performs a search based on the stored index | and
returns a ranked list of encrypted documents L < C to
the data user. The data user then uses the secret key S,
securely obtained from the data owner, to decrypt
received documents L to original view. We assume a
honest-but-curious model for the cloud server. The
cloud server is honest, that is, it is always available to
the data user and it correctly follows the designated
protocol specification, and it provides all services that
are expected. The curious cloud server may try to
perform some additional analysis to breach the con-
fidentiality of the stored data. In the rest of the paper,
the cloud server and the adversary are the same entity.
That way, the adversary has access to the same set of
information as the cloud server. For this work, we are
not concerned about the cloud server being able to
link a query to a specific user; nor are we concerned
about any denial-of-service attacks.

2.2 Notations and Preliminaries:

Let D = (D1, D2, ..., Dn) be a set of documents and
K = (k1, k2, . .., km) be the dictionary consisting of
unique keywords in all documents in D, where V i €

[1,m] kie {0, 1} » . C = {C1, C2, ..., Cn}is an
encrypted document collection stored in the cloud
server. li is a searchable index associated with the
corresponding encrypted document Ci. If A is an
algorithm then a <« A(. . .) represents the result of
applying the algorithm A to given arguments. Let R
be an operational ring, we write vectors in bold, e.g. v
€ R. The notation V[i] refers to the i-th coefficient of
v. We denote the dot product of u,ve Rasu @ v=P
i=1 u[i] - v[i] € R. We use bxe to indicate rounding x
to the nearest integer, and bxc, dxe (for x > 0)to
indicate rounding down or up.

Cryptographic Notations:

A private-key encryption scheme is a set of three
polynomial-time algorithms SKE = (Gen, Enc, Dec)
such that Gen is a probabilistic algorithm that takes a
security parameter k and returns a secret key Ksecret;
Enc is a probabilistic algorithm that takes a key
Ksecret and a message m, and outputs a ciphtertext &;
Dec is a deterministic algorithm that takes a secret key
Ksecret and a ciphertext &, and outputs m if Ksecret is
the valid secret key. We say that SKE is CPA-secure
if the ciphtertexts it outputs do not reveal any partial
information about the original plaintext to an
adversary that can adaptively query an encryption
oracle. We also make use of use pseudo-random
function (PRF), which is a polynomial-time
computable function that cannot be distinguished from
random functions by any probabilistic polynomial-
time adversary. We refer the reader for formal
definitions of semantic security, CPA-security and
PRFs. We now review definitions related to
homomorphic encryption. Our definitions are based
on Gentry’s works and but we slightly relax the
definition of decryption correctness, to allow a
negligible probability of error.

3. Secured Multi-keyword Ranked Search over
Encrypted Cloud Data:

In cloud computing data possessor are goaded to farm
out their complex data management systems from
local sites to the commercial public cloud for greater
flexibility and economic savings. To ensure safety of
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stored data, it is must to encrypt the data before
storing. It is Shiba Sampat Kale et al, / (IJCSIT)
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7096 www.ijcsit.com 7093 necessary to invoke search
with the encrypted data also. The specialty of cloud
data storage should allow copious keywords in a
solitary query and result the data documents in the
relevance order. In, main aim is to find the solution of
multi-keyword ranked search over encrypted cloud
data (MRSE) while preserving strict system-wise
privacy in the cloud computing paradigm. A variety of
multi- keyword semantics are available, an efficient
similarity measure of “coordinate matching” (as many
matches as possible), to capture the data documents'
relevancy to the search query is used. Specifically
“inner product similarity”, i.e., the number of query
keywords appearing in a document, to quantitatively
evaluate such similarity measure of that document to
the search query is used in MRSE algorithm. The
main limitation of this paper was, the user’s identity
(ID) is not kept hidden. Due to this, whoever puts the
data on Cloud Service Provider was known. This may
be risky in some situations where confidentiality of
data needs to be maintained. Hence, this drawback is
overcome in the proposed system.

3.1.Privacy Preserving Keyword Searches on
Remote Encrypted Data:

Consider the problem: a user U wants to store his files
in an encrypted form on a remote file server S. Later
the user U wants to efficiently retrieve some of the
encrypted files containing specific keywords, keeping
the keywords themselves secret and not to endanger
the security of the remotely stored files. For example,
a user may want to store old e-mail messages
encrypted on a server managed by Yahoo or another
large vendor, and later retrieve certain messages while
travelling with a mobile device. In , solutions for this
problem under well-defined security requirements are
offered. The schemes are efficient as no public-key
cryptosystem is involved. Indeed, the approach is
independent of the encryption method chosen for the
remote files. They are incremental too. In that, user U

can submit new files which are secure against
previous queries but still searchable against future
queries. From this, the main theme taken is of storing
data remotely on other server and retrieving that data
from anywhere via mobile, laptop etc.

3.2 Cryptographic Cloud Storage:

When the benefits of wusing a public cloud
infrastructure are clear, it introduces significant
security and privacy risks. In fact, it seems that the
biggest obstacle to the adoption of cloud storage (and
cloud computing in general) is concern over the
confidentiality andintegrity of data. In, an overview of
the benefits of a cryptographic storage service, for
example, reducing the legal exposure of both
customers and cloud providers, and achieving
regulatory compliance is provided. Besides this, cloud
services that could be built on top of a cryptographic
storage service such as secure backups, archival,
health record systems, secure data exchange and e-
discovery is stated briefly.

3.3. Efficient and Secure Multi-Keyword Search
on Encrypted Cloud Data:

On one hand, users who do not necessarily have prior
knowledge of the encrypted cloud data, have to post
process every retrieved file in order to find ones most
matching their interest; On the other hand, invariably
retrieving all files containing the queried keyword
further incurs unnecessary network traffic, which is
absolutely undesirable in today’s pay-as-you-use
cloud paradigm. This paper has defined and solved the
problem of effective yet secure ranked keyword
search over encrypted cloud data. Ranked search
greatly enhances system usability by returning the
matching files in a ranked order regarding to certain
relevance criteria (e.g., keyword frequency) thus
making one step closer towards practical deployment
of privacy-preserving data hosting services in Cloud
Computing. For the first time, the paper has defined
and solved the challenging problem of privacy-
preserving multi-keyword ranked search over
encrypted cloud data (MRSE), and establish a set of
strict privacy requirements for such a secure cloud
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data utilization system to become a reality. The
proposed ranking method proves to be efficient to
return highly relevant documents corresponding to
submitted search terms. The idea of proposed ranking
method is used in our proposed system in order to
enhance the security of data on Cloud Service
Provider.

3.4 Providing Privacy Preserving in Cloud
Computing:

Privacy is an important issue for cloud computing,
both in terms of legal compliance and user trust and
needs to be considered at every phase of design. The
paper tells the importance of protecting individual’s
privacy in cloud computing and provides some
privacy preserving technologies used in cloud
computing services. Paper tells that it is very
important to take privacy into account while designing
cloud services, if these involve the collection,
processing or sharing of personal data. From this
paper, main theme taken is of preserving privacy of
data. This paper only describes privacy of data but
doesn’t allow indexed search as well as doesn’t hide
user’s identity. Thus, these two drawbacks are
overcome in our proposed system.

3.5 Privacy Preserving Data Sharing With
Anonymous ID Assignment:

In this paper, an algorithm for anonymous sharing of
private data among N parties is developed. This
technique is used iteratively to assign these nodes 1D
numbers ranging from 1 to N. This assignment is
anonymous in that the identities received are unknown
to the other members of the group. In , existing and
new algorithms for assigning anonymous IDs are
examined with respect to trade-offs between
communication and computational requirements.
These new algorithms are built on top of a secure sum
data mining operation using Newton’s identities and
Sturm’s theorem. The main idea taken from this paper
is of assigning anonymous ID to the user on the cloud.
3.6 Enabling Efficient Fuzzy Keyword Search

over Encrypted Data in Cloud Computing:

In this paper, main idea is to formalize and solve the
problem of effective fuzzy keyword search over
encrypted cloud data while maintaining keyword
privacy. This basic idea is taken but it is for multi-
keyword raked search (MRSE scheme) in our
proposed system. In, design of secure cloud storage.
H.Achieving Secure, Scalable, and Fine-grained Data
Access Control in Cloud Computing: Achieving
finegrainedness, scalability, and data confidentiality
of access control simultaneously is a problem which
actually still remains unresolved. The paper addresses
this challenging open issue by, on one hand, defining
and enforcing access policies based on data attributes,
and, on the other hand, allowing the data owner to
delegate most of the computation tasks involved in
fine-grained data access control to untrusted cloud
servers without disclosing the underlying data
contents. In, authors have proposed a privacy-
preserving public auditing system for data storage
security in Cloud Computing scheme is proposed. It
utilizes the homomorphic linear authenticator and
random masking to guarantee that the TPA would not
learn any knowledge about the data content stored on
the cloud server during the efficient auditing process,
which eliminates the burden of cloud user from the
tedious and possibly expensive auditing task, it also
alleviates the user’s fear of his/her outsourced data
leakage.

4, CONCLUSION

In this paper, for the first time we define and solve the
problem of multi-keyword ranked search over
encrypted cloud data, and establish a variety of
privacy requirements. Among various multi-keyword
semantics, we choose the efficient similarity measure
of “coordinate matching,” i.e., as many matches as
possible, to effectively capture the relevance of
outsourced documents to the query keywords, and use
“inner product similarity” to quantitatively evaluate
such similarity measure. For meeting the challenge of
supporting multi-keyword semantic without privacy
breaches, we propose a basic idea of MRSE using
secure inner product computation. Then, we give two
improved MRSE schemes to achieve various stringent
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privacy requirements in two different threat models.
We also investigate some further enhancements of our
ranked search mechanism, including supporting more
search semantics, e, TF

IDF, and dynamic data operations. Thorough analysis
investigating privacy and efficiency guarantees of
proposed schemes is given, and experiments on the
real-world data set show our proposed schemes
introduce low overhead on both computation and
communication. In our future work, we will explore
checking the integrity of the rank order in the search
result assuming the cloud server is untrusted.
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