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Abstract:

The cloud database as a service is novel
paradigms that can be support several Internet-
based applications, its adoption requires the
solution of the information confidentiality
problems. We proposed a novel architecture for
adaptive encryption of public cloud databases
that offers an interesting alternative to the
tradeoff between the required data confidentiality
level and the flexibility of the cloud database
structures at time. We demonstrate the feasibility
and performance of the proposed solution through
a software prototype. A novel architecture for
adaptive encryption of public cloud databases
that offers an interesting alternative to the
tradeoff between the required data confidentiality
level and the flexibility of the cloud database
structures at design time. This paper proposes a
novel architecture for adaptive encryption of
public cloud databases that offers a proxy-free
alternative to the system. The project
demonstrates the feasibility and performance of
the proposed solution through a software
prototype. The proposed architecture manages
five types of information: plain data represent the
tenant information; encrypted data are the
encrypted version of the plain data, and are
stored in the cloud database; plain metadata
represent the additional information that is
necessary to execute SQL operations on encrypted
data; encrypted metadata are the encrypted
version of the plain metadata, and are stored in
the cloud database; master key is the encryption
key of the encrypted metadata, and is known by
legitimate clients.
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I.LINTRODUCTION

Cloud based mostly services have become
common as they specialise in high accessibility
and quantifiability at low value. whereas
providing high accessibility and quantifiability,
inserting essential knowledge to cloud poses
several security problems. For avoiding these
security problems the info area unit keep within
the cloud information in associateencrypted
format. The encrypted cloud information permits
the execution of SQL operations by choosing the
cryptography schemes that support SQL
operators. Encrypted cloud information permits
differing types of accesses like distributed,
concurrent, and freelance. one in all the design
that supports these 3 types of access is Secure
DBaasS.

The Secure DBaaS design supports multiple and
freelance shoppers to execute synchronal
SQLoperations on  encrypted  knowledge.
knowledge consistency ought to be maintained by
investmentconcurrency management mechanisms
utilized in database management system engines.
This surveyexplains the assorted concurrency
management protocols that may be utilized in the
encrypted cloud information. The applications
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want 1SR if knowledge is replicated. Hence, to
ensure the deserves of cloud, it's essential to
produce high quantifiability, accessibility, low
value and knowledge with sturdy consistency, that
is ready to dynamically adapt to system
conditions.  Self  optimizing one  copy
serializability (SO-1SR) is that the concurrency
management protocol that dynamically optimizes
all stages of dealing execution on replicated
knowledge within the cloud information. Current
DBMSs supported by cloud suppliers permits
relaxed consistency guarantees that successively
increase the look complexness ofrequests. The
second concurrency controllingprotocol is that the
pic isolation (SI) that provides redoubled
concurrency in cloud atmosphere in comparison
to 1SR. Transactions area unit browse from the
pic, reads area unit never blocked attributable to
write locks that successively will increase
concurrency. Sl doesn't permit several of the
inconsistencies, SI permits dealing inversions. To
avoid dealing inversions sturdy consistency
guarantee is needed, i.e. sturdy Sl (SSI). The third
concurrency management protocol is that the
session consistency (SC). Session consistency
could be a completely different type of ultimate
consistency. The system provides browse your
writes consistency within every session. Session
consistency is at a coffee valuewhereas
considering interval and dealing value. The value
based mostly concurrency management within the
cloud is that the C three i.e. cost-based adaptive
concurrency management in  cloud. C3
dynamically switch between sturdy consistency
level and weak consistency level of transactions
during a cloudinformation in line with the value at
runtime. it's designed on the highest of 1SR and
SSI.

ILSYSTEM OVERVIEW
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The system mainly focuses on following-
* Cloud database

» Metadata Management

* Encryption algorithm

Cloud database: We assume that tenant data are
saved in a relational database. We have to
preserve the confidentiality of the stored data and
even of the database structure because table and
column names may yield information about saved
data. We distinguish the strategies for encrypting
the database structures and the tenant data.

Metadata Management: Metadata generated by
SecureDBaaS contain all the information that is
necessary to manage SQL statements over the
encrypted database in a way transparent to the
user. Metadata management strategies represent
an original idea because SecureDBaasS is the first
architecture storing all metadata in the untrusted
cloud database together with the encrypted tenant
data.

Encryption algorithm: Choosing the encryption
algorithms used to encrypt and decrypt all the data
stored in the database table.

—_ Cloud DBaa$s
( Client 1 |
Client 2 },____

Encrypted
data

I
Encrypted
metadata

Client SecureDBaas client J

Plaintext Lo |} Metadata || 57
data
h

| Il
Trusted

Untrusted

Fig. 1. SecureDBaaS architecture.

. IMPLEMENTATION

Data Management: Cloud database acts as
service provider for tenants. The cloud is created
first for the system. All information or data store
in the relational database. So for creating tables
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and column we have to access it with SQL query
only.

Metadata management: Metadata generated by
SecureDBaaS contain all the information that is
necessary to manage SQL statements over the
encrypted database in a way transparent to the
user. Metadata management strategies represent
an original idea because SecureDBaasS is the first
architecture storing all metadata in the untrusted
cloud database together with the encrypted tenant
data.

Table s I
Metadata Lujlimn

Plain Name

Plain Name

Encrypted Name Encrypted Name

Encryption Key

Database Type

, Encryption Type

Field Confidentiality

Fig. 2.The structure of a table metadata is
represented

SecureDBaa$S uses two types of metadata.

» Database metadata are related to the whole
database. There is only one instance of this
metadata type for each database.

» Table metadata are associated with one secure
table. Each table metadata contains all
information that is necessary to encrypt and
decrypt data of the associated secure table.

This design choice makes it possible to identify
which metadata type is required to execute any
SQL statement so that a SecureDBaaS client
needs to fetch only the metadata related to the
secure table/s that is/are involved in the SQL
statement.
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Table metadata contain the name of the related
secure table and the unencrypted name of the
related plaintext table. Moreover, table metadata
include column metadata for each column of the
related secure table. Each column metadata
contain the following information.

* Plain name: the name of the corresponding
column of the plaintext table.

* Coded name: the name of the column of the
secure table. This is the only information that
links a column to the corresponding plaintext
column because column names of secure tables
are randomly generated.

* Secure type: the secure type of the column. This
allows a SecureDBaasS client to be informed about
the data type and the encryption policies
associated with a column.  Encryption key: the
key used to encrypt and decrypt all the data stored
in the column.

Metadata Storage Table

D Encrypted Metadata| Control Structure

MAC(.+Db)| Enc(Db metadata) | MAC(Db metadata)
MAC(TI) MAC(T1 metadata)
MAC(T2) MAC(T2 metadata)

Enc(T1 metadata)

Enc(T2 metadata)

Fig.3. Organization of database metadata and
table metadata in the metadata storage table.

SecureDBaaS stores metadata in the metadata
storage table that is located in the untrusted cloud
as the database. This is an original choice that
augmnts flexibility, but opens two novel issues in
terms ofefficient data retrieval and data
confidentiality. To allow SecureDBaaS clients to
manipulate metadata through SQL statements, we
save database and table metadata in a tabular
form. Even metadata confidentiality is guaranteed
through encryption. The structure of the metadata
storage table is shown in Fig.4 This table uses one
row for the database metadata, and one row for
each table metadata
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IV. CONCLUSION

We address the data privacy concerns by
proposing a novel cloud database model that uses
adaptive  encryption techniques with no
intermediate servers. This scheme provides
tenants with the best level of privacy for any
database workload that is to change in a medium-
term period. We investigate the feasibility and
performance of the proposed architecture through
a large set of experiments based on a software
prototype subject. Our results analysis proved that
the cloud networks semantic that are typical of
cloud database environments hide most overheads
related to static and adaptive encryption. We
address the data confidentiality concerns by
proposing a novel cloud database architecture that
uses adaptive encryption techniques with no
intermediate servers. This scheme provides
tenants with the best level of confidentiality for
any database workload that is likely to change in a
medium-term  period. We investigate the
feasibility and performance of the proposed
architecture through a large set of experiments
based on a software prototype subject to the TPC-
C standard benchmark. Our results demonstrate
that the network latencies that are typical of cloud
database environments hide most overheads
related to static and adaptive encryption.
Moreover, we propose a model and a
methodology that allow a tenant to estimate the
costs of plain and encrypted cloud database
services even in the case of workload and cloud
price variations in a medium-term horizon. By
applying the model to actual cloud provider
prices, we can deter- mine the encryption and
adaptive encryption costs for data confidentiality.
Future research could evaluate the proposed or
alternative architectures for multi-user key
distribution schemes and under different threat
model hypotheses.
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