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ABSTRACT: 

Cipher text based encryption is a cryptographic approach which is effective for handling the issues of 

access control. Execution of cipher text based encryption is a difficult issue in decentralized disruption 

tolerant networks relating to attribute revocation. We introduce a secure method of data retrieval by 

means of cipher text based encryption for decentralized networks in which several key authorities will 

handle attributes. Problem of key escrow is resolved so that data privacy is assured even in hostile 

situation in which key authorities will be compromised. Two party computations will prevent key 

authorities of each other so that none may make total set of user keys. Accordingly users are not 

essential to totally believe authorities to protect their data to be united. 
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1. INTRODUCTION: 

Attribute-based encryption is an approach that is 

provided as key-policy as well as cipher text 

based encryption. In key policy based system 

encryptor will label the cipher-text by an 

attribute set. The key authority will pick up 

policy for user that determines which cipher-

texts he decrypt and provides key towards each 

user by means of policy embedding into user 

key. In cipher text based encryption, encryption 

of cipher text by access policy that is selected by 

encryptor, however key is created relating to 

attributes set [1]. Cipher text based encryption is 

more applicable when compared to other since it 

will allow encryptors to prefer an access policy 

above attributes and encrypts private information 

in access structure by the use of encryption of 

attributes. Cipher text based encryption will offer 

an effective means of data encryption hence 

different users are granted for each security 

policy. In our work we introduce a secure 

method of data retrieval by means of cipher text 

based encryption for decentralized networks in 

which several key authorities will handle 

attributes. By means of our system, the  

 

problem of key escrow is resolved so that data 

privacy is assured even in hostile situation in 

which key authorities will be compromised. To 

understand this prerequisite, central authority as 

well as local authorities will engage within 

arithmetic protocol of two party computations 

that will avoid from knowing master secrets so 

that complete set of secret keys are not generated 

and hence central authority does not collude by 

local authorities.  Protocol of key issuing will 

produce and provide user secret keys by secure 

two-party computation between key authorities 

by own master secrets.  

2. METHODOLOGY: 

Attribute-based encryption is an effective method 

for securing of data recovery. It mainly helps in 

access control above encrypted information by 

means of access policies between private keys as 

well as cipher-texts [2]. Cipher text based 

encryption is a type of encryption will offer an 

effective means of data encryption hence 

different users are granted for each security 

policy and is more applicable when compared to 

others since it will allow encryptors to prefer an 
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access policy above attributes and encrypts 

private information in access structure by the use 

of encryption of attributes. But implementation 

of cipher text based encryption is a problematic 

issue in decentralized disruption tolerant 

networks relating to attribute revocation, and 

management of attributes that are provided from 

various authorities. We introduce a secure 

method of data retrieval by means of cipher text 

based encryption for decentralized networks in 

which several key authorities will handle 

attributes. In cipher text based encryption, secret 

sharing should be set in into cipher-text as a 

substitute to user private keys. Similar to earlier 

attribution based schemes user private keys are 

randomized by random values that are chosen 

such that they are not combined proposed 

system.  Key distribution protocol of attribute 

group, which is absolute sub-tree scheme in 

projected scheme, is protected regarding 

distinguishability key.  Hence colluding of 

revoked users will no means get hold of 

applicable group keys of attribute for attributes 

that they are approved.  In our trust 

representation, multiple key authorities are not 

trustworthy still they are honest hence plain data 

which is to be stored must be reserved secret 

from illegal users. While some of the users will 

alter attributes at some stage key revocation for 

every attribute is compulsory to construct 

systems secure. This issue is more complicated, 

particularly in attribute basis encryption, as each 

of the attribute is shared by numerous users. In 

Cipher text based encryption key authority will 

make user keys by means of application of 

master secret keys towards users attributes. 

Hence key authority will decrypt each of the 

cipher-text that is dealt to particular users by 

means of generation of their attribute keys. In 

Key escrow problem, even in multiple-authority 

systems after key authority has complete 

privilege to produce their personal attribute keys 

by personal master secrets [3]. Problem of key 

escrow is resolved by escrow-free key issuing 

that will make use of feature of decentralized 

disruption tolerant networks. The Protocol of two 

party computations will prevent key authorities 

of each other so that none may make total set of 

user keys. Accordingly users are not essential to 

totally believe authorities to protect their data to 

be united.  When various authorities supervise 

and provide attribute keys towards users by their 

individual master secrets, it is extremely tough to 

describe access policies issued from various 

authorities. We commence a secure means of 

data retrieval by means of cipher text based 

encryption for decentralized networks in which 

several key authorities will handle attributes. The 

proposed system will contain several 

achievements such as immediate attribute 

revocation will improve confidentiality of data 

by means of reduction of windows of 

vulnerability [4]. Encryptors describe fine-

grained access policy by means of monotone 

access structure in attributes that are provided 

from any particular set of authorities. By means 

of our system, the problem of key escrow is 

resolved so that data privacy is assured even in 

hostile situation in which key authorities will be 

compromised.  

 

3. AN OVERVIEW OF PROPOSED 

SYSTEM: 

Most of traditional schemes of attribute based 

system are constructed where particular 

trustworthy authority contains power to produce 

complete private keys of users by master secret 

information. Key escrow is natural so that key 

authority decrypts cipher-text by means of 

producing their secret keys at any instance. In 

Cipher text encryption, key authority will make 

user keys by means of application of master 

secret keys towards users attributes therefore key 

authority will decrypt each of the cipher-text that 

is dealt to particular users by means of 

generation of their attribute keys [5].  While key 
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authorities are semi-trustworthy, they must be 

prevention from accession of data in storage 

node; in the meantime they have to provide 

secret keys for users. We begin a secure means 

of data retrieval by means of cipher text based 

encryption for decentralized networks in which 

several key authorities will handle attributes. In 

our trust illustration, multiple key authorities are 

not trustworthy still they are honest hence plain 

data which is to be stored must be reserved secret 

from illegal users. The system will contain 

several achievements such as immediate attribute 

revocation will improve confidentiality of data 

by means of reduction of windows of 

vulnerability. Encryptors describe fine-grained 

access policy by means of monotone access 

structure in attributes that are provided from any 

particular set of authorities. Difficulty of key 

escrow is resolved by escrow-free key issuing 

that will make use of feature of decentralized 

disruption tolerant networks. Problem of key 

escrow is resolved so that data privacy is assured 

even in hostile situation in which key authorities 

will be compromised [6]. To understand this 

prerequisite, central authority as well as local 

authorities will engage within arithmetic protocol 

of two party computations by master keys of 

their individual and provide independent key to 

users throughout key issuing phase. Protocol of 

two party computations will avoid from knowing 

master secrets so that complete set of secret keys 

are not generated.  Thus, central authority does 

not collude by local authorities. The data privacy 

is cryptographically made compulsory against 

key authorities in projected scheme. 

 

Fig1: an overview of effective data retrieval. 

 

4. CONCLUSION: 

In Cipher text-encryption key authority will 

make user keys by means of application of 

master secret keys towards users attributes. Data 

privacy on stored information against illegal 

users is definite. Several challenges were made 

during application of attribute based encryption 

to disruption tolerant networks.  In our work we 

have introduced an effective method of data 

retrieval by means of cipher text based 

encryption for decentralized networks in which 

several key authorities will handle attributes. Key 

escrow is usual so that key authority decrypts 

cipher-text by means of producing their secret 

keys at any instance By our system, problem of 

key escrow is resolved so that data privacy is 

assured even in hostile situation in which key 

authorities will be compromised. The practice of 

two party computations will prevent key 

authorities of each other so that none may make 

total set of user keys. Therefore users are not 

essential to totally believe authorities to protect 

their data to be united. The data confidentiality is 

cryptographically made compulsory against key 

authorities in projected scheme. 
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