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ABSTRACT

Several efforts were made in the subsisting solutions to identify a prosperous packet relegation
solution. A variety of decision-tree-predicated packet relegation algorithms were analysed in our
works. Earlier decision tree algorithms culls field as well as number of cuts predicated on a nearby
optimized decision, which compromises search speed as well as recollection requisite. Hardware
implementations of Internet procedure (IP) organization algorithms have been proposed by the
research community over the years to realize high speed routers and Internet backbone. Firewalls
use packet filtering to block verbalize quandaries and force access to web and mail via proxies. Still
part of “defense in depth” today. Need expeditious wire speed packet filtering? However, the primary
challenge in implementing this high-level approach lies in the second phase, i.e. how to efficiently
amalgamate the results of the single field searches. In this paper, we propose a novel approach for
packet relegation it solves the adversaries quandaries and resolve the packet cutting quandaries with
efficacious manner deeply pipelining the architecture. This paper presents a boundary cutting (BC)
scenario which exploits the structure of classifiers. It ascertains the space that each rule covers and
perform cutting according to rule boundary. Hence it is deterministic, and more efficacious in
providing amended search performance and efficient in recollection requisite. Security roles are
withal considered during relegation
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1. INTRODUCTION Performance metrics for packet relegation

The set of rules or classifier utilized by the
routers are predicated on the fields of packet
header such as type of protocol, addresses of
source/destination, and port number
source/destination. The set of rules are associated
with an action to apply to packet that matches the
pattern rule. Network virtualization recently
emerged as a feature that is essential for next
generation networks, cloud computing, and data
center; and this has placed the requisite of
flexibility and provision of clean interface per
control plane upon the underlying data plane.

algorithms primarily include the processing
speed, as packet relegation should be carried out
in wire-speed for every incoming packet.
Processing speed is evaluated utilizing the
number of off-chip recollection accesses required
to determine the class of a packet because it is
the slowest operation in packet relegation. The
amount of recollection required to store the
packet relegation table should be additionally
considered. Most traditional applications require
the highest priority matching. However, the
multi-match relegation concept is becoming a
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consequential research item because of the
incrementing desideratum for network security,
such as network intrusion detection systems
(NIDS) and worm detection, or in incipient
application programs such as load balancing and
packet-level accounting [8]. In NIDS, a packet
may match multiple rule headers, in which case
the cognate rule options for all of the matching
rule headers need to be identified to enable later
verification. In accounting, multiple counters
may need to be updated for a given packet,
making multi-match relegation obligatory for the
identification of the pertinent contraventions for
each packet.

The process by which the rules in a classifier
identifies that the incoming packet matches is
called packet relegation. The classifier’ s rules
consist of the following: an action value and five
fields which are protocol number, source port,
source IP address, destination port, and
destination IP address. The matching rule in the
classifier is probed by the router to decide an
action to be taken for incoming packet. To
resolve the quandary of multiple matching, a
priority value is assigned to each rule and the
router executes the action corresponding to so
call best matching rule that has the highest
priority.

2. RELATED WORK

Existing system

Our study analyzed sundry decision-tree-
predicated packet relegation algorithms. If a
decision tree is opportunely partitioned so that
the internal tree nodes are stored in an on-chip
recollection and a sizably voluminous rule
database is stored in an off-chip recollection, the
decision tree algorithm can provide very high-
speed search performance. Moreover, decision
tree algorithms naturally enable both the highest-
priority match and the multipath packet

relegation. Earlier decision tree algorithms such
as HiCuts and Hyper Cuts cull the field and
number of cuts predicated on a locally optimized
decision, which compromises the search speed
and the recollection requisite. This process
requires a fair amount of pre-processing, which
involves perplexed heuristics cognate to each
given rule set.

Disadvantages of existing system

The computation required for the pre-processing
consumes much recollection and construction
time, making it arduous.

Algorithms to be elongated to immensely
colossal rule sets because of recollection
quandaries in building the decision trees.

The cutting is predicated on a fine-tuned interval,
which does not consider the authentic space that
each rule covers; hence it is ineffective.
Proposed system

In this paper, we propose an incipient efficient
packet relegation algorithm predicated on
boundary cutting. Cutting in the proposed
algorithm is predicated on the disjoint space
covered by each rule.

Hence, the packet relegation table utilizing the
proposed algorithm is deterministically built and
does not require the intricate heuristics utilized
by earlier decision tree algorithms.

Advantages of proposed system

The boundary cutting of the proposed algorithm
is more efficacious than that of earlier algorithms
since it is predicated on rule boundaries rather
than fine-tuned intervals. Hence, the amount of
required recollection is significantly reduced.
Albeit BC loses the indexing ability at internal
nodes, the binary search at internal nodes
provides good search performance

3. IMPLEMENTATION

Incipient proficient packet relegation algorithm
by designates of boundary cutting is projected
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which ascertains space that each rule performs
cutting consistent with space boundary. Hence,
cutting in projected algorithm is deterministic to
a certain extent than involving arduous
heuristics, and it is more effectual in providing
enhanced search performance and more
competent in recollection requisite. HiCuts and
HyperCuts algorithms carry out cutting
predicated on a fine-tuned interval, and hence
partitioning is unsuccessful in dropping the
number of rules that belong to a subspace. In our
work we put forward a deterministic cutting
algorithm on substratum of each rule boundary,
designated as boundary cutting (BC) algorithm.
When the cutting of a prefix plane consistent
with rule boundaries is carried out, starting and
ending boundaries of each rule are utilized for
cutting, however cutting by either is enough as
decision tree algorithms conventionally search
for a subspace in which an input packet belong
and headers of designated input are evaluated for
entire fields to rules belonging to subspace. The
cuts at each internal node of boundary cutting
decision tree do not contain sempiternal
intervals. Consequently, at each internal node of
tree, a binary search is obligatory to ascertain
opportune edge to follow for a designated input.
The algorithms of decision tree including
boundary cutting algorithm utilize binth to
ascertain whether a subspace should

turn into an internal node or else a leaf node. If
the number of rules built-in within a subspace is
more than binth, subspace turn into an internal
node; if not, it turn into a leaf node. In boundary
cutting algorithm, if a subspace turn into an
internal node, each starting boundary of rules
incorporated in subspace is employed for cutting
[5]. The projected algorithm has two most
paramount advantages such as boundary cutting
of projected algorithm is more effectual than that

of earlier algorithms as it is predicated on rule
boundaries to a certain extent than perpetual
intervals. Hence, amount of obligatory
recollection is considerably reduced. Second,
even though boundary cutting loses indexing
capability at internal nodes binary search
recommend betterquality search performance.

An overview of average number of memory
access at internal nodes.

HyperCuts Search Algorithm

We expound the search algorithm by first going
through a diminutive example. Figure 11 shows a
node A in the decision tree structure together
with a packet header that has arrived at this node.
The packet header has the value X = 215

R1
R2
R3

anz
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From the above diagram, A node in the decision
tree is split into 4 child nodes each one of them
associated with a hyper region by doing cuts on
two dimensions X and Y . The child nodes A and
B cover the same set of rules R1, R2, R3
therefore they may be merged into a single node
AB associated with the hyper region {[x1, x3],
[y1, y2]} that covers the set of rules R1, R2, R3.
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From the above diagram, A node in the decision
tree pristinely covers the region {[Xmin, Xmax],
[Ymin, Ymax]}. However all the rules that are
associated with the node are only covered by the
subregion {[X0 min, X0 max], [Y O min, Y O
max]}. Utilizing region reduction the area that is
associated with the node shrinks to the minimum
space which can cover all the rules associated
with the node. In this example this area is:{[X 0
min , X 0 max], [Y O min, Y 0 max]}. and Y =
111. The current node covers the regions 200 —
239 in the X dimension and 80 — 159 in the Y
dimension. During the probe the packet header is
escorted by a set of registers carrying
information regarding the hyper-region to which
the packet header belongs at the current stage. In
this example the current hyper-region is {[200 —
239], [80 — 119], . . . } 6 Node A has 16 cuts,
with 4 cuts for each of the dimension X and Y .
To identify the child node which must be
followed for this packet header, the index in each
dimension is tenacious as follow. First, Xindex =
b 215-200 10 ¢ = 1. This is because each cut in
the X dimension is of size (239 — 200 + 1)/4 =
10. Similarly, Yindex =b 111-80 20 ¢ = 1. This
is because each cut in the Y dimension is of size
(159 — 80 + 1)/4 = 207

6The hyper-region associated with the packet
header is different than the hyper-region covered
by the node A because the node A is obtained as
a result of merging two nodes that cover the

hyper-regions {[200 — 239], [80 — 119], . . . }
and {[200 — 239], [120 — 159], . . . }
respectively. 7The division operation can be
facilely superseded with a binary shift operation
by utilizing a multiple of two for the number of
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From the above diagram, An example in which
all the child nodes of A share the same subset of
rules {R1, R2}. As a result only A will store the
subset instead of being replicated in all the
children.

As a result the child node B is picked and the set
of registers is updated with the new values
describing the hyperregion covering the packet
header at this stage. This hyperregion is now:
{[200 —219], [100 — 119], ...}

The search ends when a leaf node is reached in
which case the packet header is checked against
the fields in the list of rules associated with the
node. The pseudocode for the search algorithm
(using Fi for Fieldi for brevity) is:

1 SearchFi,...E.);

2 Node curNode = roof;

3 fori+—1tokdo

1 regionlL[i] — Min[i];

5 regionf]i] — Max[i];

6 while carNode! = LEAF do

T fori g curNaode Dims do

'y t:uI[i] - I.P —ﬁk-ll".':'l'rdi‘:.:.l'tn‘lﬂhn i J5
o
10 region Bi] — cur Node Dims[i] right[eut[i]];

11 eur Node — cur Node child{cut[0], cut[1], . . . cut][k]);
12 matchBule — findMatchRule(cur Node list Rules);
13 return matchBule;

The search for a packet with a k—dimensional
header F1, Fk commences with an
intialization phase (steps 2 — 5) in which the
current node of the search is set to the root node
of the search structure, and the regions which
cover the packet header are set to the maximum
value of the ranges for each of the dimensions.
For example, if the first two dimensions
correspond to IP values than these values are 0
and 2 32 — 1 respectively.
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The next steps (6 — 11) traverse the decision tree
until it finds either a leaf node or a NULL node.
At each step in the traversal it updates the hyper-
regions that cover the values in the packet header
Once a leaf node is found on step 12 the list of
rules associated with this node is traversed and
the first matching rule is returned in step 13. If
there is no match a NULL is returned;

4. EXPERIMENTAL RESULTS
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|Eoundry Cutting M|
TCP Rules
Rule No Source Destination
1 000% 0%
2 000% 001*
3 010% 100%
4 010% 010+
5 001% 0101#
) 001% 11#
7 10% 0010%
8 101% 101#
UDP Rules
Rule No Source Destination
1 100% 001%
2 100% 001%
3 100% 001%
4 100% 001%
5 100% 001#
B 100% 001%
7 100% 001%
8 100% 001%
Packet Filters
Source Destination Protocal Packet Status
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5. CONCLUSION

Comparing the proposed algorithms denotes that
HiCuts is one of the most efficient ones, but in
the worst case and with authentic-life classifiers
has an unbalanced decision tree leading to an
astronomically immense maximum depth. In this
paper by defining the heuristic of cut point cull,
two designs were suggested for amendment of
HiCuts algorithm and balancing the decision tree.
Since the Hist structure is binary and balanced,
therefore we can eliminate the tree pointers and
coalesce nodes of several calibers as a
compressed static structure which nodes have
multi dimensional cut points in. Proposed
designs like HiCuts are extendable to IPv6.
Because the trees of incipient designs are
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balanced and have a lower depth than HiCuts,
their pipelined implementation, are more
efficient and have lower delay. While boundary
cutting loses indexing capability at internal nodes
binary  search advise advanced search
performance. HiCuts as well as HyperCuts
algorithms perform cutting predicated on a fine-
tuned interval, and hence partitioning is
ineffective in dropping the number of rules that
belong to a subspace. Cutting in proposed
algorithm is deterministic to a certain extent than
involving arduous heuristics, and it is more
effectual in providing enhanced search
performance and more competent in recollection
indispensability. It is predicated on disjoint space
covered by every rule therefore; packet
relegation table by betokens of projected
algorithm is deterministically constructed and
does not necessitate the involute heuristics
utilized by antecedent decision tree algorithms.

6. REFERENCES

[1]F. Baboescu, S. Singh, and G. Varghese,
“Packet classification for core routers: Is there an
alternative to CAMs?,” in Proc. IEEE
INFOCOM, 2003, pp. 53-63.

[2] H. Lim, M. Kang, and C. Yim,
“Twodimensional packet classification algorithm
using a quad-tree,” Comput. Commun., vol. 30,
no. 6, pp. 1396-1405, Mar. 2007.

[3] Chao H.J., Next generation routers, in
Proceedings of the IEEE, 90, 1518-1558 (2002).

[4] Medhi D. and Ramasamy K., Network
Routing Algorithms, Protocols, and
Architectures, San Francisco, Morgan
Kaufmann, (2007).

Available online:http://internationaljournalofresearch.org/

Page | 800



International Journal of Research

ff‘g/é International Journal of Research (1JR)

R~
g/%‘ -Jr  ©-ISSN: 2348-6848, p- ISSN: 2348-795X Volume 3, Issue 01, January 2016
Available at http://internationaljournalofresearch.org

[5] H. J. Chao, —Next generation routers,| Proc.
IEEE, vol. 90, no. 9, pp. 1518-1588, Sep. 2002.

[6] Hyesook Lim, Senior Member, IEEE, Nara
Lee, Geumdan Jin, Jungwon Lee, Youngju Choi,
Student Member, IEEE, and Changhoon Yim,
Member, IEEE, —Boundary Cutting for Packet
Classificationl, IEEE/ACM Transactions on
Networking, Vol. 22, No. 2, April 2014.

[7] S. Dharmapurikar, H. Song, J. Turner, and J.
Lockwood, “Fast packet -classification using
Bloom filters,” in Proc. ACM/IEEE ANCS,
2006, pp. 61-70.

[8] P. Gupta and N. Mckeown, “Classification
using hierarchical intelligent cuttings,” IEEE
Micro, vol. 20, no. 1, pp. 34-41, Jan.—Feb. 2000.

I
Available online:http://internationaljournalofresearch.org/ Page |801




