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Abstract:

A chip is a small microchip embedded in
your credit card. It is encrypted so transactions are
more secure on the card. The Chip+PIN card is a
superior level of security on your card, in line with
best global practice of security of transactions.
When you use a Chip+PIN credit card at a POS
terminal, the POS machine will prompt you for your
PIN to be entered, you are required to enter the
Credit Card ATM PIN in the terminal and complete
the transaction. To complete the transaction we
need to provide 4 digit PIN number into that device.
We suspect a security thread in this process. While
providing PIN in front of friends, relative or
unknown person, it is affected by “Shoulder
attack”. Shoulder attacks is one of the latest
weapons used by hackers or adversaries in an
organization to hack an account or to authenticate
in a secure zone. In a shoulder attack a person is
watching the user while he is typing the password
and reads his fingers that what he has typed or

makes a video of him typing the password and so
comes to know that what the password is. We
wanted to address this problem. So to handle such
type of attacks we wanted to developed such a
technique which provides more security to a user in
typing his password, in a public place, and in case
that user is in critical position. As per our propose
technique we wanted bank server should accept PIN
from users mobile phone and not from merchants
keypad.

Keywords: Shoulder Surfing; Authentication;
Security; SS7.0; Shoulder Attacker; password entry.
INTRODUCTION:

The flow of Card Payments are changed in
recent months (OCT 2014) and made PIN number
compulsory to complete the transactions. This is
applicable for all types of cards (Debit, Credit,
etc).This is done to minimize the fraud/misuse of
card payments. A Novel Approach of Card Payment is
to avoid Overlooking & Shoulder Surfing Attacks. So
when ever merchant swap user card for payment, bank
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server will notify user on his mobile to enter PIN
number. User can now enter PIN using his/her mobile.
Even user is free to provide number as YES/NO or any
pattern which he can change on daily or monthly basis.

N

Take care about shoulder surfing

Problem Statement:
* We found a problem when user is typing
his/her PIN number.
« He / She has to enter PIN in front of
merchant or relatives or any other person.
e This is a type of Overlooking / Shoulder
Attack.
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Goals and objectives:

* To handle such type of attacks we wanted to
developed such a technique which provides
more security to a user in typing his
password, in a public place, and in case that
user is in critical position.

* As per our propose technique we wanted
bank server should accept PIN from users
mobile phone and not from merchants
keypad.

Statement of scope:

A Novel Approach of Card Payment is to
avoid Overlooking & Shoulder Surfing Attacks.So
when ever merchant swap user card for payment,
bank server will notify user on his mobile to enter
PIN number. User can now enter PIN using his/her
mobile. Even user is free to provide number as
YES/NO or any pattern which he can change on
daily or monthly basis.

Proposed System:

The merchant inserts your card at a PIN enabled
POS terminal. He enters the transaction amount.
Then the bank server will notify user on his android
mobile phone to enter PIN number. User can now
enter PIN using his/her mobile. Even user is free to
provide number as YES/NO or any pattern which he
can change on daily or monthly basis. After
entering pin number bank server will do the
authentication, check whether user is valid or not
and also he has a sufficient balance to pay. After
checking bank server will transfer the amount in
merchant’s account.
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Figure : Architecture diagram

Modules:
Server Module
Bank Server
1. Admin page
2. Welcome page
3. Configuration page
Client Module
Customer
1. Mobile Device
2. Credit Card
3. Mobile Application
4. Login Page

Merchant
Credit Card Machine or Card Reader
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Features and scope:
e More Secure
e Easy deployment
e Low cost
e Used in hotels, shopping malls.
e Fast deposit of funds
Name of algorithms:

e Use of hash function, SHA256, to create
hash of password.

The SHA (Secure Hash Algorithm) is one of a
number of cryptographic hash functions. A
cryptographic hash is like a signature for a text or a
data file. SHA-256 algorithm generates an almost-
unique, fixed size 256-bit (32-byte) hash. Hash is a
one way function — it cannot be decrypted back.

e AES algorithm for communication.

The Advanced Encryption Standard or AES is a
symmetric block cipher to protect classified
information and is implemented in software and
hardware throughout the world to encrypt sensitive
data. This new encryption algorithm would be
unclassified and had to be "capable of protecting
sensitive government information well into the next
century."

Hardware Interfaces:
* Processor — Intel Core2Duo, Pentium —I11/i3
* Speed—-2.4 GHz
* RAM-1GB (min)
* Hard Disk -50GB
* Android 2.3 enable handset
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Software Interfaces:

» Operating System : Windows 7
* FrontEnd:Java7

» Back End : MySQL 6
 Tomcat 7

« JDK1.7

* Android SDK

» Eclipse Indigo

Acknowledgement:

We take the opportunity to thank our project
guide and Head of the Department Prof. Thakur
Ritesh B. for his valuable guidance and for
providing all the necessary facilities, which were
indispensable in the completion of this project
report. We are also thankful to all the staff members
of the Department of Computer of Institude of
Knowledge College of Engineering, Pune for their
valuable time, support, comments, suggestion and
persuasion. We would also like to thank the institute
for providing the required facilities, Internet access
and important books.

Conclusion:

In this paper, we minimize the fraud/misuse
of card payments. The main motive behind
implementing this project is avoid the shoulder
attacks. As per our propose technique bank server
will accept PIN from users mobile phone and not
from merchants keypad. So when ever merchant
swap user card for payment, bank server will notify
user on his mobile to enter PIN number. Then user
can enter PIN using his/her mobile. Even user is
free to provide number as YES/NO or any pattern
which he can change on daily or monthly basis.
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