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Abstract:

Steganography is an art of hiding information in a host signal. The goal of steganographic
systems is to obtain secure and robust way to conceal high rate of secret data. It is very
important to hide the secret data efficiently, as many attacks made on the data communication.
The host signal can be a still image, speech or video and the message signal that is hidden in the
host signal can be a text image or an audio signal.

The cryptography concept is used for locking the secret message in the cover file. The
cryptography makes the secret message not understood unless the decryption key is available. It
is related with constructing and analyzing various methods that overcome the influence of third
parties. A symmetric key is developed which consists of reshuffling and secret arrangement of
secret signal data bits in cover signal data bits. We have performed the encryption process on
secret speech signal data bits-level to achieve greater strength of encryption which is hidden
inside the cover image. The encryption algorithm applied with embedding method is the robust
secure method for audio data hiding.

Keywords:—Cryptography; Encryption; Secret signal; Cover signal; Secret key.

Introduction: way that someone cannot know the presence
or contents of the hidden message. Although
' Now a days, every person access related, Steganography is not to be confused
1nf0mat10n from_ Internet anq today’s with Encryption, which is the process of
requirements from internet world is the data making a  message  unintelligible
transmission should be fast and secured. Steganography attempts to hide the
Steganography is the process of hiding a existence of communication.

secret message within a larger one in such a
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The basic structure of Steganography
iS made up of three components: the
“carrier”, the message, and the keyl. The
carrier can be a painting, a digital image, an
mp3, even a TCP/IP packet among other
things. It is the object that will ‘carry’ the
hidden message. A key is used to
decode/decipher/discover the hidden
message. This can be the password.

In this our main focus is on the use
of Steganography within digital images
(BMP) using LSB Substitution, although
the properties of Image Steganography may
be substituted with audio .wma and .wav
digital document format relatively easy.

Problem Statement:

1. To develop symmetric key which
consists  of  reshuffling and  secret
arrangement of secret signal data bits in
cover signal data bits.

2. To develop the encryption process on
secret speech signal data bits-level to
achieve greater strength of encryption which
is hidden inside the cover image.

An overview of speech encryption
techniques, in this paper speech scrambling
techniques are used to scramble the secret
speech data. In this method the speech
signals are encrypted by using different
pseudo-noise sequences is compared by
informal listening tests and signal inspection
method in time and frequency domains.
Pseudo-noise sequence have random like
properties used in reducing the correlation
among the speech samples. The speech
encryption techniques using pseudo-noise
sequences make the speech signal
understood by removing the correlation

between the samples of the speech signal
[9]. Hiding Encrypted data in audio wave
file, in this method data encryption standard
asymmetric algorithm is used to design
encipher and decipher blocks of data
consisting of 64 bits under control of 64 bits
key. Cryptography in speech processing are
multi hash and repositioning of speech
elements, in this paper cryptography
technique is applied on audio to increase the
security of audio data during transmission.
The encrypted message consists of
background noise, hiss and clicking noise
which represents meaningless to the
unauthorized person. In this method even if
one level of encryption is broken the rest of
levels prevent the actual audio data [5].

Existing System

* An overview of speech encryption
techniques:

— Speech scrambling techniques are
used to scramble the secret speech data.
— The speech encryption techniques
using pseudo-noise sequences make the
speech  signal  un-understood by
removing the correlation between the
samples of the speech signal.

e Hiding Encrypted data in audio

wave file:

— In this method data encryption
standard asymmetric algorithm is used
to design encipher and decipher blocks
of data consisting of 64 bits under
control of 64 bits key.
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e Five level Cryptography in speech
processing in multi hash and
repositioning of speech element:

— Cryptography technique is applied

on audio to increase the security of

audio data during transmission.

— The encrypted message consists of

background noise, hiss and clicking

noise which represents meaningless to
the unauthorized person.

Drawbacks of Existing System

1. Can be easily decoded because of
Scrambling (Inverted)

2. Decrypted Audio has background
noise, hiss and clicking noise.
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3. Only 64 bit key is used in
encryption/decryption.

4. In this method even if one level of
encryption is broken then rest of levels also
failed.

Objectives and goals

* To develop symmetric key which
consists of reshuffling and secret
arrangement of secret signal data bits
in cover signal data bits.

* To develop the encryption process
on secret speech signal data bits-
level to achieve greater strength of
encryption which is hidden inside the
cover image.
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A new proposed method for audio signal encryption for robust hiding.

The secret key will use for encrypting the input secret audio file.

The proposed system consists of 512 bits key size to encrypt a speech message.

To decrypt the secret file one has to know the exact secret key which find out position of
the secret blocks.

A wWwpN
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5 The proposed method is very secure from network attacks as secret key generation is on
the basis of 512 bit key which will be decided at transmitter end.

PROPOSED SYSTEM (Encryption Side)
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Architecture of Project
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Fig. Architecture of Project

Advantages of Proposed System

e 512 bit key used.

e Custom key is used to make system
more harder .

e Encryption and Encoding both
technique used.

Algorithms Used for Proposed System

e In this Proposed system we use
following algorithms:
— Secret key generation.
— Encryption of speech file.
— Secret key hiding in cover
image at transmitter end.

1. SECRET KEY
ALGORITHM

GENERATION

e Ask User to enter random
combination of letters, numbers and
special characters as a random
number of size 16 to 128.

e Make secret key is 256 binary bits
by converting the users ASCII value.
e Make 4 blocks of 8 bytes likes key
block 1, key block 2, key block 3 and

key block 4.

- Apply XOR operation between
block 2 and block 4, result has to store in
new key block I.

- Apply XOR operation between
block 1 and 3, result has to store in new
key block II.

- Apply XOR operation between key

_block I and, key _block Il result has to

store in new Key _block IlI.
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e Store the key_ block 111 as secret key
into database at transmitter end.
2. ALGORITHM FOR ENCRYPTION
OF SPEECH FILE

* User will enter the input speech
signal.

* We have encrypt this speech signal
using secret key.

— Add high frequency noise
bits at low frequency
components of the signal.

* Each bit value of
speech signal is added
using secret key bit
value for positive
signal in  positive
direction .

* Each bit value of
speech signal is added
using secret key bit
value for negative
signal in negative
direction.

1. ALGORITHM FOR SPEECH
DATA HIDING IN COVER
IMAGE

» Take Encrypted Speech data as
input.
* Apply LSB Stego method to encode

speech data into provided cover
image.

2. ALGORITHM FOR DATA
HIDING

« Use of Least significant bits
embedding method to hide the data.

* All below 3 values.
- Secret key.
- Noise random number .

- And Encrypted speech WAV file.
Will get hidden into cover image.

Applications of System

e One of the main use of our project
is for the transportation of high-level
or top-secret documents
between international governments.

e This can be used anytime when you
want to hide data.

e In the business world our project can
be used to hide a secret chemical
formula or plans for a new invention.

e Terrorists can also use to keep their
communications secret and to
coordinate attacks.

Future Scope

We hope to add support to hide all file
formats. This allows for a much broader
spectrum of uses: one would be able to
encode .txt, .exe, .doc, .pdf, .mp3, .mp4 etc.

We eventually plan to port the program to
use C/C++/java so that we may take
advantage of bit-fields in C/java and learn to
code GUI's as well. We have a plug-in
handler developed for C++/java that we
would like to use in this project so that third-
party developers may contribute to the
project.

Conclusion: The original image and stego
image with encrypted secret speech file hide
inside the cover image.
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