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ABSTRACT: 

In cloud computing the data owners will use 
storage service to outsource their sensitive 
data and whenever they need they can 
download from the cloud but due to the 
privacy challenges protecting data from 
outside or inside attacks will leads to 
problem to the data owner. In order to check 
remote data the data owner need to verify 
the data periodically and if any failures or 
modifications identified, then he has to 
remove old data and he has to upload new 
data to the cloud this will leads to the burden 
on the data owner and if data owner use 
PDP (Provable Data Possession) model it 
will audit in single server. To overcome the 
problems and to remove burden on the data 
owner, in this paper we are proposing MBR 
(Minimum Bandwidth re-generating codes) 
and MSR (Minimum storage regenerating 
code) to securely repairing the block in 
cloud. 

Keywords: Public Auditing , Proxy ,Block 
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INTRODUCTION: 

Cloud computing providing the resource 
pay-as-you goes whenever any organization 
need any resource without purchasing the 
required resource, the organization can 
access remotely as rental basis, and cloud 
providing so many services like Software as 
a service, Platform as a service and 
Infrastructure as a service. Among these 
three services Iaas is top on cloud. And 
cloud providing many features to the users 
among some features is like Scalability, 
availability, Maintenance, Data integrity  
etc. using cloud the user can store or upload 
data to the cloud and when ever required he 
can download. Providing security to the data 
is critical important issue in cloud. 

BACKGROUND WORK: 

In cloud computing generally data owner 
can store his data to the cloud and when ever 
required he can download from cloud ,but 
lot of data owners assuming there data is not 
secure so in order to provide security to the 
data the cloud must auditing to the user 
.when ever user  assume data is modified 
then he can check the integrity  of his data , 
for this cloud providing TPA(Trusted party 
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Auditor) here the TPA will check the data 
integrity in cloud. But if any data changes in 
the cloud  

The data owner has to remove his old data in 
cloud and he has to upload new data to the 
cloud again so this process will repeat when 
ever data changes in the cloud it will leads 
to the burden to the data owner and 
communication problem . so in order to 
resolve above issue we are introducing 
proxy. In this scenario the data owner will 
upload the file to the cloud and before 
uploading to the cloud he has to encrypt the 
file and the meta information he will send to 
the cloud and same way he will store keys 
and data into proxy ,if any data modification 
occurs proxy will replace the data into the 
cloud. 

POR(Proof of Retrievability Model): 

This model will provide proof to the data , 
the TPA will implement this model and the  
auditing result he will send to the data 
owner. 

PROPOSED WORK: 

To overcome existing problems in this paper 
we are proposing public auditing protocol , 
the system model implemented based on 
Data ower , Data User , Cloud ,TPA and 
Proxy. 

 

Public Auditing Model: 

Setup: data owner will generate Key pair , 
one is Msk and PK. 

Encryption: this step run by data owner to 
encrypt the file using public key , in this step 
in put is plain text and output is cipher text. 

Delegation: this step run data owner in order 
to share keys to proxy and TPA.  

Auditing: this step run by TPA in order to 
check the integrity in cloud , Input is 
Challenge to the cloud and output is the 
cloud will return auditing result. 

Regenerate code: this step run by Proxy 
when ever modifications occurs in cloud it 
will replace the block in cloud. 

CONCLUSION: 

In this paper we implemented Regenerating 
code with public auditing. And the data 
owner can delegate his privileges to Proxy , 
now whenever any modification notified by 
TPA the proxy will replace in cloud. And to 
provide data integrity we are using 
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encryption process and Auditing will 
delegate to the TPA. The authenticator can 
competently assign to the proxy. Whenever 
data is modified  
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