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Abstract —

In wireless media, secure communication is one
of the important concepts. We use Identity based
cryptosystems in order to provide security in two-
way Transmit networks. But due to the use of
identity of a node as their public key, this scheme
lacks the anonymity and privacy preservation.
So, in order to solve this problem, propose a new
approach in two-way Transmit networks by using
Collaboration Congestion and Transmit selection
approach for enhancing security. In this scheme,
we propose a two-way Transmit network
consisting of two sources, Transmits and an
eavesdropper and there is a new Transmit
chatting based on transmission scheme is
proposed. It uses a single Transmit in order to
forward the messages and the remaining
Transmits transmit interference signals to confuse

the eavesdropper by distributed beam forming.
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INTRODUCTION
In wireless networks, security has been normally

focused on higher layers by using cryptographic
methods Physical-layer security is to exploit the
physical characteristics of the wireless channel in
order to provide secure communications. In
1970s Wyner [1] introduced the wiretap channel
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Which is a degraded version of the main channel,
so that the source and receiver can exchange
secure messages at a non-zero rate. Cooperative
Congestion technique is used to improve the
secrecy rate by causing interference to the
eavesdropper with code words independent of the
source messages. Yener and Tekin’s [2] propose
a scheme termed collaborative secrecy, which
means a non-transmitting user is selected to
increase the secrecy rate for a transmitting user
by effectively “Congestion” the eavesdropper.

The main purpose of physical-layer security is to
exploit the physical characteristics of the wireless
channel for providing secure communications.
The security is defined in terms of secrecy
capacity, which is the maximum rate of reliable
information sent from the source to the
appropriate destination in the presence of
eavesdroppers. Wyner showed that the wiretap
channel is a degraded version of the main
channel, so that the source and the destination
can exchange secure messages at a nonzero rate.

In  Secure Wireless Communications via
Collaboration [3], Source and Transmits are in
the same cluster, whereas, destination and
eavesdropper are far away from this cluster.
Global channel state information (CSI) is
maintained for this approach. In this case, Stagel
is secure, while stage 2 is not secure. There are
several schemes [4]-[17] has been proposed to
overcome this limitation with the help of
cooperative  Transmitting [3], [4], and
cooperative Congestion [5]-[7]. In [3] and [4],
authors proposed effective decode-and-forward
(DF) and amplify-and-forward (AF)-based
cooperative Transmitting protocols for physical-
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layer security. Cooperative Congestion is an
approach to improve the secrecy rate by
interfering the eavesdropper with codeword’s
independent of the source messages.

In Opportunistic Transmit selection for one-way
Transmit networks with secrecy constraints was
addressed in [9], where the proposed scheme
involved the joint selection of a Transmit and a
Congestion node to enhance the security.
Following a similar idea in joint Transmit and
jammer selection for two-way cooperative
networks were investigated in [11]. Different
from [9], the proposed algorithms in [11] select
three Transmit nodes to enhance security, where
the first selected node operated in the
conventional Transmit mode and forwarded the
sources’ signals, and the second and third nodes
act as jammers to degrade the eavesdropper links
in the first and second phase, respectively.
However, when the transmit power increases the
secrecy outage probability would converge to a
fixed value as the since the selected single-
antenna jammer nodes introduced interference to
the legitimate receiver [9,11]. Most recently, a
Transmit chatting based on transmission scheme
was proposed to enhance security in one-way
Transmit networks introduced in [11], where a
best Transmit is used to forward the source’s
signal using an amplify-and-forward (AF)
protocol, and the remaining Transmits
transmitted a Congestion signal to confuse the
eavesdropper and causing artificial interference
via distributed beam forming. In this case,
opportunistic Transmit chatting guaranteed that
the secrecy outage probability converged to zero
at high transmit power.

In the proposed system, a Transmit chatting
scheme is introduced to enhance security where a
best Transmit selected to forward message using
an amplify-and-forward (AF) protocol, and the
remaining Transmits used to cause artificial
interference across the eavesdropper via
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distributed beam forming. Two chatting groups
are formed from the Transmits to transmit
artificial interference to degrade the eavesdropper
in the first and second phase, respectively. It
obtains better secrecy performance than the joint
Transmit and jammer selection scheme
introduced before.

SYSTEM MODEL

The diagram shows the system model. In this
fig.1, there are two sources S1 and S2, one
eavesdropper E, and a Transmit node set = {1,2,
... ..} with K nodes. The Transmit nodes cannot
transmit and receive simultaneously, so that the
total communication process is performed in two
phases. In the first phase, S1 and S2 broadcast
their messages and the best Transmit transmits
the message. The remaining Transmits forms a
Transmit chatting group and causing artificial
interference The

across the eavesdropper.

chatting group with size N1, is denoted as
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This is formed from the remaining K-1 Transmits
and transmits a random message x1 via
distributed beam-forming.

During second phase, the best Transmit node
forwards the source messages to the
corresponding destinations based on AF protocol
while a new chatting group of size N2 is denoted
as

R2={ :
This transmits a random message x2 by using a
new beam forming vector. We can assume that
the eavesdropper E can overhear the signals from
the two phases.

The channel gain from node i to node j is denoted
by h which means an independent ,zero-mean,
circularly symmetric Gaussian random variable
with the variance .Where as, = ,  represents
the Euclidean distance between node i and node j,
whereas represents the path-loss exponent.

Furthermore, additive white Gaussian noise

(AWGN) with zero mean and unit variance is
assumed at each receiver.

This module implements the information
exchange against eavesdroppers in two-way
cooperative networks, which usually consisting
of two sources, one eavesdropper, and a
collection of intermediate nodes. A Transmit
node is selected from the intermediate node set to
forward the messages from source to destination.
The remaining intermediate nodes form a
Transmit chatting group causing artificial
interference across the eavesdropper in the first
and second phase of data transmission.

EAVESDROPPER ATTACKING AND
PREVENTION

In the two-way Transmit network if there is a
presence of eavesdropper, it will degrade the
performance of the network. The main purpose of
the eavesdropper is to degrade the data from
source to destination. So, to prevent this problem
there several node selection techniques via
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Transmit chatting is introduced in the two-way
system. Whereas, secrecy outage probability as
the metric of the secrecy performance.

SECRECY OUTAGE PROBABILITY

We use the secrecy outage probability as the
metric of the secrecy performance. The
probability is the providability for the case where
the intend destinations are unable to decode the
messages from the sources reliably. It also gives
the metric for the case where the message
transmission is not perfectly secure, which means
there exists some information leakage to the
eavesdropper E . In order to calculate the secrecy
outage probability, we firstly have to get the
SINR of the links from Si to E for i=1,2. Eaves-
dropper applies maximal ratio combining (MRC),
so in order to examine the efficiency of the
proposed scheme.

SIMULATION RESULTS

The intermediate nodes spread out randomly
within a square space. When we are comparing
the Transmit chatting scheme with joint Transmit
and jammer selection scheme [11].It can be
found that optimal selection with Maximum sum
instantaneous secrecy rate (OS-MSISR)requires
the knowledge of the eavesdropper channel and it
is very difficult to obtain. When we are
introducing the Transmit chatting scheme, it
avoids those difficulties introduced before.

Two-way communication is a common scenario
in which two nodes can transmit and receive the
information simultaneously. Joint Transmit and
jammer selection for two-way cooperative
networks selected three Transmit nodes to
enhance security, where the first selected node
operated in a conventional Transmit mode and
forwarded the source signals by the use of an AF
protocol, and the second and third nodes acted as
jammers in order to confuse the eavesdropper
during the first and second phase of transmission.
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But the major problem associated with this
technique is that the interference from jammers
also degrades the information channels.

The intermediate nodes spread randomly within
the square space. It is clear that selection with
jamming  outperform  their  non-jamming
counterparts within a certain transmitted power
range. Outside this range the secrecy rate of OSJ
converges to a power-independent value.
Whereas the ergodic secrecy rate of OS continues
to grow with a slope. This validates the analysis
the suboptimal scheme SSJ performs almost the
same as the optimal scheme OSJ. Furthermore, it
can be seen from that OW provides better
performance than any other selection techniques
with or without continuous jamming. Within this
configuration, we also compare the performance
of different selection techniques measured by
secrecy outage probability.

The intermediate nodes spread randomly within
the square space. It is clear that selection with
jamming  outperform  their  non-jamming
counterparts within a certain transmitted power
range. Outside this range the secrecy rate of OSJ
converges to a power-independent value.
Whereas the ergodic secrecy rate of OS continues
to grow with a slope. This validates the analysis
the suboptimal scheme SSJ performs almost the
same as the optimal scheme OSJ. Furthermore, it
can be seen from that OW provides better
performance than any other selection techniques
with or without continuous jamming. Within this
configuration, we also compare the performance
of different selection techniques measured by
secrecy outage probability.

CONCLUSION

This paper has studied a new Transmit chatting
transmission scheme for secure communications
in two-way Transmit networks. In this scheme, it
does not require the knowledge of the
eavesdropper’s channel and it uses of a Transmit
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chatting scheme. It uses a single Transmit in
order to forward the messages and the other
Transmits are used to cause artificial interference
across the eavesdropper. The secrecy outage
probability of previous schemes converges to a
fixed value as the transmitted power increases
because single antenna jammer nodes causing
interference to the sources. In the proposed work,
the secrecy outage probability converges to zero
as the transmitted power increases. This scheme
achieves better performance by than the joint
Transmit and jammer selection scheme.
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