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Abstract

The rapid development of cloud storage
services makes it easier than ever for cloud
users to share data with each other. To
ensure users’ confidence of the integrity of
their shared data on cloud, a number of
techniques have been proposed for data
integrity auditing with focuses on various
practical features, e.g., the support of
dynamic data, public integrity auditing, low
communication/computational audit cost,
low storage overhead. However, most of
these techniques consider that only the
original data owner can modify the shared
data, which limits these techniques to client
read-only applications. Recently, a few
attempts started considering more realistic
scenarios by allowing multiple cloud users
to modify data with integrity assurance.
Nevertheless, these attempts are still far
from practical due to the tremendous
computational cost on cloud users,
especially when high error detection

probability is required by the system. In this

paper, we propose a novel integrity auditing
scheme for cloud data sharing services
characterized by multi-user modification,
public auditing, high error detection
probability, efficient user revocation as well
as practical computational/communication
auditing performance. Our scheme can resist
user impersonation attack, which is not
considered in existing techniques that
support multi-user modification. Batch
auditing of multiple tasks is also efficiently
supported in  our scheme. Extensive
experiments on Amazon EC2 cloud and
different client devices (contemporary and
mobile devices) show that our design allows
the client to audit the integrity of a shared
file with a constant computational cost of
340ms on PC (4.6s on mobile device) and a
bounded communication cost of 77KB for
99% error detection probability with data
corruption rate of 1%.

INTRODUCTIONThe continuous of

cloud techniques has boosted a number of

public loud storage applications. In
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particular, more and more cloud storage
applications are being used as collaboration
platforms, in which data are not only
persisted in cloud for storage but also
subject to frequent modifications from
multiple users. Real-world examples are
cloud-based storage synchronization
platforms such as Dropbox for Business and
Sugarsync , Version Control Systems (VCS)
such as Subversion and Concurrent Versions
System, which enable multiple team
members to work in sync, accessing and
modifying same files on cloud servers
anywhere anytime. For correct execution of
this kind of collaborative applications, one
problem is to assure data integrity, i.e., each
data modification operation is indeed
performed by an authorized group member
and the data remains intact and update to
date thereafter.

This problem is important given the
fact that cloud storage platforms, even well-
known cloud platforms, may experience
hardware/software failures, human er-
Copyright (c) 2013 IEEE. Personal use of
this material is permitted. we observed that
there have been large discrepancies between
the numbers of data corruption events
reported by users and those acknowledged
by service providers, which also causes

users to doubt whether or not their data on
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cloud are truly intact. With the concern on
data integrity of cloud storage services,
users wish to have a way of auditing the
cloud server to ensure that the server stores
all their latest data without any corruption.
To offer such a service, a series of schemes
have been proposed. However, for most of
these existing schemes, only the data owner
who holds secret keys can modify the data
and all other users who share data with the
data owner only have read permission. If
these solutions are trivially extended to
support multiple writers with data integrity
assurance, the data owner has to stay online,
collecting modified data from other users
and regenerating authentication tags for
them. Obviously, this kind of trivial
extension will introduce a tremendous
workload to the data owner, especially in
scenarios with a large number of writers
(users) and/or a high frequency of data
modification  operations. Considering
practical scenarios wherein all users share
data with each other in cloud have both read
and write privileges, Wang et al. proposed a
public integrity auditing scheme using ring

signature-based omomorphic authenticators.

Nevertheless, the scalability of ref is limited
by the group size and data size. Moreover,
user revocation is not considered in this

paper. In order to further enhance previous
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work, another attempt was made by Wang et
al However, still suffers from a non-trivial
computational cost which is linear to the
number of modifiers (especially for
achieving high error detection probability
with small data corruption rate, e.g., less
then 0.1%) and the number of checking
tasks, and thus is limited in scalability. In
addition, user revocation is based on the
assumption that the cloud node responsible
for updating signatures will not be
compromised nor encounter internal errors,
which has been proven not always true in
practice. = As a matter of fact,
compromisation and internal errors of the
cloud node will lead to the disclosure of
users’ secrets, and thus causing severe

attacks such as user impersonation.
Existing System

> In existing techniques that support
multi-user ~ modification.  Batch
auditing of multiple tasks.

» Only the data woner holds secret
keys can modify the data and all
other userswho share data with the
data owner only have read
permission. If these solutions are
trivially extended to support multiple
writers with data integrity assurance,
the data owner has to stay online,

collecting modified data from other
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users and regenerating authentication
tags for them.

» Obviously, this kind of trivial
extension  will introduce  a
tremendous workload This kind of
situation occurs many times, being it
internationally or not, with existing
cloud storage platforms.

» As our design efficiently supports
batch auditing, we can audit all
development files at the same time to
save cost. Thus, our scheme can be
easily applied to existing VCSs to
efficient support integrity assurance
without changing their original

design.

Proposed System

In this we have a way of auditing the cloud
server to ensure that the server stores all
their latest data without any corruption. To
offer such a service, a series of schemes
have been proposed. However, for most of
these existing schemes, only the data owner

In cloud have both read and write
privileges, Wang proposed a public
integrity auditing scheme wusing ring
signature-based homomorphic
authenticators. Nevertheless, the scalability
of ref.Last but not least, our proposed
scheme allows aggregation of integrity

auditing operations for multiple tasks (files)
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through our batch integrity auditing
technique, which promote our scheme in
terms of auditing efficiency and data
corruption detection probability. The TPA
refers to any party that checks the integrity
of data being stored on the cloud. As our
proposed scheme allows public integrity
auditing, the TPA can actually be any cloud
user as long as he/she has access to the
public keys.

To design an efficient public integrity
auditing scheme supporting multi-user
modification and efficient user revocation
simultaneously, we need to overcome the
following major (not necessarily complete
list of challenges: 1) Aggregation of
individually generated authentication

tags. Specifically, any user with read and
write privilege should be able to modify the
data and generate new authentication tags
without the help of the data owner. In this
context, how to aggregate tags from
different users becomes a challenge
problem, because the tags are signed with
individual users’ secret keys which are
different from each other. Without
aggregation, a data integrity verifier has to
process tags from different modifiers one by
one for an auditing task, and thus limiting
the scalability of scheme. A straightforward
solution to this problem is to let all users

share the same secret keyso all
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authentication tags are in the same format
and can

be easily aggregated. Nevertheless, this kind
of solution is limited by another challenge:
2) efficient and secure user revocation.

User revocation is a challenging issue in
most security systems and usually involves
disabling user secret keys. Upon user
revocation, all authentication

tags generated by the revoked user should be
updated,and this heavy task is usually
delegated to the cloud by disclosing partial
secrets to it. This method, however, can lead
to disclosure of secret keys of valid users
once the cloud server node colludes with a
revoked user. Public auditing. In practical
systems, data integrity auditing can be
performed not only by data owners or other
group users but also by a third-party auditor
or any general user who has public keys of
the system. As a result, just a constant size
of integrity proof information and a constant
number of computational operations are
needed for the verifier, no matter how large
the audited file is and how many writers are
associated with the data blocks. Moreover,
with the novel proxy authentication tag
update technique, our scheme allows secure
delegation of user revocation operations to
the cloud and can defeat impersonation
attacks from illegitimate users. By uniquely

incorporating Shamir’s Secret Sharing
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scheme , we further enhance the reliability
of our design during the user revocation
procedure. Last but not least, our proposed
scheme allows aggregation of integrity
auditing operations for multiple tasks
(files)through our batch integrity auditing
technique, which promote our scheme in
terms of auditing efficiency and data
corruption detection probability. Thorough
analysis and extensive experimental results
on Amazon EC2 cloud and various client
devices (PC and mobiledevices) demonstrate
the scalability and efficiency of our design.
Literature survey:

The problem of data integrity auditing in
cloud have been extensively studied in past
years by a number of Proof of Retrievability
(POR) and Proof of Data Possession (PDP)
schemes. In ref. concepts of POR and PDP
were first proposed separately using RSA
based homomorphic authentication tags. The
efficiency of POR scheme was later
enhanced by Shachametal based on the BLS
(Boneh-Lynn-Shacham) signature . To
further enhance the efficiency of data
integrity auditing, batch integrity auditing
was introduced by Wang et al.. Recently, Xu
et al. and Yuan et al. proposed private and
public POR schemes respectively with
constant communication cost by using a nice
algebraic property of polynomial. To

support dynamic operations in verification,
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Atenieseetal proposed another private PDP
scheme with symmetric encryption. A
Public integrity auditingwith  dynamic
operations is introduced by Wang et al.
based on the Merkle Hash Tree. Based on
the rank information, Erwayetal. also
achieve the dynamic PDP. Zhu et al. later
utilized the fragment structure to save
storage overhead of authentication tags with
the support of dynamic data. A private POR
scheme with the support of dynamic data is
recently proposed by Cash et al. by utilizing
Oblivious RAM. Although many efforts
have been made to guarantee the integrity of
data on remote server, most of them only
consider single data owner who has the
system secret key and is the only party
allowed to modify the shared data on cloud.
In order to improve the previous works to
support multiple writers, Wangetal. first
proposed a public integrity auditing scheme
for shared data on cloud based on ring
signature-based homomorphic
authenticators. In their scheme, user
revocation is not considered and the auditing
cost grows with group size and data size.
Recently, Wang et al. enhanced their
previous public integrity verification scheme
with the support of wuser revocation.
However, if the cloud node responsible for
tag update is compromised during user

revocation process, attackers can discover
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the secret keys of all other valid users. What
is more, verification cost of the TPA (can
also be users) in ref. [21] is significantly
influenced by the error detection probability
requirement and is also linear to the number
of data modifier. Batch verification is not
supported in their design. Therefore,this
scheme is limited in its scalability.
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