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ABSTRACT: 

In this paper we introduce an energy-aware 

operation model used for load balancing and 

application scaling on a cloud. The basic 

philosophy of our approach is defining an 

energy-optimal operation regime and 

attempting to maximize the number of 

servers operating in this regime. Idle and 

lightly-loaded servers are switched to one of 

the sleep states to save energy. The load 

balancing and scaling algorithms also 

exploit some of the most desirable features 

of server consolidation mechanisms 

discussed in the literature. 

EXISTING SYSTEM: 

 An important strategy for energy 

reduction is concentrating the load 

on a subset of servers and, whenever 

possible, switching the rest of them 

to a state with low energy 

consumption. This observation 

implies that the traditional concept of 

load balancing in a large-scale 

system could be reformulated as 

follows: distribute evenly the 

workload to the smallest set of 

servers operating at optimal or near-

optimal energy levels, while 

observing the Service Level 

Agreement (SLA) between the CSP 

and a cloud user. An optimal energy 

level is one when the performance 

per Watt of power is maximized. 

 In order to integrate business 

requirements and application level 

needs, in terms of Quality of Service 

(QoS), cloud service provisioning is 

regulated by Service Level 

Agreements (SLAs): contracts 

between clients and providers that 

express the price for a service, the 

QoS levels required during the 

service provisioning, and the 

penalties associated with the SLA 

violations. In such a context, 

performance evaluation plays a key 
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role allowing system managers to 

evaluate the effects of different 

resource management strategies on 

the data center functioning and to 

predict the corresponding 

costs/benefits. 

DISADVANTAGES OF EXISTING 

SYSTEM: 

 On-the-field experiments are mainly 

focused on the offered QoS, they are 

based on a black box approach that 

makes difficult to correlate obtained 

data to the internal resource 

management strategies implemented 

by the system provider. 

 Simulation does not allow to conduct 

comprehensive analyses of the 

system performance due to the great 

number of parameters that have to be 

investigated. 

PROPOSED SYSTEM: 

 There are three primary contributions 

of this paper:  

 a new model of cloud servers that is 

based on different operating regimes 

with various degrees of \energy 

efficiency" (processing power versus 

energy consumption);  

 a novel algorithm that performs load 

balancing and application scaling to 

maximize the number of servers 

operating in the energy-optimal 

regime; and  

 analysis and comparison of 

techniques for load balancing and 

application scaling using three 

differently-sized clusters and two 

different average load profiles. 

 The objective of the algorithms is to 

ensure that the largest possible 

number of active servers operate 

within the boundaries of their 

respective optimal operating regime. 

The actions implementing this policy 

are: (a) migrate VMs from a server 

operating in the undesirable-low 

regime and then switch the server to 

a sleep state; (b) switch an idle 

server to a sleep state and reactivate 

servers in a sleep state when the 

cluster load increases; (c) migrate the 

VMs from an overloaded server, a 

server operating in the undesirable-

high regime with applications 

predicted to increase their demands 

for computing in the next 

reallocation cycles. 
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ADVANTAGES OF PROPOSED 

SYSTEM: 

 After load balancing, the number of 

servers in the optimal regime 

increases from 0 to about 60% and a 

fair number of servers are switched 

to the sleep state. 

 There is a balance between 

computational efficiency and SLA 

violations; the algorithm can be 

tuned to maximize computational 

efficiency or to minimize SLA 

violations according to the type of 

workload and the system 

management policies. 

SYSTEM ARCHITECTURE: 

 

1 INTRODUCTION 

With the explosive growth of digital data, 

deduplication techniques are widely 

employed to backup data and minimize 

network and storage overhead by detecting 

and eliminating redundancy among data. 

Instead of keeping multiple data copies with 

the same content, deduplication eliminates 

redundant data by keeping only one physical 

copy and referring other redundant data to 

that copy. Deduplication has received much 

attention from both academia and industry 

because it can greatly improves storage 

utilization and save storage space, especially 

for the applications with high deduplication 

ratio such as archival storage systems. A 

number of deduplication systems have been 

proposed based on various deduplication 

strategies such as client-side or server-side 

deduplications, file-level or block-level 

deduplications. A brief review is given in 

Section 6. Especially, with the advent of 

cloud storage, data deduplication techniques 

become more attractive and critical for the 

management of ever-increasing volumes of 

data in cloud storage services which 

motivatesenterprises and organizations to 

outsource data storage  to third-party cloud 

providers, as evidenced by many real-life 

case studies [1]. According to the analysis 

report of IDC, the volume of data in the 
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world is expected to reach 40 trillion 

gigabytes in 2020 [2]. Today’s commercial 

cloud storage services, such as Dropbox, 

Google Drive and Mozy, have been 

applying deduplication to save the network 

bandwidth and the storage cost with client-

side deduplication. There are two types of 

deduplication in terms of the size: (i) file-

level deduplication, which discovers 

redundancies between different files and 

removes these redundancies to reduce 

capacity demands, and (ii) blocklevel 

deduplication, which discovers and removes 

redundancies between data blocks. The file 

can be divided into smaller fixed-size or 

variable-size blocks. Using fixedsize blocks 

simplifies the computations of block 

boundaries, while using variable-size blocks 

(e.g., based on Rabin fingerprinting [3]) 

provides better deduplication efficiency. 

1.1 Our Contributions 

In this paper, we show how to design secure 

deduplication systems with higher reliability 

in cloud computing. We introduce the 

distributed cloud storage servers into 

deduplication systems to provide better fault 

tolerance. To further protect data 

confidentiality, the secret sharing technique 

is utilized, which is also compatible with the 

distributed storage systems. In more details, 

a file is first split and encoded into 

fragments by using the technique of secret 

sharing, instead of encryption mechanisms. 

These shares will be distributed across 

multiple independent storage servers. 

Furthermore, to support deduplication, a 

short cryptographic hash value of the 

content will also be computed and sent to 

each storage server as the fingerprint of the 

fragment stored at each server. Only the data 

owner who first uploads the data is required 

to compute and distribute such secret shares, 

while all following users who own the same 

data copy do not need to compute and store 

these shares any more. To recover data 

copies, users must access a minimum 

number of storage servers through 

authentication and obtain the secret shares to 

reconstruct the data. In other words, the 

secret shares of data will only be accessible 

by the authorized users who own the 

corresponding data copy.  

2 PROBLEM FORMULATION 

2.1 System Model 

This section is devoted to the definitions of 

the system model and security threats. Two 

kinds entities will be involved in this 

deduplication system, including the user 
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and the storage cloud service provider (S-

CSP). Both client-side deduplication and 

server-side deduplication are supported in 

our system to save the bandwidth for data 

uploading and storage space for data storing. 

• User. The user is an entity that wants to 

outsource data storage to the S-CSP and 

access the data later. In a storage system 

supporting deduplication, the user only 

uploads unique data but does not upload 

any duplicate data to save the upload 

bandwidth. Furthermore, the fault tolerance 

is required by users in the system to provide 

higher reliability. 

• S-CSP. The S-CSP is an entity that 

provides the outsourcing data storage 

service for the users. In the deduplication 

system, when users own and store the same 

content, the S-CSP will only store a single 

copy of these files and retain only unique 

data. A deduplication technique, on the other 

hand, can reduce the storage cost at the 

server side and save the upload bandwidth at 

the user side. For fault tolerance and 

confidentiality of data storage, we consider a 

quorum of S-CSPs, each being an 

independent entity. The user data is 

distributed across multiple S-CSPs. We 

deploy our deduplication mechanism in both 

file and block levels. Specifically, to upload 

a file, a user first performs the file-level 

duplicate check. If the file is a duplicate, 

then all its blocks must be duplicates as 

well, otherwise, the user further performs 

the blocklevel duplicate check and identifies 

the unique blocks to be uploaded. Each data 

copy (i.e., a file or a block) is associated 

with a tag for the duplicate check. All data 

copies and tags will be stored in the S-CSP. 

2.2 Threat Model and Security Goals 

Two types of attackers are considered in our 

threat model: (i) An outside attacker, who 

may obtain some knowledge of the data 

copy of interest via public channels. 

An outside attacker plays the role of a user 

that interacts with the S-CSP; (ii) An inside 

attacker, who may have some knowledge of 

partial data information such as the 

ciphertext. An insider attacker is assumed to 

be honest-but-curious and will follow our 

protocol, which could refer to the S-CSPs in 

our system. Their goal is to extract useful 

information from user data. The following 

security requirements, including 

confidentiality, integrity, and reliability are 

considered in our security model. 

Confidentiality. Here, we allow collusion 

among the SCSPs. However, we require that 

the number of colluded S-CSPs is not more 
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than a predefined threshold. To this end, we 

aim to achieve data confidentiality against 

collusion attacks. We require that the data 

distributed and stored among the S-CSPs 

remains secure when they are unpredictable 

(i.e., have high min-entropy), even if the 

adversary controls a predefined number of 

S-CSPs. The goal of the adversary is to 

retrieve and recover the files that do not 

belong to them. This requirement has 

recently been formalized in [6] and called 

the privacy against chosen distribution 

attack. This also implies that the data is 

secure against the adversary who does not 

own the data. Integrity. Two kinds of 

integrity, including tag consistency and 

message authentication, are involved in the 

security model. Tag consistency check is run 

by the cloud storage server during the file 

uploading phase, which is used to prevent 

the duplicate/ciphertext replacement attack. 

If any adversary uploads a maliciously-

generated ciphertext such that its tag is the 

same with another honestly-generated 

ciphertext, the cloud storage server can 

detect this dishonest behavior. Thus, the 

users do not need to worry about that their 

data are replaced and unable to be 

decrypted. Message authentication check is 

run by the users, which is used to detect if 

the downloaded and decrypted data are 

complete and uncorrupted or not. This 

security requirement is introduced to prevent 

the insider attack from the cloud storage 

service providers.  

Reliability. The security requirement of 

reliability in deduplication means that the 

storage system can provide fault tolerance 

by using the means of redundancy. In more 

details, in our system, it can be tolerated 

even if a certain number of nodes fail. The 

system is required to detect and repair 

corrupted data and provide correct output for 

the users. 

CONCLUSIONS 

We proposed the distributed deduplication 

systems to improve the reliability of data 

while achieving the confidentiality of the 

users’ outsourced data without an encryption 

mechanism. Four constructions were 

proposed to support file-level and fine-

grained block-level data deduplication. The 

security of tag consistency and integrity 

were achieved.We implemented our 

deduplication systems using the Ramp secret 

sharing scheme and demonstrated that it 

incurs small encoding/decoding overhead 

compared to the network transmission 

overhead in regular upload/download 

operations. 
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