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Abstract: Now days a security over internet quandary is increases day by day .Existing system 

get search time astronomically immense with the whole no of cipher texts. That makes 

recuperation from comprehensive database adamant. To ameliorate this quandary, this paper 

propose searchable public key cipher texts with unseen structure for keyword explore as 

expeditious as feasible destitute of sacrificing semantic security of the encrypted keywords. In 

SPCHS, every one keyword searchable cipher text are orchestrated by unseen relative, and with 

the search trapdoor subsequent to a keyword, the most minuscule amount in sequence of the 

cognations is relate to a look for algorithm as the supervision to discover all corresponding 

cipher text capably. We build a SPCHS conception from scrape in which the cipher text contains 

a concealed star like structure. We demonstrate our system to be semantically secure in the 

Arbitrary Oracle (RO) model. The search intricacy of the proposed scheme depended upon the 

authentic no of cipher text rather than the no of all cipher text. Lastly we present a generic 

SPCHS construction from unidentified identity predicated encryption and clash free full identity 

malleable identity predicated key encapsulation mechanism with anonymity.  

Keywords: Searchable Public-Key, Public-key searchable encryption, semantic security, 

identity-predicated key encapsulation mechanism, identity predicated encryption

1. INTRODUCTION 

Predicated on the PUBLIC-KEY encryption 

with keyword search (PEKS), introduced by 

Boneh et al. in, the keyword-searchable 

cipher texts can be uploaded to the server by 

anyone who kens the receiver’s public-key. 

The keyword search can then be entrusted 

by the receiver. To be more categorical, the 

keywords are extracted from the file first 

predicated on homogeneous attribute search 

[2]. Then, the file along with its extracted 

keywords is encrypted by the sender 

discretely to engender the corresponding 

cipher texts. The resultant cipher texts are 

then sent to the server. The receiver then 

entrusts a keyword search trapdoor to the 
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server in order to receive the files containing 

the designated keyword. The server then 

returns the corresponding encrypted files to 

the receiver and he decrypts the 

corresponding files with his private key. The 

subsisting public-key encryption schemes 

which are semantically secure, take search 

time linear with the total number of cipher 

texts, thus making the data retrieval form 

databases arduous or time consuming. Ergo, 

in order to procure ameliorated search 

performance and to reduce time 

2. RELATED WORK  

Subsisting system 

One of the prominent works to expedite the 

search over encrypted keywords in the 

public-key setting is deterministic 

encryption introduced by Bellare et al.An 

encryption scheme is deterministic if the 

encryption algorithm is deterministic. 

Bellare et al. fixate on enabling search over 

encrypted keywords to be as efficient as the 

search for unencrypted keywords, such that 

a cipher text containing a given keyword can 

be retrieved in time involution logarithmic 

in the total number of all cipher texts. This is 

plausible because the encrypted keywords 

can compose a tree-like structure when 

stored according to their binary values. 

Search on encrypted data has been 

extensively investigated in recent years. 

From a cryptographic perspective, the 

subsisting works fall into two categories, 

i.e., symmetric searchable encryption and 

public-key searchable encryption. 

Disadvantages of subsisting system 

Subsisting semantically secure PEKS 

schemes take search time linear with the 

total number of all cipher texts. This makes 

retrieval from astronomically immense-scale 

databases prohibitive. Consequently, more 

efficient search performance is crucial for 

virtually deploying PEKS schemes. 

Deterministic encryption has two innate 

constraints. First, keyword privacy can be 

ensured only for keywords that are a priori 

hard to conjecture by the adversary (i.e., 

keywords with high min-entropy to the 

adversary); second, certain information of a 

message leaks ineluctably via the ciphertext 

of the keywords since the encryption is 

deterministic. Hence, deterministic 

encryption is only applicable in special 

scenarios. The linear search involution of 

subsisting schemes is the major impediment 

to their adoption. 

Proposed system 

We are intrigued with providing highly 

efficient search performance without 

sacrificing semantic security in PEKS. We 

commence by formally defining the concept 

of Searchable Public-key Cipher texts with 



   International Journal of Research 
 Available at https://edupediapublications.org/journals  

p-ISSN: 2348-6848 
e-ISSN: 2348-795X 

Volume 03 Issue 14 
October 2016 

  

Available online: http://edupediapublications.org/journals/index.php/IJR/  P a g e  | 4284 

Obnubilated Structures (SPCHS) and its 

semantic security.  In this incipient concept, 

keyword searchable cipher texts with their 

obnubilated structures can be engendered in 

the public key setting; with a keyword 

search trapdoor, partial cognations can be 

disclosed to guide the revelation of all 

matching cipher texts.  Semantic security is 

defined for both the keywords and the 

obnubilated structures. It is worth noting 

that this incipient concept and its semantic 

security are felicitous for keyword-

searchable cipher texts with any kind of 

obnubilated structures. In contrast, the 

concept of traditional PEKS does not 

contain any obnubilated structure among the 

PEKS cipher texts correspondingly; its 

semantic security is only defined for the 

keywords. 

Advantages of proposed system 

We build a generic SPCHS construction 

with Identity-Predicated Encryption (IBE) 

and collision-free full-identity malleable 

IBKEM. The resulting SPCHS can engender 

keyword-searchable cipher texts with an 

obnubilated star-like structure. Moreover, if 

both the underlying IBKEM and IBE have 

semantic security and anonymity (i.e. the 

privacy of receivers’ identities), the resulting 

SPCHS is semantically secure. 

3. IMPLEMENTATION 

Data owner Module 

Searchable Public-Key Cipher texts with 

Obnubilated Structures (SPCHS) for 

keyword search as expeditious as possible 

without sacrificing semantic security of the 

encrypted keywords. In SPCHS, all 

keyword-searchable cipher texts are 

structured by obnubilated cognations, and 

with the search trapdoor corresponding to a 

keyword, the minimum information of the 

cognations is disclosed to a search algorithm 

as the guidance to find all matching cipher 

texts efficiently 

Data Utilizer Module 

In this module, we develop the data utilizer 

module. It start by formally defining the 

concept of Searchable Public-key Cipher 

texts with Obnubilated Structures (SPCHS) 

and its semantic security. In this incipient 

concept, keyword searchable cipher texts 

with their obnubilated structures can be 

engendered in the public key setting; with a 

keyword search trapdoor, partial cognations 

can be disclosed to guide the revelation of 

all matching cipher texts. 

Encryption Module 

Incognito identity-predicated broadcast 

encryption. A marginally more perplexed 

application is innominate identity-predicated 

broadcast encryption with efficient 

decryption. An analogous application was 
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proposed respectively by Barth et al.  and 

Libert et al.  in the traditional public-key 

setting. With collision-free plenarily density 

malleable IBKEM, a sender engenders an 

identity predicated broadcast cipher text 

hC1, C2, (K1 1 jjSE(K1 2 ; F1)), :::, (KN 1 

jjSE(KN 2 ; FN))i, where C1 and C2 are two 

IBKEM  encapsulations, 

Rank Search Module 

It sanctions the search to be processed in 

logarithmic time, albeit the keyword search 

trapdoor has length linear with the size of 

the database. In integration to the above 

efforts devoted to either provable security or 

better search performance 

4. EXPERIMENTAL RESULTS  

 

Fig:-1 authentication and authorization 

 

 

Fig:-2 Search Results  

 

Fig:-3 File Download Page 

 

Fig:-4 Results on Graph 
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Fig:-5 Data Upload By Admin 

 

Fig:-6 Number of Downloads  

5. CONCLUSION  

We investigated expeditious keyword search 

in PEKS with semantic security. Proposed 

the concept of SPCHS as an alternate of 

PEKS. The incipient concept sanctions 

keyword searchable cipher text engendered 

with the obnubilated structure. Given 

keyword search trapdoor, search algorithm 

of SPCHS can disclose part of the 

obnubilated structure for guidance on 

ascertaining the cipher text of the queried 

keyword. Semantic security of SPCHS 

captures privacy of the keyword and 

invisibility of the obnubilated structures . 

The scheme engendered keywords 

searchable cipher texts with the obnubilated 

star like structure. The identified several 

intriguing properties that is collision 

freeness and full identity malleability in 

some IBKEM instances and formalized this 

properties to build a generic SPCHS 

construction. Applications may be achieve 

retrival plenariness verification which is the 

preeminent our comprehension and not been 

achieved in subsisting PEKS schemes. 

Another application may be understand 

public key encryption with the content 

search and kindred functionality realize by 

the symmetric searchable keyword 

encryption . Such kind of content searchable 

encryption is subsidiary the practice for e.g. 

Filter the encrypted spams. The obnubilated 

tree like structure between the sequentially 

encrypted words in the file. Obtain public 

key searchable encryption sanctioning 

content a search. 
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