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ABSTRACT-Data deduplication is one 

of important data compression 

techniques for eliminating duplicate 

copies of repeating data, and has been 

widely used in cloud storage to reduce 

the amount of storage space and save 

bandwidth. To protect the confidentiality 

of sensitive data while supporting 

deduplication, the convergent encryption 

technique has been proposed to encrypt 

the data before outsourcing. To better 

protect data security, this paper makes 

the first attempt to formally address the 

problem of authorized data 

deduplication. Different from traditional 

deduplication systems, the differential 

privileges of users are further considered 

in duplicate check besides the data itself. 

We also present several new 

deduplication constructions supporting 

authorized duplicate check in a hybrid 

cloud architecture. Security analysis 

demonstrates that our scheme is secure 

in terms of the definitions specified in 

the proposed security model. As a proof 

of concept, we implement a prototype of 

our proposed authorized duplicate check 

scheme and conduct testbed experiments 

using our prototype. We show that our 

proposed authorized duplicate check 

scheme incurs minimal overhead 

compared to normal operations. 

unfortunately, it failed and decided to 

shut down its email service [11]. 

1.INTRODUCTION 

Cloud computing is the use of computing 

resources (hardware and software) that are 

delivered as a service over a network 

(typically the Internet). The name comes 

from the common use of a cloud-shaped 

symbol as an abstraction for the complex 

infrastructure it contains in system diagrams. 

Cloud computing entrusts remote services 

with a user's data, software and 

computation. Cloud computing consists of 

hardware and software resources made 

available on the Internet as managed third-

party services. These services typically 

provide access to advanced software 

http://en.wikipedia.org/wiki/Computing
http://en.wikipedia.org/wiki/Internet
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applications and high-end networks of 

server 

computers.

 

Structure of cloud computing 

1.1.HOW CLOUD COMPUTING 

WORKS? 

The goal of cloud computing is to apply 

traditional supercomputing, or high-

performance computing power, normally 

used by military and research facilities, 

to perform tens of trillions of 

computations per second, in consumer-

oriented applications such as financial 

portfolios, to deliver personalized 

information, to provide data storage or to 

power large, immersive computer 

games. 

The cloud computing uses networks of 

large groups of servers typically running 

low-cost consumer PC technology with 

specialized connections to spread data-

processing chores across them. This 

shared IT infrastructure contains large 

pools of systems that are linked together. 

Often, virtualization techniques are used 

to maximize the power of cloud 

computing. 

 

1.2.CHARACTERISTICS AND 

SERVICES MODELS: 

The salient characteristics of cloud 

computing based on the definitions provided 

by the National Institute of Standards and 

Terminology (NIST) are outlined below: 

1.2.1ON-DEMAND SELF-SERVICE: A 

consumer can unilaterally provision 

computing capabilities, such as server time 

and network storage, as needed 

automatically without requiring human 

interaction with each service’s provider.  

1.2.2.BROAD NETWORK ACCESS: 

Capabilities are available over the network 

and accessed through standard mechanisms 

that promote use by heterogeneous thin or 

thick client platforms (e.g., mobile phones, 

laptops, and PDAs).  

1.2.3. RESOURCE POOLING: The 

provider’s computing resources are pooled 

to serve multiple consumers using a multi-

tenant model, with different physical and 

virtual resources dynamically assigned and 

http://www.webopedia.com/TERM/S/supercomputer.html
http://www.webopedia.com/TERM/H/High_Performance_Computing.html
http://www.webopedia.com/TERM/H/High_Performance_Computing.html
http://www.webopedia.com/TERM/N/network.html
http://www.webopedia.com/TERM/S/server.html
http://www.webopedia.com/TERM/I/IT.html
http://www.webopedia.com/TERM/V/virtualization.html
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reassigned according to consumer demand. 

There is a sense of location-independence in 

that the customer generally has no control or 

knowledge over the exact location of the 

provided resources but may be able to 

specify location at a higher level of 

abstraction (e.g., country, state, or data 

center). Examples of resources include 

storage, processing, memory, network 

bandwidth, and virtual machines.  

1.2.4.RAPID ELASTICITY: Capabilities 

can be rapidly and elastically provisioned, in 

some cases automatically, to quickly scale 

out and rapidly released to quickly scale in. 

To the consumer, the capabilities available 

for provisioning often appear to be unlimited 

and can be purchased in any quantity at any 

time.  

2.PRELIMINARIES 

In this section, we first define the notations 

used in thispaper, review some secure 

primitives used in our securededuplication. 

The notations used in this paper are listedin 

Symmetric encryption uses acommon secret 

key κ to encrypt and decrypt information.A 

symmetric encryption scheme consists of 

threeprimitive functions 

3.HYBRID ARCHITECTURE FOR 

SECURE DEDUPLICATION 

At a high level, our setting of interest is an 

enterprise network, consisting of a group of 

affiliated clients (for example, employees of 

a company) who will use the S-CSP and 

store data with deduplication technique. 

4.EXISTING SYSTEM 

Data deduplication systems, the private 

cloud is involved as a proxy to allow data 

owner/users to securely perform duplicate 

check with differential privileges.  

Such architecture is practical and has 

attracted much attention from researchers.  

The data owners only outsource their data 

storage by utilizing public cloud while the 

data operation is managed in private cloud.  

4.1.DISADVANTAGE OF EXISTING 

SYSTEM: 

Traditional encryption, while providing data 

confidentiality, is incompatible with data 

deduplication.  

Identical data copies of different users will 

lead to different ciphertexts, making 

deduplication impossible. 

5.PROPOSED SYSTEM 

In this paper, we enhance our system in 

security. Specifically, we present an 

advanced scheme to support stronger 

security by encrypting the file with 
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differential privilege keys. In this way, the 

users without corresponding privileges 

cannot perform the duplicate check. 

Furthermore, such unauthorized users 

cannot decrypt the cipher text even collude 

with the S-CSP. Security analysis 

demonstrates that our system is secure in 

terms of the definitions specified in the 

proposed security model. 

5.1.ADVANTAGES OF PROPOSED 

SYSTEM: 

The user is only allowed to perform the 

duplicate check for files marked with the 

corresponding privileges.  

We present an advanced scheme to support 

stronger security by encrypting the file with 

differential privilege keys.  

Reduce the storage size of the tags for 

integrity check. To enhance the security of 

deduplication and protect the data 

confidentiality, 

6.CONCLUSION 

In this paper, the notion of authorized data 

deduplication was proposed to protect the 

data security by including differential 

privileges of users in the duplicate check. 

We also presented several new 

deduplication constructions supporting 

authorized duplicate check in hybrid cloud 

architecture, in which the duplicate-check 

tokens of files are generated by the private 

cloud server with private keys. Security 

analysis demonstrates that our schemes are 

secure in terms of insider and outsider 

attacks specified in the proposed security 

model. As a proof of concept, we 

implemented a prototype of our proposed 

authorized duplicate check scheme and 

conduct testbed experiments on our 

prototype. We showed that our authorized 

duplicate check scheme incurs minimal 

overhead compared to convergent 

encryption and network transfer. 
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