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ABSTRACT— Data sharing has never been 

easier with the advances of cloud 

computing, and an accurate analysis on the 

shared data provides an array of benefits to 

both the society and individuals. Data 

sharing with a large number of participants 

must take into account several issues, 

including efficiency, data integrity and 

privacy of data owner. Ring signature is a 

promising candidate to construct an 

anonymous and authentic data sharing 

system. It allows a data owner to 

anonymously authenticate his data which 

can be put into the cloud for storage or 

analysis purpose. Yet the costly certificate 

verification in the traditional public key 

infrastructure (PKI) setting becomes a 

bottleneck for this solution to be scalable. 

Identity-based (ID-based) ring signature, 

which eliminates the process of certificate 

verification, can be used instead.  

1 INTRODUCTION: 

The popularity and widespread use of 

―CLOUD" have brought great convenience 

for data sharing and collection. Not only can 

individuals acquire useful data more easily, 

sharing data with others can provide a 

number of benefits to our society as well. As 

a representative example, consumers in 

Smart Grid  can obtain their energy usage 

data in a fine-grained manner and are 

encouraged to share their personal energy 

usage data with others, e.g., by uploading 

the data to a third party platform such as 

Microsoft Hohm (Fig. 1). From the collected 

data a statistical report is created, and one 

can compare their energy consumption with 

others (e.g., from the same block). 

2 SECURITY MODEL 

A ð1; nÞ ID-based forward secure ring 

signature (IDFSRS) scheme is a tuple of 

probabilistic polynomial-time (PPT) 

algorithms: Setup. On input an unary string 

1_ where _ is a security parameter, the 

algorithm outputs a master secret key msk 

for the third party private key generator and 

a list of system parameters param that 

includes  and the descriptions of a user 

secret key space D, a message spaceMas 
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well as a signature space C. Extract. On 

input a list param of system parameters, an 

identity IDi 2 f0; 1g_ for a user and the 

master secret key msk, the algorithm outputs 

the user’s secret key ski;0 2 D such that the 

secret key is valid for time t ¼ 0. In this 

paper, we denote time as nonnegative 

integers. When we say identity Idi 

corresponds 

to user secret key ski;0 or vice versa, we 

mean the pair ðIDi; ski;0Þ is an input-output 

pair of Extract with respect to param and 

msk. _ Update. On input a user secret key 

ski;t for a time period t, the algorithm 

outputs a new user secret key ski;tþ1 for the 

time period t þ 1Verify. On input a list 

param of system parameters, a time period t, 

a group size n of length polynomial in _, a 

set L ¼ fIDi 2 f0; 1g_ji 2 ½1; n_g of n user 

identities, a message m2M, a signature s 2 

C, it outputs either valid or invalid. 

Correctness. A ð1; nÞ IDFSRS scheme 

should satisfy the verification correctness—

signatures signed by honest signer are 

verified to be invalid with negligible 

probability.  

3 OUR PROPOSED ID-BASED 

FORWARDSECURERING SIGNATURE 

SCHEME 

This section is devoted to the description 

and analysis of our proposed ID-based 

forward secure ring signature scheme. 

3.1 The Design 

We assume that the identities and user secret 

keys are valid into T periods and makes the 

time intervals public. We also set the 

message spaceM ¼ f0; 1g_.Setup. On input 

of a security parameter _, the PKG generates 

two random k-bit prime numbers p and q 

such that p ¼ 2p0 þ 1 and q ¼ 2q0 þ 1 where 

p0; q0 are some primes. It computes N ¼ pq. 

For some fixed parameter ‘, it chooses a 

random prime number e such that 2‘ < e < 

2‘þ1 and gcdðe; fðNÞÞ ¼ 1. It chooses two 

hash functions H1 : f0; 1g_ ! Z_N andH2 : 

f0; 1g_ ! f0; 1g‘. The public parameters 

param are ðk; ‘; e; N;H1;H2Þ and the master 

secret key msk is ðp; qÞ Extract. For user i, 

where i 2 Z, with identity IDi 2 f0; 1g_ 

requests for a secret key at time period t 

(denoted by an integer), where 0 _ t < T, the 

PKG computes the user secret key 

mod N 

4 .EXISTING SYSTEM 

Identity-based (ID-based) cryptosystem, 

introduced by Shamir, eliminated the need 

for verifying the validity of public key 

certificates, the management of which is 

both time and cost consuming. The first ID-

based ring signature scheme was proposed 

in 2002 which can be proven secure in the 

random oracle model. Two constructions in 

the standard model were proposed. Their 
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first construction however was discovered to 

be flawed, while the second construction is 

only proven secure in a weaker model, 

namely, selective-ID model. 

5 .PROPOSED SYSTEM 

In this paper, we propose a new notion 

called forward secure ID-based ring 

signature, which is an essential tool for 

building cost-effective authentic and 

anonymous data sharing system:For the first 

time, we provide formal definitions on 

forward secure ID-based ring signatures;  

6. MAIN MODULES 

User Module In this module, Users are 

having authentication and security to access 

the detail which is presented in the ontology 

system. Before accessing or searching the 

details user should have the account in that 

otherwise they should register first. 

Distributed Clustering  

The Distributional clustering has been used 

to cluster words into groups based either on 

their participation in particular grammatical 

relations with other words by Pereira et al. 

or on the distribution of class labels 

associated with each word by Baker and 

McCallum .  

7.DESIGN  

Input design 

The input design is the link between the 

information system and the user. It 

comprises the developing specification and 

procedures for data preparation and those 

steps are necessary to put transaction data in 

to a usable form for processing can be 

achieved by inspecting the computer to read 

data from a written or printed document or it 

can occur by having people keying the data 

directly into the system. .  

System testing 

The purpose of testing is to discover errors. 

Testing is the process of trying to discover 

every conceivable fault or weakness in a 

work product. It provides a way to check the 

functionality of components, sub assemblies, 

assemblies and/or a finished product It is the 

process of exercising software with the 

intent of ensuring that the Software system 

meets its requirements and user expectations 

and does not fail in an unacceptable manner. 

Implementation Datawoner 

 In this module, data owner has to register to 

verifier and when verifier checks when data 

owner login , user name must be unique. 

Data owner browse the file , encrypt and 

upload file with its mac. Data owner 

generate sign (mac) based on username and 

address while registration. Data owner 

generate group sign. Data owner verify the 

data from verifier. 
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Verifier 

In this module verifier checks user login by 

group sign (username + address sign) and 

view all user registration with their sign. 

verifier list all users and provide 

authorization and authorize only valid users. 

Authorize login for the user and stores all 

metadata and Verifier capture data 

modifiers. 

Data centre 

Maintain all transaction record (upload and 

download) 

8.CONCLUSION 

Motivated by the practical needs in data 

sharing, we proposed a new notion called 

Forward Secure ID-Based Ring Signature. It 

allows an ID-based ring signature scheme to 

have forward security. It is the first in the 

literature to have this feature for ring 

signature in ID-based setting. Our scheme 

provides unconditional anonymity and can 

be proven forward-secure unforgeable in the 

random oracle model, assuming RSA 

problem is hard. Our scheme is very 

efficient and does not require any pairing 

operations.  
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