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Abstract 

In biometrics, Fingerprint is widely used in identification of individual’s identity. Biometric 

recognition is leading technology for identification and security systems. Fingerprint has unique 

identification among all other biometric modalities. Use of the fingerprints as biometric 

characteristics is extensively used and developed for fingerprint recognition in forensic, civilian 

and commercial applications. This paper presents the brief data about fingerprint spoofing which 

encompasses misuse caused by the attackers. Fingerprint spoofing detection attributes to the 

investigation of the finger characteristics to ensure whether the finger is spoofed or live. The 

various spoofing types are explained and there detection techniques are introduced with three 

commonly used databases.  
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1. INTRODUCTION  

Biometrics technology is an automated 

recognition system which enables the 

authentication of individual based on 

biological and behavioral characteristics 

such as face ,iris ,gait ,voice ,fingerprints 

etc. Biometric methods are supposed to be a 

set of secure methods for identification and 

authentication of an individual as it has 

makeable advantages as compared with 

other methods. But at the same time 

biometric systems may be vulnerable to 

attacks, at each level such as biometric 

sensor level, data communication, database 

etc. These systems are not totally spoof 

proof. Recently, some studies summarized 

the possibility of spoofing recognition 

systems by artificial biometric samples such 

as fake fingerprints, artificial iris, facemask 

etc. Fingerprint Identification system is 

becoming a commonly used biometric 

technique with authentication, security, 

safety and many other vigilance system. 

Unlike other biometric traits such as iris, 

face, palm, etc., fingerprint identification is 

a most commonly used technique due to 

unique characteristics of fingerprint of every 

individual. This feature makes it most 
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reliable and preferred method amongst other 

techniques [6].Due to its wide spread use, 

researchers have analyzed, the competitive 

attacks on the fingerprint identification 

systems including fingerprint 

“Impersonation”. What is Impersonation?-It 

is a duplicate artificial fingerprint known as 

“Spoof artifacts” and is presented to a 

fingerprint sensor to fool the recognition 

system. Spoofing is a method of attacking 

biometric systems where artificial objects 

are presented to biometric ascription system 

that imitates biological and behavioral 

characteristics; the system is designed to 

measure. This paper focuses on Fingerprint 

Spoofing, its types and its identification 

techniques. 

2. RELATED WORK  

Existing system 

Fake biometrics means by using the real 

images like iris images captured from a 

printed paper or fingerprint captured from a 

dummy finger of human identification 

characteristics create the fake identities like 

fingerprint, iris on printed paper. Fake user 

first captures the original identities of the 

genuine user and then they make the fake 

sample for authentication. There is no such 

technology to provide security for fake 

users. 

Proposed system 

In the proposed method, we present a novel 

software-based fake detection method that 

can be used in multiple biometric systems to 

detect different types of fraudulent access 

attempts. The objective of the proposed 

system is to enhance the security of 

biometric recognition frameworks, by 

adding livens assessment in a fast, user-

friendly, and non-intrusive manner, through 

the use of image quality assessment. Here 

we are interfacing camera to ARM 

controller. The camera will capture face 

image of a person and send to controller. 

The controller will recognize the face and 

iris of the particular person from the image. 

The finger print module will take the finger 

print from the person and send to controller. 

The controller will recognize the finger print 

of particular person from the data base. If 

they are matched then it will display the data 

on display unit. Also here we added the 

RFID security system for more security. To 

demonstrate this we took an door locking 

application as an example. Also the card 

holder person details will be updated to PC 

through USB. 

3. IMPLEMENTATION 
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Fig:-1 BLOCK DIAGRAM 

Power supply 

The input to the circuit is applied from the 

regulated power supply. The a.c. input i.e., 

230V from the mains supply is step down by 

the transformer to 12V and is fed to a 

rectifier. The output obtained from the 

rectifier is a pulsating d.c voltage. So in 

order to get a pure d.c voltage, the output 

voltage from the rectifier is fed to a filter to 

remove any a.c components present even 

after rectification. Now, this voltage is given 

to a voltage regulator to obtain a pure 

constant dc voltage.  

 

Fig 4.1components of power supply 

Transformer 

Usually, DC voltages are required to operate 

various electronic equipment and these 

voltages are 5V, 9V or 12V. But these 

voltages cannot be obtained directly. Thus 

the a.c input available at the mains supply 

i.e., 230V is to be brought down to the 

required voltage level. This is done by a 

transformer. Thus, a step down transformer 

is employed to decrease the voltage to a 

required level. Rectifier 

The output from the transformer is fed to the 

rectifier. It converts A.C. into pulsating D.C. 

The rectifier may be a half wave or a full 

wave rectifier. In this project, a bridge 

rectifier is used because of its merits like 

good stability and full wave rectification. 

Filter 

Capacitive filter is used in this project. It 

removes the ripples from the output of 

rectifier and smoothens the D.C. Output 

received from this filter is constant until the 

mains voltage and load is maintained 

constant. However, if either of the two is 

varied, D.C. voltage received at this point 

changes. Therefore a regulator is applied at 

the output stage. Voltage regulator:As the name 

itself implies, it regulates the input applied to it. A 

voltage regulator is an electrical regulator designed to 

automatically maintain a constant voltage level. In 

this project, power supply of 5V and 12V are 

required. In order to obtain these voltage levels, 7805 

and 7812 voltage regulators are to be used. The first 

number 78 represents positive supply and the 

numbers 05, 12 represent the required output voltage 

levels 
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Bluetooth 

The Bluetooth is communicated with serial 

communication. So the P0.0 and P0.1 pins are 

connected to Bluetooth module.  

Accelerometer 

The accelerometer is communicated with ADC 

communication. So the P0.29 and P0.30 pins are 

connected to accelerometer module.  

4. EXPERIMENTAL RESULTS 

 

Proteus Simulation output 

 

Final Kit 

 

Processing Commands 

 

Working Final Kit 

5. CONCLUSION  

Spoofing is a substantial challenge in 

fingerprint recognition systems. This paper 

has presented different spoofing techniques 
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along with various state-of-the-art databases. 

Spoofing detection and its types are also 

been reviewed with corresponding 

databases. A fingerprint spoofing related 

algorithm needs a potent feature extractor 

which extracts the salient features from 

input images. A lot of algorithmic work is 

needs to be applied for fingerprint spoofing 

recognition system so as to derive 

generalized methods that are independent of 

specifications, requirements and results in 

increased spoofing recognition rate. 
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