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Abstract: -Data deduplication is one of important data compression techniques for
eliminating duplicate copies of repeating data, and has been widely used in cloud storage to
reduce the amount of storage space and save bandwidth. To protect the confidentiality of
sensitive data while supporting deduplication, the convergent encryption technique has been
proposed to encrypt the data before outsourcing. To better protect data security, this paper
makes the first attempt to formally address the problem of authorized data deduplication.
Different from traditional deduplication systems, the differential privileges of users are
further considered in duplicate check besides the data itself.We also present several new
deduplication constructions supporting authorized duplicate check in hybrid cloud
architecture. Security analysis demonstrates that our scheme is secure in terms of the
definitions specified in the proposed security model. As a proof of concept, we implement a
prototype of our proposed authorized duplicate check scheme and we show that our proposed
authorized duplicate check scheme incurs minimal overhead compared to normal operations.
Keywords: - Data duplication, SHA-1, HMAC-SHA-1, Proof of Ownership Protocol, AES
algorithm.

1. INTRODUCTION providers offer both highly available

Cloud computing enables new business
models and cost effective resource usage.
Instead of maintaining their own data
centre, companies can concentrate on their
core business and purchase resources when
it will needed. Especially when combining
publicly accessible clouds with a privately
maintained virtual infrastructure in a
hybrid cloud, the hybrid cloud technology
can open up new opportunities for

businesses. Today’s cloud service

storage and massively parallel computing
resources at relatively low costs. As cloud
computing  becomes  prevalent, an
increasing amount of data is being stored
in the cloud and shared by users with
specified privileges, which define the
access rights of the stored data. One
critical challenge of cloud storage services
is the management of the ever-increasing
volume of data. Data deduplication is a

specialized data compression technique for
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eliminating duplicate copies of repeating

data in storage. Deduplication can take
place at either the file level or the block
level for file level deduplication, it
eliminates duplicate copies of the same
file.  Traditional  encryption,  while
providing data  confidentiality  is
incompatible with data deduplication.
Specifically, traditional encryption
requires different users to encrypt their
data with their own keys. Thus, identical
data copies of different users will lead to
different cipher texts making deduplication
impossible. Convergent encryption has
been proposed to enforce data
confidentiality while making deduplication
feasible. It encrypts/decrypts a data copy
with a Convergent key, which is obtained
by computing the cryptographic hash value
of the content of the data copy. After key
generation and data encryption, users
retain the keys and send the cipher text to
the cloud. Since the encryption operation
is deterministic and is derived from the
data content, identical data copies
willgenerate the same convergent key and
hence the same cipher text. A Hybrid
Cloud is a combined form of private
clouds and public clouds in which some
critical data resides in the enterprise’s
private cloud while other data is stored in
and accessible from a public cloud. Hybrid
clouds seek to deliver the advantages of

scalability, reliability, rapid deployment

December 2016

and potential cost savings of public clouds
with the security and increased control and
management of private clouds.

2. RELATED WORK
Existing System
To make data management scalable in
cloud computing, deduplication has been
well-known technique and has attracted
more and more attention recently. But
Traditional encryption, while providing
data confidentiality, is incompatible with
data deduplication. Specifically, traditional
encryption requires different users to
encrypt their data with their own keys.
Thus, identical data copies of different
users will lead to different cipher texts,
making deduplication impossible.
Proposed System
Convergent encryption has been proposed
to enforce data confidentiality while
making  deduplication  feasible. It
encrypts/decrypts a data copy with a
convergent key, which is obtained by
computing the cryptographic hash value of
the content of the data copy. After key
generation and data encryption, users
retain the keys and send the Cipertext to
the cloud. Since the encryption operation
is deterministic and is derived from the
data content, identical data copies will
generate the same convergent key and
hence the same Cipertext.
Algorithms:

e SHA-1
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¢ HMAC-SHA-1

e Proof of Ownership Protocol

e AES algorithm

3. IMPLEMENTATION
User Module:
In this module, Users are having
authentication and security to access the
detail which is presented in the ontology
system. Before accessing or searching the
details user should have the account in that
otherwise they should register first.
* File Tag (File) - It computes SHA-1 hash
of the File as File Tag.
» TokenReq(Tag, UserID) - It requests the
Private Server for File Token generation
with the File Tag and User ID.
» DupCheckReq(Token) - It requests the
Storage Server for Duplicate Check of the
File by sending the file token received
from private server.
» ShareTokenReq(Tag, {Priv.}) - It
requests the Private Server to generate the
Share File Token with the File Tag and
Target Sharing Privilege Set.
* FileEncrypt(File) - It encrypts the File
with Convergent Encryption using 256-bit
AES algorithm in cipher block chaining
(CBC) mode, where the convergent key is
from SHA-256 Hashing of the file.
* FileUploadReq(FileID, File, Token) — It
uploads the File Data to the Storage Server
if the file is Unique and updates the File
Token stored.

Private Server:

Volume 03 Issue 18
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Our implementation of the Private Server
includes corresponding request handlers
for the token generation and maintains a
key storage with Hash Map.

» TokenGen(Tag, UserID) - It loads the
associated privilege keys of the user and
generate the token with HMAC-SHA-1
algorithm.

» ShareTokenGen(Tag, {Priv.}) - It
generatestne share token with the
corresponding privilegekeys of the sharing
privilege  set  with  HMAC-SHA-
lalgorithm.

Public Server (Storage Server):

Our implementation of the Storage Server
provides deduplication and data storage
with following handlers and maintains a
map between existing files and associated
token with Hash Map.

* DupCheck(Token) - It searches the File
to Token Map for Duplicate and

* FileStore(FileID, File, Token) - It stores
the File on Disk and updates the Mapping.

@ Private Cloud

Public Cloud

authorized

Fig:-1  Architecture  for
deduplication.
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4. EXPERIMENTAL RESULTS Fig: 4 Encrypted Data
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Fig: 4 Normal & Reference File
5. CONCLUSION
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Fig:-2 Authentication and Authorization

data deduplicationwas proposed to protect

the data security by includingdifferential
privileges of users in the duplicate check.

In thisproject we perform several new

" deduplication constructionssupporting
s authorized duplicate check in hybrid
Oomt P GRS e s cloudarchitecture, in which the duplicate-

— check tokens of files aregenerated by the

private cloud server with private keys. As

aproof of concept in this project we
Fig: 3 Data Upload implement a prototype ofour proposed
o authorized duplicate check scheme and
FileName  (cloud.txt conducttestbed  experiments on  our
prototype. From this project weshow that
our authorized duplicate check scheme
| incursminimal overhead compared to
EncryptData

convergent encryption andnetwork

transfer.Futures work: It excludes the

security problems that mayarise in the
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practical deployment of the present model.

Also,it increases the national security. It
saves the memory bydeduplicating the data
us with

and thus provides

sufficientmemory. It provides
authorization to the private firms
andprotects the confidentiality of the
important
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