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Abstract

Explosive magnification i the number of passwords for web predicated applications and
encryption keys for outsourced data storage well exceed the management limit of users.
Consequently outsourcing keys (including passwords and data encryption keys) to professional
password managers (veracious-but-curious accommodation providers) is magnetizing the
attention of many users. However, subsisting solutions in traditional data outsourcing scenario
are unable to simultancously meet the following three security requisites for keys outsourcing:
1)Confidentiality and privacy of keys; 2)Search privacy on identity attributes tied to keys
3)Owner controllable sanction over his/her shared keys. In this paper, we propose Cloud Key
Bank, the first coalesced key management framework that addresses all the three goals above.
Under our framework, the key owner can perform privacy and controllable sanction enforced
encryption with minimum information leakage. To implement Cloud Key Bank efficiently, we
propose an incipient cryptographic primitive denominated Searchable Conditional Proxy Re-
Encryption (SC-PRE) which coalesces the techniques of Obnubilated Vector Encryption (HVE)
and Proxy Re-Encryption (PRE) seamlessly, and propose a concrete SCPRE scheme predicated
on subsisting HVE and PRE schemes. Our experimental results and security analysis show the
efficiency and security goals are well achieved.

Keywords: - Key owner, Cloud Key Bank provider, trusted client, User.

1. INTRODUCTION storage (e.g, Amazon S3 and Google
With the rapid deployment of web Drive), managing the ever-growing number
applications such as onlne banking, of passwords and data encryption keys is
shopping, convivial networks and data becoming an immensely colossal
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encumbrance for many users. Key Bank

provides investment management, retail,
business, private and commercial banking,
consumer finance, wealth management, and
banking

accommodations to

mvestment products and
mndividuals and
companies throughout the Amalgamated
States and, for certam  businesses,
internationally. With over 1,014 branches in
over 14 states and offices n 31 states, Key
Bank uses Cloud’s Commission to
mncentivize and pay 7,900 retail and business
banking employees predicated on overall
customer contentment and ncipient
customer acquisitions.
2. RELATED WORK

Subsisting system

Explosive magnification i the number of
passwords for web predicated applications
and encryption keys for outsourced data
storage well exceed the management Limit of
users.  Consequently  outsourcing  keys
(including passwords and data encryption
keys)to professional password ~managers
(veracious-but-curious accommodation
providers) is magnetizing the attention of
many users. However, subsisting solutions
in traditional data outsourcing scenario are
unable to simultaneously meet the following

three  security  requisites ~ for  keys

International Journal of Research

Available at https://edupediapublications.org/journals

p-ISSN: 2348-6848

e-ISSN: 2348-795X

Volume 04 Issue 02
February 2017

outsourcing: 1)Confidentialty and privacy
of keys; 2)Search privacy on identity
attributes tied to keys; 3)Owner controllable
sanction over his/her shared keys.
Disadvantage

Cloud Key Bank provider is a veracious-but-
curious inside assailant who is curious about
key values n ki (Key confidentiality) and
(Identity
confidentiality and Amiability privacy), but

identity values n ~Xi

can veraciously provide eflicient database
operations  given  minimum  information
leakage. The mmnimum mnformation leakage
may include leakage on the total size of the
Key DB and o desultory tuple identifier (e.g.
the identifier indi for tuple to expedite the
query efficiency), but never the direct
exposure of plaintext keys or identities. The
maleficent utilizer is an outside assailant
who wants to derive keys of the delegated
utilizer and thus mmpersonate himher to do
illicit actions (Key privacy and Key
sanction). The Cloud Key Bank provider or
the assailant in the middle may derive the
private ntent of the utilizer from his/her
submitted search query (Search privacy).
The malignant utilizer may impersonate the
licit utilizer to submit search query in terms

of the kenned background cognizance such
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as the possible search keywords (Query

sanction).

Proposed system

We propose Cloud Key Bank, the first
coalesced key management framework that
addresses all the three goals above. Under
our framework, the key owner can perform
privacy and controllable sanction enforced
Information

encrypton ~ with  minimum

leakage. To mmplement Cloud Key Bank

efficientlyy, ~we propose an incipient
cryptographic primitive designated
Searchable Conditional Proxy Re-

Encryption (SC-PRE) which coalesces the
techniques of  Obnubilated Vector
Encryption (HVE) and Proxy Re-Encryption
(PRE) seamlessly, and propose a concrete
SCPRE scheme predicated on subsisting
HVE and PRE schemes. Our experimental
results and security analysis show the
efficiency and security goals are well
achieved.

Advantage

The keys have high sensitivity and need to
be obnubilated from the veracious-but-
provider  and

curious accommodation

malevolent assailants. This mvolves
confidentialty and privacy of keys — only
the sanctioned users can derive the shared

keys of the key owner through the
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sanctioned decryption computation. The
keys are always stored with many sensitive
identity attributes (in the Search attribute
group in lieu of the access control policy) of
key owners and are probed predicated on
them. This mvolves search privacy on
identity attributes — the veracious-but-
curious key accommodation provider cannot
derive any identity attribute tied with keys
from the submitted search query, but can
evaluate the query from the encrypted key
database correctly. The keys have vigorous
ownership because they are habituated to
bulwark many other sensitive information of
the key owner. This involves owner
controllable sanction including key sanction
and query sanction — only the key owner can
designate and control in a fine-grained way
who has the rights to access his/her shared
keys through sanction on key attributes (key
sanction) and sanction on submitted search
query (query sanction).
3. IMPLEMENTATION
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Fig:-1 System Architecture

Key owner

Key owner can be the password owner or
data encryption key owner who outsources
his/her encrypted key database (Key DB) to
the Cloud Key Bank provider. After that the
encrypted key database (EDB) stored in
Cloud Key-Bank provider can be accessed
anywhere and anytime with minimum
mformation leakage such as the size of Key
DB. The key owner mainly consummates
the following three tasks: 1) Constructing
the customized access control policy (ACP)
mn terms of his/her practical keys sharing
requisites; 2) Depositing Key DB by
utilizing Deposit Key protocol under the
fortification of ACP; 3) Distributing
sanctioned Query tokens to the delegated
utilizer predicated on the user’s registered

mformation such as the wanted query and

physical identity.
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Cloud Key Bank provider

Cloud Key Bank provider can be any
professional password manager such as Last
Pass who provides privacy enforced access
control on EDB. The Cloud- KeyBank
provider mamly consummates the following
two tasks: 1) To enforce the privacy of
identity attributes in the Search attribute
group, he/she can perform search query
directly by evaluating the submitted Query
token against the encrypted key tuples in
EDB; 2) To enforce the key sanction he/she
can transform an encrypted key into the
sanctioned re-encrypted key under the
corresponding Delegation token stored in
Sanction Table (AuT).

Trusted client

Trusted client is the primary privacy
enforced component in Cloud Key Bank
framework. It mamnly consists of two
protocols: Deposit Key and Withdraw Key.
Deposit Key protocol provides Key DB
encryption, token generation (including
Query token and Delegation token).
Withdraw key protocol provides the re-
encryption of encrypted keys and the
decryption of re-encrypted keys.

Utilizer

There are two kinds of users in Cloud Key

Bank  framework: Key owner and
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Collaboration group. Key owner

corresponds to an individual utilizer who
deposits all his keys to Cloud Key Bank
provider and accesses them by himself
Collaboration group corresponds to a group
of users where the key owner can apportion
his/her keys with other users within the
same collaboration group. By submitting the
private key and sanctioned Query token, a
delegated utilizer can withdraw a sanctioned
key by utilizing Withdraw Key protocol
under the fortification of privacy enforced
access control policy (ie. AuT in our
solution)
4. EXPERIMENTAL RESULTS
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Fig-4 Encrypted File Data
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Fig-5 Decrypted File Data
5. CONCLUSION

To solve the identified critical security
requisites for keys outsourcing, we present
Cloud Key Bank, the first amalgamated
privacy and owner sanction enforced key
management  framework. To  implement
Cloud Key Bank, we propose an incipient
Cryptographic primitive SC-PRE and the
corresponding concrete SC-PRE scheme.
The security comparison and analysis prove
that our solution is ample to fortify the
identified three security requisites which are
not be solve i traditional outsourced
scenario. From the performance analysis, we
can optically discern that our solution is not
so efficient because it requires several
seconds to answer a query on a database
only 200 passwords.
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