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ABSTRACT

The problem is inspired by the proliferation of large-scale distributed file systems supporting
parallel access to multiple storage devices. Our work focuses on the current Internet standard for
such file systems, i.e., parallel Network File System which makes use of Kerberos to establish
parallel session keys between clients and storage devices. Our review of the existing Kerberosbased protocol shows that it has a number of limitations. In this paper, we propose a variety of
authenticated key exchange protocols that are designed to address the above issues. We show
that our protocols are capable of reducing up to approximately of the workload of the metadata
server and concurrently supporting forward secrecy and escrow-freeness. All this requires only a
small fraction of increased computation overhead at the client.
Keywords: - Parallel sessions, Authenticated key exchange, Forward secrecy.
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4. EXPERIMENTAL RESULTS

Fig:- 1 System Architecture
Client
Share Data
The user can share their data into another

Fig:- 2 Home Screen

user in same group the data will translate by
path setting data.
Upload Data
The user can upload the file to cloud. And
the Admin can allow the data to store the
cloud.
Download File
The user also downloads the cloud file by
the conditions.
Server Authentication
Accept user

Fig:- 3 Authentication and Authorization

The admin can accept the new user request
and also black the users.
Allow user file
The users can upload the file to cloud. And
the admin can allow the files to cloud then
only the file can store the cloud.
Available online: https://edupediapublications.org/journals/index.php/IJR/

P a g e | 1237

p-I SSN: 2 3 4 8 -6 8 4 8
e-I SSN: 2 3 4 8 -7 9 5 X
Vol ume 0 4 I s s ue 0 3
Ma r c h 2 0 1 7

International Journal of Research
Available at
https://edupediapublications.org/journals

much lower workload than that of the
Kerberos-based approach. Second, two our
protocols provide forward secrecy: one is
partially forward secure (with respect to
multiple sessions within a time period),
while the other is fully forward secure (with
respect to a session). Third, we have
designed a protocol which not only provides
forward secrecy, but is also escrow-free.
6. FUTURE SCOPE
In Future we enhance pNFSAKE- II with a

Fig:- 4 File Upload

key update technique based on any efficient
one-way function, such as a keyed hash
function. In Phase I, we require C and each
Si to share some initial key material in the
form of a Diffie-Hellman key. First, the
metadata server executing our protocols has
much lower workload than that of the
Kerberos-based approach. Second, two our
protocols provide forward secrecy: one is
partially forward secure (with respect to
multiple sessions within a time period),

Fig:- 5 File Download

while the other is fully forward secure (with

5. CONCLUTION
We
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system (pNFS). Our protocols offer three
appealing
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existing

Kerberos-based pNFS protocol. First, the
metadata server executing our protocols has

respect

to

a

session).Third,

we

have

designed a protocol which not only provides
forward secrecy, but is also escrow-free.
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