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Abstract: Network Security is a primary concern in today’s world of vast and complex networks. Rapid 

evolution of network technology has given way to several vulnerabilities in computer network infrastructures. 

The number of attacks trying to exploit these vulnerabilities is higher than ever, causing colossal damage to 

corporations and government organizations. This project aims to implement a Graphic user Interface based 

Intrusion detection system which parses weblogs for Virus Signatures stored over a database and helps 

network administrators identify compromised IP’s over a large network.  
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I. Introduction 
 

Computer networks are devoted infrastructures 

setup to facilitate the carrying of traffic such as data, 

voice, video etc. from one node to another. They 

consist of a varying number of nodes or stations, 

connected by various communication channels and 

devices. Large networks which need to be maintained 

by corporations or government organizations are built 

according to the client/ server network configuration 

model. In a client/server environment, a central high 

performance computer, the server, holds a majority of 

the files and other network resources. Other 

computers, known as ‘clients’, can access these 

resources. An advantage of a client/server network is 

that security is created, managed, and can be directly 

enforced. To access the network, a user must provide 

some credentials, such as a username and a password. 

If the credentials are not valid, the user is prevented 

from accessing the network. 

 

Indicators of Compromise (IOC) are pieces of 

forensic data, such as data found in system log entries 

or files that identify potentially malicious activity on 

a system or network. Examples of IOC include 

unusual network traffic, unusual privileged user 

account activity, login anomalies, increases in 

database read volume, suspicious registry or system 

file changes, unusual DNS requests and Web traffic 

showing non-human behavior. These and other 

unusual activities allow security teams monitoring the 

systems and networks to spot malicious actors earlier 

in the intrusion detection process. 

 

II. Existing & Proposed System 
 

A. Existing System  
 

Firewalls are not a cure-all solution to network 

security holes. Firewalls are only as good as the rule 

set. Anti-virus software uses virus definitions to 

identify threats However, virus definitions exist only 

for known attacks, new attacks can’t be identified. In 

the current threat environment, rapid communication 

of pertinent threat information is the key to quickly 

detecting, responding and containing targeted attacks. 

Although security tools may not automatically 

recognize threats, they could help network 

administrators in doing so. A scanner needs to be 

created to parse weblogs and identify the 

compromised systems inside the network of NRSC 

(National Remote Sensing Centre), Hyderabad. 
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B. Proposed System 

 
IOC Bucket is a global community of computer 

security professionals who have a vested interest in 

sharing Indicators of Compromise (IOC) discovered 

during their research. IT departments are often 

overwhelmed by an ever-increasing flood of 

Indicators of Compromise (IOC) detailing illicit 

activity that may occur on their networks and 

systems. The characterization of the threats involved 

varies with the source of the information and each 

notice requires human operators to shift through data 

as displayed on a web page or in a PDF, update 

monitoring appliances and if detected, decide on 

appropriate remediation. Through the contributions 

of industry standard OpenIOC's, IOC Bucket is the 

largest repository of Open Source Indicators which 

stores threat information in a standard format. IOCs 

include IP addresses, domains, file hashes, URLs, 

CVE numbers etc, which can be used to identify the 

presence of malicious content. A GUI based 

vulnerability scanner could be developed using open 

source IOCs to scan a weblog and notify the network 

administrator of the systems that could be 

compromised.To save scan time and improve 

efficiency, attack specific databases can be defined 

and used. 

 

  

III. System Architecture 

 

 
 

Sensors are placed in the network to monitor 

activities and network behavior is analyzed with the 

knowledge of normal, abnormal and malicious 

activities. Based on analysis, network administrators 

are notified about threats and attacks.  

 

 
 

Logs are used to collect information about 

network activities, which are analyzed. Attacks 
are detected based on the rule set. Then, 

appropriate response is taken to prevent or 
mitigate attacks. 

 

 

IV. Algorithm 
 

Signature-Based Detection, Signature based IDS 

monitor’s packets in the Network and compares with 

pre-configured and pre-determined attack patterns 

known as signatures. 

Statistical anomaly-based detection, An IDS which is 

anomaly based will monitor network traffic and 

compare it against an established baseline. The 

baseline will identify what is "normal" for that 

network – what sort of bandwidth is generally used 

and what protocols are used. It may however, raise a 

False Positive alarm for legitimate use of bandwidth 

if the baselines are not intelligently configured. 

Stateful Protocol Analysis Detection, This method 

identifies deviations of protocol states by comparing 

observed events with “predetermined profiles of 

generally accepted definitions of benign activity. 
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V. Modules 
 

User Module 

 

 Loads the network LOG file to be scanned. 

Compares the Log file to the database for any virus 

signatures to find out compromised IP’s over the 

network. 

 

Admin Module 

 

Ads the virus signatures into the database from the 

IOC (Indicators of compromise) file and modifies the 

database as required.  

 

VI. Result Analysis  
 

The majority of the functionalities are available to the 

Administrator so 50% is assigned. User module when 

compared to Overall application has more 

functionality so 30% is assigned.  

 

 

VII. Conclusion 
 

This paper presents an overview of the 

development and implementation of Intrusion 

Detection System as a Server Side application. 

The results obtained from implementation are 

encouraging and promising for development of 

more complex systems in the future.  The 

vulnerability scanner which has been developed 

cannot completely eliminate attacks, however, it 

can ease the burden of network administrators by 

filtering data to a large extent. As sophistication 

of attacks is increasing at an alarming rate, 

analysis of networks by humans will be a tedious 

task. 

 

VIII. Future Enhancements  

 
In proposed Intrusion Detection System there is 

scope for improvement, detection mechanisms, 

artificial neural networks can be used to update attack 

signatures in real time and intelligently monitor and 

classify network activities to be abnormal or 

suspicious. 
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