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Abstract—In this technique for unknown distributionwhether for private use depends in piece on itpsdp
of confidential information among n parties ardor unknown statement, commercial type and contain
developed, This method is use iteratively to atieca/asonable reason to connect in unknown shariregddyv
in these nodes identities are range from i to risTihe dcigfrtiSgt%mq%$nggzt£ggfl?ﬁ%r;?n giroﬁxegglluasgivme‘e o
method Is unknown in that the IDs are establish &structive the identity of the individual, fundanal
anonymous to the member of the grouping. Conflict™ “jntormation is connected through, to keep whistle
to collusion between another member is approved Bower right to be unknown, free from following or
the data was theoretic logic while secrefinancial retribution cloud base website organamati
communication channels are used this technique wasls present capability with a server to unknowetadh
the digits allow additional compound information tdhe Visitors network dealings. The trouble of disttion
be distributed,it has application to extra troublies confidentially held information thus that the perso
confidentiality preserve data mining and collusiofoMpPutations. It allows many parties on a group to
escaping in interactions, distributed databasgqua”y bring out a universal computations thategep

NI . , n information from each party while the informatio
admission .Essential computation shared exclusive gy by each party remains unidentified to the kot
with a trusted central authority. Present as wedl aparties .

latest techniques for transmission unknown idesiti Secure computation method use in the text is

are tested among deference to trade Off§otected sum that allow parties to compute the sfim
communications and computational requirement, thigeir individual inputs without disclose the inpatsone
latest techniques are build from top of the semune other, this method is accepted in data mining
data mining process with Newton's IDs, Sturm@pplications, It also help characterize the comipleof
method, this technique for sharing solutions &fe protected mutual computation .This work dedhwi
particular polynomials over fixed field enhance §fficient techniques for conveying IDs to the nodés
scalability of an algorithms. Markov chaindroup in such a way that the identities are unknown

demonstrations are use to get information on top é?mg a distributed computation without centralligbi

th t of d dat o t lgebZVen n nodes this technique is basically a pertimrta
€ amount of rounds mandatory. LOmputer algebig the integers{ i,nt with each identity individual

give stopped structure outcome for the close rates jgengified only to the node to which it is assigndthe
main technique is based on a process for unknown
distribution easy information and outcomes in
techniques for capable distribution of difficult

information.
Keywords: There are several applications that require active
Data Allocation; Consignment single identities for group nodes, that identiteas be

use to part of schemes for dividing or sharingtiete
bandwidth, information storage space and anoths=tsis
secretly without argument. The identities are regglin
sensor network for protection or for executive ask

[. INTRODUCTION

The reputation of internet as a sharing standard
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required. Reliability, such as configuration angistribute only total sum T=dl+d2+....., A protected

monitoring of separate nodes and receive of bidat® g, technigué allow the sum T to be gathered with
or code aggregation descriptions to this nodeghis anonymous technique for

applications where identities require to be unkndwn =
grid compute wherever one may request servicesmithsome guarantee of secrecy. Another time, we suppose
revealing the IDs of the examine request. To disfish_ the semi honest reproduction of confidentially pres
unidentified transfer from unknown distribution. TQytq mining. Under this model, every node will dotl

consider a situation where n parties wish to shioswr t . .
information as a group, but secretly, in n slots a)nthe regulations of the protocol, but may use artp da

unknown party position. The ID's could be used iteeg during the implementation of the practice to givel a
the n slots to users, while unknown statement wi@ke protection, must all pairs of nodes have depted
allowed their parties to cover ID‘'s from the unkmowcommunication channels are available, a simple, but

member. In another relevance, it is potential t@ usource demanding, protected sum algorithm can be
protected sum to agree to opt out of a calculag@mier construct. In the following technique, it is usefu

on the source of positive regulations in stati$ticgngerstand the values as being integer on first
disclosure constraint or during a computation and interpretation:

Even to do so in unknown method.
However, especially slight is known with Nodes

deference to techniques allowed agencies to opofoat

protected computation based on the outcome of the

examination, must they feel that those outputsadse

informative about its information .The effort repan mi=y: -8-6+5=-9 -8 1l 12 -9 6

this article more explore the connection among Mi=4: 6 6 -8 -5 9 2

distribution secrets in an unidentified approach, %= 18 18 -4 8 2T7=24 XA

distributed protected multiparty computation and

unknown ID‘'s assignment. The use of the term ARBITARY NUMBERS TRANSMITS BY A

—unknownl here differ from its meaning in study trade PROTECTED SUM IMPLEMENTATION

with regularity breaking and chief elections in noln

networks . Its group is not secretly , participaate  Secure Sum Algorithm : Certain nodes ..nx  every

individual in that they are known to and can beradsl node holding data iterd: from a finitely characterable

by the others. abelian collection, distribute the value-T>. ;d amtmng

The methods for transmission with set of pseudonyf@des with no revealing the values d
have been industrial for unidentified statement in

-, d

fil Ti1l Ti2 Ti3 Tid di d
ni=1: 13-6+8=1 13 -10 6 -3 6
ni=2: T-10+9=6 T 3 -5 b 10

b Ot WO Co

portable networks. The methods developed in thedé Each node #;, i = 1,...,N chooses random values
mechanisms generally require a trusted manager, as'i!+*-7i.n such that

write; its end products normally change from oums i rig oo Fran = ds

structure or in statistical property. To be specivith n '

node: the algorithms of this pay distribute . 2) Each “random” value r; ; is transmitted from node 7; to
computation among the nodes generating permut: node n;. The sum of allrthese random numbers r; ; is, of
of {i,ii,.....,n} chosen with a consistent portabjlifrom course; the desired total T ‘

set of all permutations {i,i,.....,n}. The algorittaor 3) Each node n; totals all the random values received as:
intellectual poker more multipi 8 =T1j+ o+ N

and use cryptographimethod as company must, _
general, be ableto prove that they held thening 4) Now each node n; simply broadcasts s; to all other nodes
hand ' so that each node can compute:

TT:vf”J_+"'+S_.\-'
1. A REVIEW OF SECURE SUM

Assume that a collection of hospitals withgte Example [A Secure Sum Computation]:In that t
databases wislto calculate and distribute only the reader can ignore the columns labeled r aadc
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typical of a data item, such as the number of hals need not aspect several implication to tlodd dace
acquire infection, without enlighteni the worth of thi nature. In this example, the original data itentsidec
data items for at all component of the collectidhus r by nodes n1,n2,n3, n4 are d1 is 6,d2 is 10, d3dis! 6

node: have data items d, and whish compute 2 inthat order. Let the node n2 Would broadcast-5
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Expect that our collection of nodes

and 5 to nodes n1,n2,n3 and n4 correspondingly. meguirements to divide definite information values

node n2 would compute and transmits the entire-g2=rom their

of the values are established to every one of nddede

n2 will compute the total of all the second round

transmissions are received 24 is 18-4+8+2.0ur elsoic

from random values are for graphic and are notiskens

Let specified that each data item was originallythe

collection from 0 to 10, the total will be in thellection

from O to 40, and choosing casual values modulus 41

will be more suitable.

In looking for to identify the protection and
confidentiality provide by our algorithms, we are
certainly chance to have an profusion of defingidn
choose from even when restrict ourselves with #rais
honest theory. The selection of classification s&hde
reliant on considerations such as whether confidignt
protected communication channels are used. Wewollo
the proposal of a reviewer that a particular daetetic
characterization of confidentiality to be used. The
essential arguments of the proofs should continue
practical when evaluate the algorithms with respect
other models of the protection of multiparty
computation.

2.1 Protective Sum Hides Transformation :

Protective sum technique of Algorithm is
input transformation challenging to the collisioh o
every separation of the participated nodes. Other
protected sum algorithms certainly can be used with
cryptographically  protected communications
channels. For example, it is simple to see that
protected sum using a particular Hamiltonian series
Is input transformation collision resistant provdde
that the coalitionc is trapped in a connected
section of the cycle. Such consequences can also be
absolute to provide confidentiality guarantee for t
algorithms in succeeding sections should they
utilize. For example a Hamiltonian cycle based
protected sum. The protected sum method can be in
use with restricted abelian groups.

[11. TRANSMITTING SIMPLE DATAWITH
POWER SUMS
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databases rather than relying on simply statistiedh as

shown in the earlier part i.e., each associate theof
collection of n node ;| has a data, jtemwhich is

be communicate to all the other members of the
collection. The data is to remain unidentified.

We develop a collision challenging technique for
this assignment used to protective sum as our gglksen
communication method. Our data items are taken fapom
usually restricted, field. In the usual case, eweitiybe an
numeral value and will be the field where is a gim
number fulfilling for all . Thus, arithmetic willarmally be
performed using modules , but other fields willoalse
used. The number of nodes like nl,n2,.... each node
having a data itemd' from a finitely represent able field
_f' to make its data items unrestricted to all nodéth no
informative their resources.

IV. SHARING COMPLEX DATAWITH AIDA

Let us consider the chance to that the more congosi
information is to be distributing among the papate
nodes. Each nodn: has a data itkmn of lewgth -bits
which it wishes to make unrestricted secretly t® tither
participants.

As the number of bits per data item the numberooles
become larger, the technique of the previous sectio
becomes infeasible. Instead, to accomplish this
distributing, we will develop an index of the nodes
Methods for decision such an indexing are develdped
following sections. Assume that each nezie  hasguan
ID or serial number . Advanced that no node has
understanding of the identity amount s of everyeotiode,
and that s1,s2,s3... are a random transformation8.1,2
of this, again, is termed AIDA.

Such an Anonymous ID assignment could be used to
allocate slots with respect to time or space fogractions
or storage space. It may be probable

to basically have a database with central storagatibn
_C' such that each node only stores its informatiuare
set_C' is data item. This can arise if there was atéds
central authority, or if the storage process was
undetectable .

Given that there is no central authority (the positor
which protected sum was considered), protectedcaum
be used to complete the preferred information ibisting.
Let_o‘ be a vector of b-bits. Each node creates aitata
d to n b-bits. Numbering each of the b-bit compdseve
have: 1,2,3.... The protective sum

ternational ]umm\/)kjud\
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technique, given previously in this paper, may nosv Random values {6, 10, 6, 2} again in the first rduiihe
used to collect. choices nl1 and n3 are 5,6 correspondingly in tkhersk
round while n2,n4 are select 0 al they will alrehdye

V.HOW TO FIND AN AIDA

We represent a easy algorithm for decision an
Anonymous ID Assignment which has several variants
depending on the preference of the information
distributing technique . At first step, random nwarsor
—slotsl among 1 and § are selected by every node. A
node position will be resolute by its situation agst
the chosen slots, but requirements must be pregared
collusions. The factor S should be selected soShat

TO FIND AIDA:

Given nodes nl,n2... , use shared to computation
(without central ability) to find an unknown indeg
transformation

1) Set integer assigned nodes A 0.

2) Each unassigned node :n  choose from a random
numberr; inthevary 1ts . A node assignin a
earlier round chooses;i 0.

3) The random integers are distributed secretlye On
technique for doing this was given section. Denote
the distributed values byyq ,....N]

4) Let g-,....9% represent a revised list of distrédzlt
values with duplicated and zero values completely
removed wherei: is the number of unique random
numbers. The nodes:  which drew single random
number then decide their fitz:  from the location of
their random numbers in the revised list as it \doul
appear after being sorted

5) Update the number of nodes assigned: A=A+k;

6) If A<N then return to step (2).

Execution of Algorithm to Find an AIDA:

Suppose that 4 nodes contribute in searching for an
Anonymous ID assignment. For simplicity we
continue our operation example wish-10  and

TRACE OF AN AIDA ALGORITHM EXECUTION

R Step | A|rirorsra| g1 g2 g3 g4 | 51 s2 83 84
1 2 0 610 6 2

1 3 0 6 10 6 2 2 6 6 10

1 4 0 610 6 2 210 2 1
1 5 2 2 1
2 2 2 50 6 0 2 1
2 3 2 5 0 6 0 0 0 5 6 2 1
2 4 2 5 0 6 0 5 6 3 2 41
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index assigned at the point. A trace of complepsia _ .

the procedure in that table the final AIDA resslwihen ~ The slot option method was developed in where a

s1=3 for node n1, s2=2 for node 2, s3=4 for node, anore complete explanation may be found. In this

s4=1 for node 4. alternative of the AIDA algorithm, each node n sitbm

The number of rounds this algorithm takes ithe Euclidean basis vector zero except for a siogéein

modeled by a Markov chain. While no complete upp&f€ment, to a protecting sum algorithm. A node Wwhic
bounce is probable, we will see in that the prestént has established an reassign in a previous roundgkh

is good, as one may expect, when  is much larger tpsubmits the zero vector. The sum of t_hese vec®rs i
N. The various techniques for distributing the ramd cOmputed over the abelian collection using a ptivtec
values. The collision conflict of AIDA depends upiie  SUM algorithm.

essential secure sum algorithm used and the cwllisi Example(A Slot Selection AIDA):With the option
conflict of that algorithm for a particular set ofllude S=10 the AIDA example from the earlier part would
nodesc . The strongest result possible can be @ataihave Executions of protective sum at each rounth wit
by using our simple, but incompetent, secure sui@sults as shown. Using our example secure sum

algorithm. algorithm N=4 vectors of S=10 random numbers would
need to be chosen by each of the N=4 participating
VI. COMPARI SON OF AIDA VARIANTS nodes at each round. This variant of the algoritia® as

its main disadvantage the very long communication
In the earlier part an algorithm to find an AIDAengths that are encounter when using large Sep kee
mandatory to that the random values be distributadmber of probable rounds small.
secretly. We now look at three techniques which are
variants of that procedure. The paramesar  must eSturm’s Theorem AIDA
chosen in each case. The estimated number of rounds

depends only on the collection ¢ and not on thell 1S possible to avoid solution of the Newton
variant chosen. polynomial completely. Sturm's theorem allows the

purpose of the number of roots of a actual polym@bimi
1. Slot Selection AIDA
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(1) in an period{a#] based on the signs of the value node has a single, but not unknown identifier ntthe

a series of polynomials derived frome( ) . The series numbers are unique where is an encryption function,

of polynomials are obtain from a modification ofethand is the usual suitably long seed known only. The

Euclidean Algorithm. utility may be Cooperatively generate with conveske

As in the earlier alternative, the power sums affe
composed and the Newton Polynomial is produced.
However, the field use for computation is the fiefd
coherent number§) . The test,(r:;)_0 is again enough
to establish whether or not »: has received an
assignment. A computational benefit arises in that
nodes do not need to solve the Newton polynoim(al)
to verify the distributed values. Let that x =0 is not ¢
root of p(x)  wmshas been factored out immediate

applicable.
S P Method | N =10 25 100 1000
Prime 50
15 17 Sturm -
Slot 60
Prime 70 175 700
100 103  Sturm - - -
Slot 400 500 700
Prime 90 225 900
500 503  Sturm 1980 - -
Slot 2000 2500 3500
Prime 140 350 1400 14000
10* §+7 Sturm 3080 22750 - -
Slot 40000 50000 70000 100000
Prime 240 600 2400 24000
107 §+19 Sturm 5280 39000 848400 -
Slot 4.107 5-107 7-107 108

VII. FINITE TERMINATION

While the algorithms developed here expire with
possibility, there is no complete higher bound be t
number of rounds mandatory. Under some assumptions,
it has been established that restricted executiort be
guaranteed for the simpler chief voting problem.
Although there may be excessive condition underciwhi
no algorithm for Anonymous ID assignment can be
certain to finitely finish, we conjecture only thait least
in order connections are required in such an algori
on the other hand, the algorithms are already sioltu
free, but do not make a transformation chosenraiaia
from all potential permutation. For the existingiplem,
the number of rounds is naturally small and we dono
recommend looking for finitely bounded termination.

For entirely, we outline a cryptographic
approach, that can security finitely bounded exiom;
even with no using trusted authority. Assume tlathe
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applicable. Each nodm;: which has received an
assignment must count individually several rootd also
forms '

glw)—ged(p(z)p,(x)) . A compound roots version of
Sturm’s theorem is then applied to calculate thmber of
roots for the polynomiaz{x) in the rang+:! . (Note
that +: it-self is not a multiple root allowing apgtion of
the theorem.) The polynomial( ) —ged(p(z)p(x)) is
a by product of this computation. The same Sturotgss

is applied tog(x) thus obtaining a count of the migtip
roots in the same rang: |

DATA BITS REQUIRED PER MESSAGE

unidentified to the nodes independently using masho
The use of these random numbers of Algorithm would
security extinction in a particular round. However,
polynomial solution for of the required size is iragtical.
The computational problems with this approach can b
defeat by using the numbers as pseudorandom bitrss.

To provide that , the bit strings become shortee\atry
round and a permanent bound is simply calculated.

VIII. CONCLUSION AND FUTURE WORK

Every algorithm compare it can be logically impleartes
and each has its advantages. Our use of the Ne@®n
very much decreases communication overhead. This ca
allow the use of a bigger number of slots with auimg
decrease in the number of rounds mandatory. Theicol

of a polynomial can be avoided at some rate bygusin
Sturm’s theorem. The expansion of a end resultttikéne
Sturm's theorem over a limited field is an appeglin
possibility. With secret sharing channels, our algorithms
are protected in data theoretic sense. Apparetiiyg,
property is very fragile. The very similar probleof
rational poker was shown to have no such solutidth w
two players and three cards. The argument of csifydze
extended to, example., two sets each of colludiageps
with a deck of cards rather than our deck of cafdisof

the no cryptographic algorithms have been expalysive
replicated, and we can say that the present woek défer

a basis upon which implementations can be consiiuct
The communications requirements of the algorithms
depend heavily on the underlying completion of¢hesen
secure sum algorithm. In some cases, merging tlee tw
layers could result in reduced overhead.
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