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Abstract—In this technique for unknown sharing

confidential information among n parties are

developed, This method is use iteratively to assign

in these nodes identities are range from 1 to ns Th 1. INTRODUCTION
method is unknown in that the IDs are established

anonymous to the other member of the group. The reputation of internet as a sharing standard

Resistance to collusion between other memberiSether for private use depends in piece on itpedp
verified in the data was theoretic sense whitér unknown statement, commercial type and contain
private  communication channels are used thigasonable reason to connect in unknown sharingddey
technique was the serial numbers allow mot@e cost of uniqueness revelations for exemplagree

; ; fatp : distribution of abstract information exclusivd o
complex information to be distributed it halgristructive the identity of the individual, fundanal

application to other problems in confidentialit){mcorrmtion is connected through, to keep whistle
preserve data mining and collusion escaping Hlower right to be unknown, free from following or
interactions, distributed database access. Esskenfiaancial retribution cloud base website organamat
computation shared exclusive of with a trustdgols present capability with a server to unknowetath
central authority. Present as well as latedf® Visitors network dealings. The problem of

techniques for transmission unknown identities ggf#gwhgogrffﬁé'ﬂgb}g?(;?E%Lmﬁ]t;gpmtgt?gﬁgg

tested among deference to trade oOfNgrified has been research extensively reseadimre
communications and computational requiremendiso investigate application of secrecy or conmtidgity
the latest techniques are build from top of the various function domains: patient check up deta-

secure sum data mining process with Newton‘s [Y§ting, electronic mail and public network etc, an
dditional structure of ambiguity, as use in prtadc

Sturr_n S methoq, this techr_llque for_ Sha”n@lutual computations. It allows many parties on @ugr
solutions of particular polynomials over fixed feltq equally bring out a universal computations that

enhance a scalability of an algorithms. Markodepend on information from each party while the
chain demonstrations are use to get information @rformation held by each party remains unidentifted
top of the amount of rounds mandatory. Compufég another parties .

; Secure computation function use in the text is
algebra give stopped structure outcome for ttb?otected sum that allow parties to compute the etim

close rates. their individual inputs without disclose the inptisone
other, this method is accepted in data mining
applications, It also help characterize the coniptesf

KEYWORDS: Privacy protection, Anonymization and  the protected mutual computation .This work deahwi

deanonymization, multiparty computation, privacy efficient techniques for conveying IDs to the nedé a
preserving data mining. group in such a way that the identities are unknown

using a distributed computation without centralligbi
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Given n nodes this technique is basically a perhauta of {j,ii,.....,n} chosen with a consistent portabjlifrom

of the integers{ i, 1 with each identity individua i i
identified only to the node to which it is assignéthe _Eet l?f ?” Iperrl?utatlons {I’Illt" """ :[n}. The algoritharfor
intellectual poker more multipar

main technique is based on a process for unkno _ _
distribution easy information and outcomes iAnd use cryptographic method as company must, in
techniques for capable distribution of difficulgeneral, be able to prove that they held the wipnin

information. hand. This document builds an algorithm for disttidn

There are several applications that require actig@sy numeric information on peak of protected stine.

single identities for group nodes, that identitiean be
use to part of schemes for dividing or sharingtietes distribution technique will be use at each itenatud the

bandwidth, information storage space and anotregtaisalgorithm for unknown ID’s assignment (AIDA). This

secretly without argument. The identities are reglin gnknown ID assignment algorithm, and the variaat th
sensor network for protection or for executive $as

required. Reliability, such as configuration ant/® discuss, can required a variable, unrestrainetoer
monitoring of separate nodes and receive of birdaa of iterations. Rising a constraint s in the aldomtwill
or code aggregation descriptions to this nodeghi® be reduce the amount of estimated rounds. Our alentr

applications where identities require to be unkna®m g1qqrithm requires solve a polynomial with coefficis
grid compute wherever one may request servicesnith.

revealing the IDs of the examine request. To distish in use from a restricted field of integers modulo a
unidentified transfer from unknown distribution. T®rimary. That assignment restrict the level to Whg
consider a situation where n parties wish to shiesirt can be basically increased.

information as a group, but secretly, in n slots an

unknown party position. The ID’s could be used it@eg
the n slots to users, while unknown statement was 2. AREVIEW OF SECURE SUM

allowed their parties to cover ID’s from the unkmow _ _ _ _
member. In another relevance, it is potential t@ uAssume that a collection of hospitals with single

protected sum to agree to opt out of a calculagmntier databases wish to calculate and distribute only the

on the source of positive regulations in statiﬂ;tica\/pical of a data item, such as the number of halspi
disclosure constraint or during a computation and ’

Even to do so in unknown method. acquire infection, without enlightening the worthtlis
However, especially slight is known withdata items for at all component of the collectihus n
deference to techniques allowed agencies to oppfoat Nodes have data items d, and whish compute and
protected computation based on the outcome of ghgtribute only total sum T=d1+d2+....., A protected
examination, must they feel that those outputsadse sum technique allow the sum T to be gathered with
informative about its information .The effort repégn anonymous technique for some guarantee of secrecy.
this article more explore the connection amomnother time, we suppose the semi honest repramtucti
distribution secrets in an unidentified approachf confidentially preserve data mining. Under this
distributed protected multiparty computation anghodel, every node will follow the regulations ofeth
unknown ID’s assignment. The use of the terBtotocol, but may use any data its during the
“unknown” here differ from its meaning in studyd& jmplementation of the practice to give and take
with regularity breaking and chief elections in noln protection, must all pairs of nodes have a protecte

_n%t_w%rksl: 'ti gr%up IS nEt secretly ,dpartlc;)paa;z communication channels are available, a simple, but
Individual in that they are known to and can beressi o, o demanding, protected sum algorithm can be
by the others. . : o

construct. In the following technique, it is usefa

The methods for transmission with set of pseudmy%nderStand the values as being integer on first

have been industrial for unidentified statement |Hterpreta§n Algorithm © Certai des o
portable networks. The methods developed in theseecU’€ Sum Algorithm - Certain nodesgii ... x

mechanisms generally require a trusted manager,eé ry no.de holding .data |terle : 'frqm a_finitely
. ) characterize able abelian collection, distribute Yhlue
write; its end products normally change from ours

: L o —>.d: among the nodes with no revealing the values d
structure or in statistical property. To be specivith n g g

nodes# : the algorithms of this paper distributeAel RANDOM NUMBERS TRANSMITTED BY A
computation among the nodes generating permutations
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SECURE SUM EXECUTION characterization of confidentiality to be used. The
essential arguments of the proofs should continue

Nodes ﬁ,l ril Tio T3 Tid d; (i,' practical when evaluate the algorithms with respec

ni=1: 13-648=15 13 -10 6 -3 6 8 other models of the protection of multiparty

Mieg: T-1049=6 7 3 -5 5 10 9 computation.

Mie3: -8-64+5=-9 -8 11 12 -9 6 5 _ _ _

Nimq ! 6 6 -8 =5 9 9 9 2.1 Protective Sum Hides Transformation :

1=4"

5= B 18 -4 8 2T=M X Protectivesum technique of Algorithm is input

transformation challenging to the collision of ewver

1) Each node n;, i = 1,...,N chooses random values separation of the participated nodes. Other pretect

Tidsenns r;, v such that sum algorithms certainly can be wused with

cryptographically protected communications channels

For example, it is simple to see that protected gsimg

2) Each “random” value 7; ; is transmitted from node 7; to a particular Hamiltonian series is input transfation
node n;. The sum of all these random numbers ; ; is, of collision resistant provided that the coalitic is
course, the desired total 7. trapped in a connected

3) Each node 1 totals all the random values received as: section of the Cyc|e_ Such consequences can also be

absolute to provide confidentiality guarantee foe t

algorithms in succeeding sections should they zetili

4) Now each node n; 51mply broadcasts s; to all other nodes For example a Hamiltonian Cycle based protected. sum
so that each node can compute: The protected sum method can be in use with restric

TP g et s sy abelian groups.

ril o+ TN =d;

8§ =TLi+ TN,

Secure Sum: In that table the reader can ignore the
columns labelled s+ and:d and need not aspect devera
implication to the bold face nature. In this exagmghe
original data items detained by nodes nl,n2,n3ane4
gé dI: r?éd\?Vcl)Sulﬁok,)rgz dlzait’gé |55 Zar:g ghfg r?g(jjfst :En ivide definite information values from their datsles

. rather than relying on simply statistical data lagven in

and n4 correspondingly. The node n2 would compu i - h £ theechi
and transmits the entire s2= -4 of the values 4he earlier part 1.e., each associnie  of thescbdn

established to every one of nodes. Node n2 willmaten ©f N Nodesn|~ has a data ites:  which is to be
the total of all the second round transmissions &fgmmunicate to all the other members of the cadect
received 24 is 18-4+8+2.0ur choices from randohh€ data is to remain unidentified. We develop a
values are for graphic and are not sensible. petified Collision challenging technique for this assignmesed
that each data item was originally in the collettimom 0 protective sum as our essential communication
0 to 10, the total will be in the collection fromt® 40, method. Our data items are taken from a, usually
and choosing casual values modulus 41 will be maestricted, field. In the usual case, every will ae
suitable. numeral value and will be the field where is a @rim
In looking for to identify the protectiomnd number fulfilling for all . Thus, arithmetic willarmally
confidentiality provide by our algorithms, we arée performed using modules , but other fields wal$lo
certainly chance to have an profusion of defingido be used. The number of nodes like n1,n2,.... eack nod
choose from even when restrict ourselves withstémai  having a data item ‘d’ from a finitely representeafield
honest theory. The selection of classification #thdae¢ ‘f to make its data items unrestricted to all Bedvith
reliant on considerations such as whether confidént no informative their resources.
protected communication channels are used. Wewollo

the proposal of a reviewer that a particular da¢mtetic 4. SHARING COMPLEX DATAWITH AIDA

3. TRANSMIT SIMPLE DATAWITH POWER
SUMS

Expect that our collection of nodes requirements to
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Let us consider the chance to that the more cortgosi2) Each unassigned node: n choose from a random
information is to be distributing among the papate number r: in the vary 1 t¢5 . A node assign in a
nodes. Each nodm: has a data itzm  of leugth -bits earlier round choosesi+£ 0.
which it wishes to make unrestricted secretly dther 3) The random integers are distributed secretly. One
participants. technique for doing this was given section. Denote

As the number of bits per data item the number of the distributed values by:q ,...~q
nodes become larger, the technique of the previou$)Let q,...4% represent a revised list of distributed
section becomes infeasible. Instead, to accompiigh values with duplicated and zero values completely
distributing, we will develop an index of the nodes removed wherek is the number of unique random
Methods for decision such an indexing are developed  numbers. The nodes: which drew single random
following sections. Assume that each ncie has a number then decide their filg: from the location
unique ID or serial number . Advanced that no noae of their random numbers in the revised list as it
understanding of the identity amount s of everyepth  would appear after being sorted
node, and that s1,s2,s3... are a random transformsatio5) Update the number of nodes assigned: A=A+k;
1,2,3... of this, again, is termed AIDA. Such an6) If A<N then return to step (2).
Anonymous ID assignment could be used to allocdt&ecution of Algorithm to Find an AIDA:
slots with respect to time or space for interactiam Suppose that 4 nodes contribute in searching for an
storage space. It may be probable Anonymous ID assignment. For simplicity we continue
to basically have a database with central storagatibn Our operation example wits—1 ,0 and Random values 6,
‘C’ such that each node only stores its informatitiere 10, 6, 2 again in the first round. The choices nd a3
set ‘C’ is data item. This can arise if there wasuated a'€ 5,6 correspondingly in the second round wiilah

central authority, or if the storage process w&&e select O al they will already have index assigat
undetectable . the point. A trace of complex steps in the procedar

that table the final AIDA result is when s1=3 favda

Given that there is no central authority (the posi N1, s2=2 for node 2. s3=4 for node. and s4=1 foenb

for which protected sum was considered), protested
can be used to complete the preferred informati

distributing. Let ‘0’ be a vector of b-bits. Eaclode *fRACE OF AN AIDA ALGORITHM  EXECUTION
creates a data item d to n b-bits. Numbering e#ch

Step | A|r ro 3 m 81 83 83 8
the , b-bit components we have: 1,2,3.... The priect 17—y 5T To—gg 0 #2122 5 %
sum technique, given previously in this paper, may | 3 0l 610 6 21 2 6 6 10
be used to collect. 1 4 0| 610 6 2| 210 2 1

I 5 2 2 1

5. HOW TO FIND AN AIDA 2 2 215060 2 1

2 3 21506 0] 005 6 2 1

We represent a easy algorithm for decision a.% 4 2 5060]5°6 32 41

Anonymous ID Assignment which has several variants tho number of rounds this algorithm takes is

depending on the preference of the informatigipgeled by a Markov chain. While no complete upper

distributing technique . At first step, random n@ror pounce is probable, we will see in that the present

“slots” among 1 ancs are selected by every node.if\good, as one may expect, wks:n  is much larger th

node position will be resolute by its situationagst N. The various techniques for distributing the r@md

the chosen slots, but requirements must be pregaredvalues. The collision conflict of AIDA depends upite

collusions. The factor S should be selected soSh&l.  essential secure sum algorithm used and the cuollisi

conflict of that algorithm for a particular set ofllude

FIND AIDA: nodesc . The strongest result possible can be @otain
Given nodes ni1,n2... , use shared to computatl®dn using our simple, but incompetent, secure sum

(without central ability) to find an unknown indegi algorithm.

transformation

1) Set integer assigned nodes—A 0. 6. COMPARISON OF AIDA VARIANTS
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received an assignment must count individually ssve

In the earlier part an algorithm to find an AlDAroots and also forms '
mandatory to that the random values be distributgz)—¢ged(»(z)#,(x)). A compound roots version of
secretly. We now look at three techniques which aurm’s theorem is then applied to calculate tineler
variants of that procedure. The parameser must dferoots for the polynomiab () in the range)r:]|
chosen in each case. The estimated number of rou@idste thatr. it-self is not a multiple root allowing
depends only on the collection sf and not on tiapplication of the theorem.) The polynoml: ) —gcd(

variant chosen. p(x)p,(x))is a by product of this computation. The
same Sturm process is appliedg(c:) thus obtaining a
1. Slot Selection AIDA count of the multiple roots in the same ran,:
The composed power sunt; are digits. To

The slot option method was developed in where a . "™ . . . ;
more complete explanation may be found. In th gcurlty ! |dea.IIy, compute sums with Algor|thm|tg;|a
alternative of the AIDA algorithm, each node n sitsm ield ¢ #( ) with P greater than any possible value of

) : : , A = imi i ' i
the Euclidean basis vector zero except for a siogiein ' * Our timings show_ed th"?‘t using Stl.”m § theorem is
element, to a protecting sum algorithm. A node whifot currently aggressive with the various methoéls o

has established an reassign in a previous roundgth polynomfl]al ZOIUt'Ont using tTe Ff[”[)net rtT]OdUIES
submits the zero vector. The sum of these vecmrs?hpprc]’cac ‘Zn rutns' WICE as SOV\1 a thes' doutg_] we,
computed over the abelian collection using a ptstec \eretore, do not give an examp ?’ € product®sn 1
sum algorithm. directly . The application of Sturm’s theorem reqsi

A Slot Selection AIDA: With the option S=10 thelse of an order field resulting in large polynomial
AIDA example from the earlier part would havé:oefficients. Unfortunately, we do not currentlyokw of

Executions of protective sum at each round withiltes a computationally reasonable analog of this reshith
is us able over a finite field. However, some resut

as shown. Using our example secure sum algorithdh N=.7 ™"~ .
vectors of S=10 random numbers would need to Wés direction are available.
chosen by each of the N=4 participating nodes eh ea
round. This variant of the algorithm has as its rmai
disadvantage the very long communication lengtlas th

DATA BITS REQUIRED PER MESSAGE

) Method | N = 10 25 100 1000
are encounter when using large S to keep the nuaofber Phme 50
probable rounds small. 15 17 Sturm —
Slot 60
, Prime 70 175 700
2. Sturm’s Theorem AIDA 100 103 Sturm - C C
It is possible to avoid solution of the Newton gﬁle 488 ggg ggg
polynomial completely. Sturm’s theorem allows the 500 503  Sturm 1980 - -
purpose of the number of roots of a actual polymbixi Slot 2000 2500 3500
() in an period «d! based on the signs of the values of , Feime 140 350 1400 14000
[ f polynomials derived from{ ) The series™® ° 17 Sm oo a5 ”
a series ol poly ( L) Slot 40000 50000 70000 100000
of polynomials are obtain from a modification ofeth Prime 240 600 2400 24000
Euclidean Algorithm. 107 S+19 Sturm 5280 39000 848400 -
. . . .107 . 107 . 107 8
As in the earlier alternative, the power sums are Slot 4-10° 5-10° 7-10 10

composed and the Newton Polynomial is produced.

However, the field use for computation is the fielt 7 FEINITE TERMINATION

coherent numberd . The temstr;)—

0 is again enough to establish whether or mat hagvhile the algorithms developed here expire with
received an assignment. A computational benef#eari possibility, there is no complete higher bound be t

in that the nodes do not need to solve the Newtoumber of rounds mandatory. Under some assumptions,
polynomial #( ) to verify the distributed values. Leit has been established that restricted executmrt be
that::—0 is not a root of () as:x has been factorgtiaranteed for the simpler chief voting problem.
out immediately if applicable. Each nofle  which h#¥though there may be excessive condition undeckvhi
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no algorithm for Anonymous ID assignment can hlextensively simulated, and we can say that theeptes
certain to finitely finish, we conjecture only thattleast work does offer a basis upon which implementaticars
in order connections are required in such an alyori be constructed. The communications requirementigeof
on the other hand, the algorithms are already sioltu algorithms depend heavily on the underlying
free, but do not make a transformation chosenratam implementation of the chosen secure sum algorithm.
from all potential permutation. For the existingiplem, some cases, merging the two layers could result in
the number of rounds is naturally small and we ¢lono reduced overhead.
recommend looking for finitely bounded termination.
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