
 

International Journal of Research 
Available at 

https://edupediapublications.org/journals 

p-ISSN: 2348-6848  
e-ISSN: 2348-795X  

Volume 04 Issue 09 
August 2017 

 

Available online:  https://edupediapublications.org/journals/index.php/IJR/  P a g e  | 440   

440 

Composite Seachable Encryption for Group Data Allocation through 

Cloud Storage 
 

Shelly Sinha1 , N. Sujata Gupta2 

1M.tech Student, 2 Associate Professor, Department of CSE, Sridevi Women’s Engineering College, Vatinagullapally(v),     

Rajendranagar(m), Ranga Reddy(d), Telangana state, India. 

 

 

Abstract: The capacity of specifically sharing secure 

information with various clients by means of open 

distributed storage (e.g Public cloud) may significantly ease 

security worries over coincidental information spills in the 

cloud. A key test to arranging such encryption designs lies 

in the compelling organization of encryption keys. The 

pined for adaptability of giving any get-together of picked 

reports to any social gathering of clients requests grouped 

encryption keys to be utilized for various files. In any case, 

this additionally suggests the need of safely conveying to 

clients countless for both encryption and seek, and those 

clients should safely store the got keys, and introduce an 

also broad number of watchword trapdoors to the cloud 

with a particular true objective to perform investigate the 

shared data. The suggested requirement for secure 

correspondence, stockpiling, and multifaceted nature 

plainly renders the approach unrealistic. In this paper, we 

address this handy issue, which is to a great extent 

disregarded in the writing, by proposing the novel idea of 

composite accessible encryption (CSE) and instantiating the 

thought through a strong CSE plot, in which a data 

proprietor simply needs to course a singular key to a 

customer for sharing innumerable, also, the client just needs 

to acquaint a solitary trapdoor with the cloud for examining 

the ordinary reports. The security examination and 

execution evaluation both confirm that our proposed plans 

are provably secure and in every way that really matters 

successful. 

 

Index Term−Encryption, group data allocation, cloud 

sharing platform, data security 

 

I. INTRODUCTION 

 

What is cloud computing? 

Distributed computing is the utilization of registering 

assets (equipment and programming) that are conveyed as 

an administration over a system (regularly the Internet). The 

name originates from the regular utilization of a cloud-

formed image as a reflection for the intricate foundation it 

contains in framework graphs. Disseminated figuring 

enriches remote organizations with a customer's data,  

 

programming and estimation. Conveyed figuring contains 

hardware and programming resources made available on the 

Internet as administered pariah organizations. These 

administrations commonly give access to cutting edge 

programming applications and top of the line systems of 

server PCs. 

Data Sharing Over Cloud 

Cloud data sharing, also called cloud-based data 

sharing or online data sharing, is a system in which a user is 

allotted storage space on a server and reads and writes are 

carried out over the Internet. Cloud information sharing can 

introduce security dangers and consistence concerns if 

information is put away on outsider suppliers without the IT 

office's learning. 
Secure Data Sharing  

In cloud based information sharing idea, information 

proprietor does not have full control over sharing own 

information since information controlled by the outsider 

cloud storage provider (e.g. Dropbox or OneDrive). Data 

security is the grave concern when data owner shares own 

data to another known as data sharer on cloud. Many 

researchers have addressed this issue by using different 

encryption schemes that provides secure data sharing on 

cloud.  

 

 
 

Fig 1.  Cloud Computing 

 

II. RELATED WORK  

 

There is a rich writing on accessible encryption, including 

SSE plans and PEKS plans. Rather than those current work, 

with regards to distributed storage, catchphrase seek under 
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the multi-tenure setting is a more typical situation. In such a 

scenario, the data owner would like to share a document 

with a group of authorized users, and each user who has the 

access right can provide a trapdoor to play out the 

watchword seek over the mutual record, to be specific, the 

�multi-client accessible encryption� (MUSE) situation. 

Some current work center to such a MUSE situation, despite 

the fact that they all receive single-key joined with get to 

control to accomplish the objective. In MUSE plans are  

developed by assignment the document�s accessible 

encryption key with all clients who can get to it, and 

communicate encryption is utilized to fulfill coarse-grained 

get the opportunity to control. In quality, based encryption 

(ABE) is related with satisfy fine-grained get the chance to 

control cautious watchword search for. Subsequently, in 

MUSE, the fundamental issue is the means by which to 

control which clients can get to which reports, while how to 

decrease the quantity of shared keys and trapdoors is not 

considered.  

i) Unexpected benefit heightening will uncover all  

ii) It is not effective.  

iii) Shared information won't be secure.  

 

In this paper, we address this test by proposing the novel 

idea of key-composite accessible encryption (), and 

instantiating the idea through a solid concrete scheme. The 

proposed scheme applies to any cloud storage that supports 

the searchable group data allocation functionality, which 

means any user may selectively share a group of selected 

files with a group of selected users, while allowing the latter 

to perform keyword search over the former. To help 

accessible gathering information allotment the primary 

prerequisites for effective key administration are twofold. 

First, a data owner only needs to distribute a single 

composite key (instead of a group of keys) to a user for 

allocation any number of files. Second, the customer simply 

needs to display a singular composite trapdoor (as opposed 

to a social event of trapdoors) to the cloud for performing 

catchphrase look for over any number of shared records.We 

initially characterize a general structure of key composite 

accessible encryption made out of seven polynomial 

calculations for security parameter setup, key era, trapdoor 

period, encryption, trapdoor change, key extraction and 

trapdoor testing. We at that point depict both useful and 

security prerequisites for outlining a legitimate plan. We at 

that point instantiate the system by outlining a solid plan. 

After providing detailed constructions for the seven 

algorithms, we analyze the efficiency of the scheme, and 

establish its security through detailed analysis. We discuss 

various practical issues in building an actual group data 

allocation system based on the proposed scheme, and 

evaluate its performance. The evaluation confirms our 

system can meet the performance requirements of practical 

applications. 

  

i)  It is more secure. 

ii) Decryption key ought to be sent through a safe channel 

and kept mystery.  

iii) It is a proficient open key encryption conspire which 

bolsters adaptable appointment. 

iv) To the best of our knowledge, the scheme proposed in 

this paper is the first known scheme that can satisfy 

requirements. 

 

III. THE COMPOSITE SEARCHABLE ENCRYPTION 

(CSE) FRAMEWORK 

 

Group data sharing over cloud is best way to share over the 

network but due to some security concern over public cloud 

we use encryption to secure our data and ensure only valid 

receiver will able to access this data. In this part, we are 

going to discuss how we can use composite searchable 

Encryption framework to secure our data. 

 

3.1 Problem 

Consider a scenario where manager John wants to share 

some confidential business research documents using a 

public cloud storage service (e.g. One Drive or Google 

Drive). For instance, John needs to transfer a substantial 

accumulation of classified business explore reports to the 

distributed storage, which are proposed to use by different 

specialists of different divisions. Suppose those documents 

contain highly sensitive information that should only be 

accessed by authorized users, and Mark is one of the 

analysts and is thus authorized to see reports identified with 

his specialization. Because of worries of information 

security in the cloud, John scrambles these archives with 

various keys, and produces watch word cipher texts in view 

of office names. John then uploads and shares to the cloud, 

those documents with the analysts using the sharing 

functionality of the cloud storage. For getting the right file 

in secure manner, John must pass to Mark the rights both for 

keyword search over those documents and for decryption of 

documents related to Mark’s department. 

 With a conventional way, John must securely provide all 

the searchable encryption keys to Mark. after receiving keys 

he must store them securely and then in order to perform a 

keyword search, he must generate all the keyword trapdoors 

using these keys. As appeared in Fig (a), John is expected to 

have a secret archive set {doci}n i=1, and for each report 

doci, an accessible encryption key ki is utilized. Without 

loss of generality, we suppose John wants to share m 

documents {doci}m i=1 with Mark. In this case, John must 

send all the searchable encryption keys {ki}m i=1 to Mark. 

Then, when Mark wants to get documents containing a 

keyword w, he must generate keyword trapdoor Tri for each 

document doci with key ki and submit all the trapdoors 

{Tri}m i=1 to the cloud server. When m is sufficiently large, 

the key distribution and storage as well as the trapdoor 

generation may become too expensive for Mark’s client-side 

device. 

In this paper, we offer the innovative approach of 

composite searchable encryption (CSE), as depicted in Fig. 

https://edupediapublications.org/journals
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(b), in CSE, John just needs to circulate a solitary composite 

key, rather than {ki}m i=1 for sharing m records with Mark, 

and Mark just needs to present a solitary composite 

trapdoor, instead of {Tri}m i=1,to th e cloud server.  

 

Fig (a). Convention Approach 
 

                            

 
Fig (b). Composite searchable encryption 

 

Fig 2. Keyword search in group data allocation 

 

3.2 The CSE Framework 

 

In this framework, we are going to use seven algorithms 

to achieve the aim. In this plan, distributed storage supplier 

will create open parameters of the framework through the 

Setup calculation, and these open parameters will have the 

capacity to reused by various information proprietors to 

share their ?les. Utilizing these Keygen calculation every 

information proprietor will have the capacity to make an 

open/ace mystery key combine. Watchwords of each report 

can be encoded by methods for the Encrypt estimation with 

the unprecedented available encryption key. At that point, 

the information proprietor should utilize the ace mystery 

key to create a composite accessible encryption key for a 

gathering of chose records utilizing the Extract calculation. 

These composite keys should be distributed securely (e.g., 

via secure e-mails or secure devices) to authorized users. 

After that, as shown in Fig.3, an approved client will have 

the capacity to produce a catchphrase trapdoor by means of 

the Trapdoor calculation utilizing this composite key, and 

present the trapdoor to the cloud. After receiving the 

trapdoor, to perform the keyword search over the specified 

set of documents, the cloud server will run the Adjust 

algorithm to generate the righ trapdoor for each record, and 

afterward run the Test calculation to test whether the report 

contains the watchword. 

 
Fig 3.  Structure of composite accessible encryption 
 

This system is compressed in the accompanying. 

 Setup (1λ, n): Cloud specialist co-op will execute 

this calculation to set up the plan. On commitment 

of a security parameter 1? additionally, the most 

outrageous possible number n of reports which has 

a place with a data proprietor, it yields individuals 

in general framework parameter. 

 Keygen: Data proprietor will executed this 

calculation to create an irregular key match 

(pk,msk). 

 Encrypt(pk, i): this estimation is excute by the 

information proprietor to encode the i-th account 

and convey its keywords� ciphertexts. For each 

report, this figuring will make a delta ?i for its 

request skilled encryption key ki. On commitment 

of the owner�s open key pk and the archive 

record i, this estimation yields data ciphertext and 

catchphrase ciphertexts Ci. 

 Extract(msk, S): this calculation is excute by the 

information proprietor to create a total accessible 

encryption key for assigning the catchphrase scan 

ideal for a specific arrangement of archives to 

different clients. It  takes  as  input  the  owner’s  

master-secret key msk and a set S which contains 

the indices of documents, then outputs the 

aggregate key  kcmpst 

 Trapdoor(kcmpst, w): this algorithm is excute by 

the user who has the aggregate key to perform a 

search. It takes as information the total accessible 

encryption key kcmpst and a catchphrase w, at that 

point out-puts just a single trapdoor  T r. 

 Adjust(params, i, S, T r): this computation is 

execute by cloud server to change the aggregate 

trapdoor to make the benefit trapdoor for each 

uncommon record. It takes as information the 

framework open dad rameters params, the set S of 

https://edupediapublications.org/journals
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records' files, the list i of target report and the total 

trapdoor T r, at that point yields each trapdoor T ri 

for the i-th target annal in S. 

 Test(Tri, i): this calculation is execute by the cloud 

server to perform catchphrase look over an en-

crypted record. It takes as info the trapdoor T ri 

and the archive record i, at that point yields 

genuine or false to signify whether the report doci 

contains the watchword w. 

 

IV. MODULES AND ITS DESCRIPTION 

 

 In this project Composite Searchable Encryption for 

Group Data Allocation through Cloud Storage have 

following modules. 

A. Data Owner 

B. Network Storage (Dropbox or One drive) 

C. Encrypted Composite Key and Searchable Encryption     

Key Transfer 

D. Trapdoor Generation 

E.  File User 

 

A. Data Owner 

 In this module we executed by the data owner to setup an 

account on an untrusted server. On input a security level 

parameter 1λ and the number of ciphertext classes n (i.e., 

class list ought to be a number limited by 1 and n), it yields 

people in general framework parameter param, which is 

precluded from the contribution of alternate calculations for 

quickness. 

 

B. Network Storage(Dropbox or Onedrive) 

 With our solution, John can simply send Mark a single 

composite key via a secure e-mail. Mark can download the 

encrypted photos from John’s Dropbox or Onedrive space 

and then use this composite key to decrypt these encrypted 

photos. In this Network Storage is untrusted third party 

server or dropbox or Onedrive.  

 

C. Scrambled Composite Key and Searchable Encryption 

Key Transfer 

 The information proprietor sets up people in general 

framework parameter by means of Setup and produces an 

open/ace mystery key combine by means of KeyGen. 

Messages can be encoded by means of Encrypt by any 

individual who likewise chooses what ciphertext class is 

asso-ciated with the plaintext message to be scrambled. The 

information proprietor can utilize the ace mystery to create a 

composite decoding key for an arrangement of ciphertext 

classes by means of Extract. The created keys can be passed 

to delegates safely (by means of secure messages or secure 

gadgets) at last; any client with a composite key can 

unscramble any ciphertext gave that the ciphertext�s class 

is contained in the composite key by means of Decrypt. 

 

D. Trapdoor Generation  

 Trapdoor era calculation is controlled by the client who 

has the composite key to play out an inquiry. It takes as 

information the composite accessible encryption key kcmpst 

and a watchword w, at that point yields just a single trap Tr. 

 

E.  File User 

 The produced keys can be passed to delegates safely (by 

means of secure messages or secure gadgets) at last; any 

client with the Trapdoor catchphrase era process can decrypt 

any cyphertext provided that the cyphertext’s class is 

contained in the Encrypted composite key and Searchable 

Encrypted key via Decrypt.  

 

4.1 ALGORITHMS 

 

The proposed CSE system algorithm follows as below: 

i) Setup (1λ, n):  The cloud server will use this algorithm          

initialize system parameters as follows : 

 Create a bilinear guide assemble framework 

B=(p,G,G1,e(� , �)), where p is the request of G 

and 2? = p = 2?+1  

 Set n as the most extreme conceivable number of 

archives which have a place to a data owner. 

  Pick a random generator g ϵ G and a random α ϵ 

Zp, and computes gi = g(αi) ϵ G for i = {1,2, 

······,n,n+2,······,2n}. 

  Select a restricted hash work H: {0,1}*?G. At last, 

cloud server distributes the framework parameters 

params = (B, PubK, H), where PubK = (g1,g2, 

�����,gn,gn+2, ������,g2n) ? G2n+1 
 

ii) Keygen: Data proprietor utilizes this calculation to 

produce his/her key combine. It picks an arbitrary ? ? Zp, 

and yields: pk = v = g? ,msk = ? . 

 
iii) Encrypt (pk, i):  Data proprietor utilizes this calculation 

to encode information and create its watchword ciphertexts 

while transferring the i-th archive. To generate the keyword 

ciphertexts, this algorithm takes as input the file index i ϵ  

{1,…., n}, and: 

 randomly  picks a t ϵ Zp as the searchable encryption 

key ki of this document. 

 produces a delta ?i for ki by figuring:  

c1 = gt, c2 = (v � gi)t 
 for a watchword w, yields its ciphertexts cw as: 

 

            cw =e(g,H(w))t/e(g1,gn)t  

Note that c1,c2 are public and can be put away in the cloud 

server. 

iii) Extract (msk, S): Information proprietor utilizes this 

calculation to create a composite accessible encryption key. 

For any subset, S  ⸦ {1,2….,n} which contains the indices of 

documents, this algorithm takes as input the owner’s 

https://edupediapublications.org/journals
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master-secret key msk  and outputs the composite key kcmpst 

by computing: 

kcmpst = ?j?s g?n+1-j 
To appoint the watchword seek appropriate to a client, 

information proprietor will send kcmpst and the set S to the 

client. 

iv) Trapdoor (kcmpst, w): The client utilizes this calculation 

to produce the trapdoor to perform watchword seek. For all 

documents, which are relevant to the aggregate key kcmpst, 

this algorithm generates the only one trapdoor Tr for the 

keyword w by computing: 

Tr = kcmpst · H(w) 

Then, the user sends (Tr, S) to the cloud server. 

v) Adjust (params, i, S, Tr): The cloud server uses this 

algorithm to produce the right trapdoor. For each record in 

the set S, this calculation takes as info the framework open 

parameters params, the archive file i ? S and the total 

trapdoor Tr, yields the right trapdoor Tri  by computing : 

Tri =Tr · ∏jϵs,≠i gn+1 -j+i 
Then, the cloud server will use Test algorithm to finish the 

keyword search. 
vi) Test (Tri, i) :  The cloud server uses this algorithm to 

perform keyword search over the i-th document. For the i-th 

document, this algorithm takes as input the adjusted 

trapdoor Tri, the Δi = (c1 , c2) relevant to its searchable 

encryption ki and the subset S, outputs true or false by 

judging: 

Cw=?=e(Tri,c1)/e(pub,c2) 

Where pub=∏jϵsj≠ign+1. Note that for efficiency consi-

deration, the pub for the set S can be computed only once. 

Remark. If there is only one element in the subset S, the 

above scheme will be a concrete public key encryption with 

keyword search scheme, in which the Adjust algorithm 

won't work. 

 

 

V. CONCLUSION 

 

Considering the functional issue of protection 

safeguarding information sharing framework in view of 

open distributed storage which requires an information 

proprietor to appropriate an extensive number of keys to 

clients to empower them to get to his/her archives, we are 

proposing concept of composite key Encryption and deduce 

a complete CSE scheme. Our research and analysis 

produces satisfactory results and proper solution to create 

sensitive real time data sharing into the groups on open 

distributed storage (e.g. cloud storage). 

In this scheme, user will face only s single trapdoor when 

he wants to query all documents shared by owner of 

documents. In any case, if a client needs to inquiry over 

reports shared by numerous proprietors, he should produce 

different trapdoors to the cloud. Reducing number of 

trapdoors is still under futuristic research work. In addition, 

unified mists have pulled in a great deal of consideration 

these days, yet our CSE can't be connected for this situation 

specifically. It is likewise a future work to give the answer 

for CSE an account of combined mists.  
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