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Abstract: 

Privacy preservation is currently changing 

into essential in today’s net world. These 

days on-line Social networks have become 

most well liked and that they are aforesaid 

to grow speedily in close to future. These 

social networks offer several suggest that for 

sharing info among varied users. Great 

amount of information are being shared 

through these networks that brings together 

with it a high advanced risk of inconsistency 

and security problems. The knowledge that's 

shared through these social networks isn't 

secured and there's a high risk of 

information being hacked or lost. Although 

these networks shall offer many ways of 

security and privacy over the shared 

knowledge there are still ways by which the 

knowledge will get corrupted. The most 

downside happens attributable to sharing of 

resources among friends that puts the 

resource into a lot of vulnerable condition. 

There are several learning algorithms 

accessible that may simply break the safety 

techniques that are created to shield the 

info. For the on top of mentioned downside  

 

there are several solutions that are 

discovered and still several current. There 

are humungous works that has been 

undertaken as a result of social networks 

are aforesaid to be growing speedily and 

because the quantity of data or information 

the safety breaches associated with these 

valuable resources conjointly will increase. 

therefore during this paper we've got 

introduced a brand new thought of privacy 

providing security to the information’s that 

are being shared in social networks 

particularly icon sharing. As a result of 

pictures or photos uploaded could also be 

sensitive and corruption of such resource 

will result in surprising dishonorable. 

Because the results of varied analysis it's 

found that heap of breaches happens 

attributable to unwanted links related to the 

resource. Therefore we've got introduced the 

thought of removing knowledge together 

with the links that are related to such 

sensitive resources. 
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1. INTRODUCTION 

Data mining in social Network will extend 

researchers' capability to understanding new 

phenomena attributable to the employment 

of social network and conjointly improve 

business intelligence to produce higher 

services and develop innovative 

opportunities. Social networks area unit 

platforms that enable individuals to publish 

details regarding themselves and to attach to  

different members of the network through 

friendly relationship links. Social networks 

model social relationships by graph 

structures victimization vertices and edges. 

Vertices model individual social actors in a 

very network, whereas edges model 

relationships between social actors. Many 

various forms of social networks gift in our 

lives like friendly relationship networks, call 
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networks, and domain co-authorship 

networks. Recently, the recognition of such 

on-line social networks is increasing 

considerably. As an example, social network 

knowledge may be used for selling 

merchandise to the correct customers. At a 

similar time, privacy issues will stop such 

efforts in applies [1]. We tend to explore 

however the on-line social network 

knowledge may be accustomed predict some 

individual personal attribute that a user isn't 

willing to disclose (e.g., political or non 

secular affiliation) and explore the result of 

doable knowledge cleaning alternatives on 

preventing such personal info outflow. 

1.1 Inference attacks on Social Network 

Data  

Information appearing private means give 

the rights of people to control that who can 

access their private information. To stop 

private information leakage, it is very 

important to be well informing of the ways 

in which can attacks a social network to 

learn users‟ private sensitive information. 

Studies on the challenges of protecting the 

privacy of individuals in social networks 

have find out only in the few years, and they 

have focus on assuming the identity of 

nodes based on structural properties In 

addition, a social networking site has its 

business needs to encourage to users for 

easily find each other and expand their 

friendship networks as widely as possible. 

Hence, social media poses new security 

challenges to avoid security threats to users 

and organizations. With the variety of 

personal information assumed in user 

profiles (e.g., information about other users 

and user networks may be indirectly 

accessible), individuals may put themselves 

and members of their social networks at risk 

for a variety of attacks. 

1.2 Objective of the Attack  

An adversary attacking some data may have 

various objectives ranging from identifying 

the home of the target to reconstructing his 

social network, or even obtaining knowledge 

of his to:  

 Identify places, called Points of 

Interests (POIs) which characterize 

the interests of an individual [17]. 

POI may be the school or place of 

work of an individual or story books 

or political party. Disclosing the 

POIs of a particular person is likely 

to cause a privacy as this data may 

be used for infer sensitive 

information such as hobbies, 

religious beliefs, political 

preferences or even potential 

diseases.  

 Assume the movement of an 

individual such as his school, 

college or current working area 

[12].From the movement patterns, it 

is possible to deduce other PII such 

as the mode of transport, the age or 

even the lifestyle.  

 Learn the behaviour of an 

individual from the knowledge of 

his POIs and movement patterns. 

From this information, the adversary 

can derive a clearer understanding 

about the interests of an individual 

as well as his behaviour than simply 

from his movement location.  

 Link the records of the same 

individual, which can be contained 

in different or same datasets, either 

anonym zed or different 

pseudonyms. This is the private 

equivalent of the statistical 

disclosure risk in which privacy is 

measured according to the risk of 

linking the record of the same 

individual in two different 

databases.  



  

 

International Journal of Research (IJR)   Vol-1, Issue-10 November 2014   ISSN 2348-6848 

            

 

P a g e  | 760 

 Find out social relations between 

individuals by considering that two 

individuals that are in contact during 

a non-negligible amount of time 

where they was share some kind of 

social link. 

2. RELATED WORK 

Lars Backstrom, Cynthia Dwork and Jon 

Kleinberg consider an attack against an 

anonymized network. In their model, the 

network consists of only nodes and edges. 

Detail values are not included. The goal of 

the attacker is simply to identify people. 

Backstrom and Kleinberg consider a 

“communication graph,” in which nodes are 

e-mail addresses, and there is a directed 

edge (u, v) if u has sent at least a certain 

number of e-mail messages or instant 

messages to v, or if v is included in u‟s 

address book. Here they will be considering 

the “purest” form of social network data, in 

which there are simply nodes corresponding 

to individuals and edges indicating social 

interaction, without any further annotation 

such as time-stamps or textual data. Michael 

Hay, Gerome Miklau, David Jensen, Philipp 

Weis, and Siddharth Srivastava consider 

several ways of anonymizing social 

networks. Advances in technology have 

made it possible to collect data about 

individuals and the connections between 

them, such as email correspondence and 

friendships. Agencies and researchers who 

have collected such social network data 

often have a compelling interest in allowing 

others to analyze the data.Hay et al. and Liu 

and Terzi consider several ways of 

anonymizing social networks. Our work 

focuses on inferring details from nodes in 

the network,not individually identifying 

individuals. He et al. consider ways to infer 

private information via friendship links by 

creating a Bayesian network from the links 

inside a social network. While they crawl a 

real social network, Live Journal, they use 

hypothetical attributes to analyze their 

learning algorithm. Compared to Jianming 

He approch, provide techniques that can 

help with choosing the most effective details 

or links that need to be removed for 

protecting privacy. Sen and Getoor compare 

various methods of link-based classification 

including loopy belief propagation, mean 

field relaxation labeling, and iterative 

classification. They rate each algorithm in 

terms of its robustness to noise, both in 

attribute values and correlations across links. 

And also compare the performance of these 

classification methods &various types of 

correlations across links. Zheleva and 

Getoor attempt to predict the private 

attributes of users in four real-world data 

sets: Facebook, Flickr, Dogster, and 

BibSonomy. They do not attempt to actually 

anonymize or sanitize any graph data. 

Zheleva and Getoor work provides a 

substantial motivation for the need of the 

solution proposed in our work. Talukder et 

al. propose a method of measuring the 

amount of information that a user reveals to 

the outside world and which automatically 

determines which information (on a per-user 

basis) should be removed to increase the 

privacy of an individual. 

 3.  SECURITY THREATS IN SOCIAL 

NETWORKS 

One of the main concerns of social network 

providers is the security of user data. Users 

share personal data on social networks 

without being fully aware of consequences. 

An individual‟s context in the social 

network can be used to extract sensitive 

information. Using the context to extract 

information can be achieved through social 

phishing. For the security perspective, a 

social network can be treated as a graph and 

it is manipulated in some way to hide the 

information. The social networks providers 

need the private data for advertisement to 

generate revenues. Hence, it is a trade-off 
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between providing security to users and 

releasing the same data to advertising 

companies. While the data are meant for the 

advertisers, attackers can take advantage of 

it as well. Providing this balance is 

challenging as the size and complexity of 

the data increases. 

A. Anonymization 

Providers of social network are said to use 

wider range of privacy preserving 

techniques to protect the resources. Among 

those algorithms one main concept is said to 

be anonymization. Anonymization in 

general refers to removal of unwanted 

information in the workspace. The anonym 

zed image is said to exist virtually in the 

environment even after removing it from the 

workspace. The strength of an algorithm can 

be measured in terms of information loss. To 

compare algorithms we have to first analyze 

the privacy and security policies followed by 

each algorithm. Based on the study 

conducted Facebook users are concerned 

about who can access their personal 

information. While most users (60%) trust 

their friends almost completely with their 

personal information, significantly fewer 

(18%) trust Facebook (the company) to the 

same degree, and even fewer (6%) trust 

strangers. Yet Facebook does not provide 

privacy to its users providing access to third 

party applications. 

B. Link Generalization 

This is the method that uses the concept of 

sharing underlying links that are connected 

with the particular resource owned by 

different people. The resources that the user 

shares in the social network are mostly in 

the form of links. Thus we use the method of 

link hiding to proving security for the data 

shared. The link for the particular data that 

is shared by the users are being hidden from 

third party for the purpose of proving data 

security. This method would be more secure 

than the anonymization technique of data 

protection because links are the basic 

structure that forms the social network. 

4. HOW FACEBOOK EXPLOITS USER 

INFORMATION 

You have willingly told Facebook who are 

your friends, What are your hobbies, how 

old you are, and your address and whether 

you are in a relationship or not. Facebook 

knows about what you like and dislike what 

your interests in, what your favorite movies 

and songs, simply from the updates you 

share and the 'like' buttons you press. The 

important question is: Are you happy with 

Facebook to exploit about you? Today, 

Facebook has huge capabilities to collect, 

store and analyze data, what we call 'big 

data analytic'. But Facebook goes beyond 

simply analyzing and 'mining' the user 

profile data you have shared and the up-

dates you have written. In USA it is revealed 

how Facebook tracks you across the Web. 

Basically, when user creates an account, 

Facebook inserts a 'tracking cookie' into user 

Web browser that allows Facebook to track 

each website users are visiting. This means 

you are logged into Facebook and browse 

the web (completely separately from your 

Facebook activities) Facebook knows what 

different sites you are visiting. Survey 

reports say that whenever user click a 

Facebook 'like' button on any website, user 

preference is not only shared with user 

friends and on user profile, but data about 

user interests is sent back to Facebook's 

servers, ready to sold to their advertising 

partners. Personal data are shared when a 

user starts using more apps with Friends via 

Facebook. It has been reported that signing 

up for these applications will provide control 

to those app owners to gain access over 

user„s personal information„s even those that 

are meant to be private. Facebook has also 

invested in image processing and 'face 
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recognition' capabilities, that basically allow 

Facebook to track user, because it knows 

what user and user friends look like from the 

photos user have shared. It can search the 

Internet and all other Facebook profiles that 

will find pictures of you and your friends. 

 Inference Techniques  

Here we present there are some algorithms 

and methods that can be used as inference 

techniques to infer private information:  

 Clustering is a form of unsupervised 

learning in that tries to group 

different objects that are similar in 

the same cluster while putting 

objects that are dissimilar in different 

clusters. This algorithm can be used 

to find out the POIs of one particular 

individual if it is fed only with his 

data or the generic hotspots and if it 

is given the data of a whole 

population.  

 Data coming from social applications 

is a most available source of 

information that the attackers might 

draw attack to the privacy of 

individuals. Example of social 

application is Google Latitude that 

offers the possibility of real-time on 

a map the movements of friends who 

have previously agreed to this 

service by confirming this on a SMS 

received on their phone.  

  Data coming from public sources is 

a potential source of knowledge that 

can be exploited by the adversary. 

For instance, by using Google Maps 

and Yahoo! Maps the adversary can 

easily reconstruct the path followed 

by an individual between two 

consecutive mobility traces. 

5. EXISTING SYSTEM AND ISSUES 

Although in many ways a user offers 

consent„when they sign up to an online site, 

most are unaware of the implications of 

voluntarily providing personal information 

on profiles as well as not being aware of 

how this information may be processed. An 

individual can lose control of their data 

when a digital dossier of personal 

information is generated. This occurs when 

profiles on social networks sites can be 

downloaded and stored over time by site 

operators for back up purposes so as 

incrementally create a digital dossier of 

personal information. This can also occur 

out of the control of the user as users friends 

on their sites can write a comment about 

them on another friends profile or tag„the 

individual in photos. It is in this way that 

profile information has the potential to be 

used in ways that he user did not intend and 

stored for n definite periods. Since the cost 

of disk storage and downloading is 

constantly being reduced, it is possible to 

take snapshots „of a whole network for 

storage or back up purposes.  

The main threat associated with digital 

dossier aggregation for young users is when 

future employees or colleges are able to 

perform searches that may bring up data or 

even compromising photos that an 

individual thought either no longer existed 

or not possible for that source to obtain. 

Losing control in this way may be in conflict 

with the Purpose Specification and Use 

Limitation Principles as an individual‟s 

personal data is not being used in a way they 

believed or told it would. 

6. PROPOSED SYSTEM 
 

 The proposed framework concentrates on 

the issue of private data spillage for people 

as an immediate aftereffect of their 

movements as being some piece of an online 

informal community f-concept Facebook 

application for the Photo sharing in 



  

 

International Journal of Research (IJR)   Vol-1, Issue-10 November 2014   ISSN 2348-6848 

            

 

P a g e  | 763 

application server, called Data Controller. 

Data Controller can access user‟s basic 

information and content. It is used to 

retrieve information about the photos that 

are shared by the user along with the 

resources where they are tagged in. The user 

can access Data Controller in Facebook 

applications and make the essential privacy 

settings over the shared resources. This 

approach follows relationship based access 

model to specify attribute relation with all 

other users connected through Facebook. 

Privacy conflict occurs when two users 

disagree on whom the shared data item 

should be exposed to. Hence the important 

fact is to consider tradeoff between privacy 

protection and data sharing when resolving 

privacy conflicts.  

 

 
Fig 1 Working of Data Controller 

Advantages of Proposed System: 

 It discusses the problem of sanitizing 

a social network to prevent inference 

of social network data and then 

examines the effectiveness of those 

approaches on a real-world data set. 

 In order to protect privacy, both 

details and the underlying link 

structure of the graph are sanitized. 

That is, some information from a 

user‟s profile is deleted and some 

links between friends are removed. 

  It also examines the effects of 

generalizing detail values to more 

generic values. 

 

7. CONCLUSION 

 

Photo sharing through social networking 

sites permits wide selection of individuals 

transfer and communicates socially with one 

another. Several users have lost management 

over their identity and resources as different 

users will transfer and tag unwanted photos. 

a lot of in addition, users got to manage their 

identity through the contents of photos 

across large quantity of audience or users 

and folks in their social networks. Users 

would like some a lot of tools to permit 

them to regain management over their 

privacy of profile, and manage their privacy 

choices. User‟s need these reasonably tools 

defend their resources and personal data 

from strangers or any anonymous activities 

thus on protect their knowledge moreover on 

have a secured access over the social 

network. Even supposing Facebook has 

intensive privacy management, users need a 

lot of fine-grained controls over the 

accessibility of private photos joined with 

them. Where as this study targeted on 

Facebook adding similar options in different 

social networking sites. For instance, Flickr 

recently intercalary the power to tag photos. 

Thus, the considerations and problems 

discovered are going to be applicable to 

different social networking sites with image 

sharing of these sites still grow in quality 

and users add a lot of and a lot of photos, the 

user privacy desires are vital to permit safe 

and comfy participation on these on-line 

networks. 
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