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ABSTRACT: The research concept is
evidence of the interest that the EMH has
drawn in both the investment and academic
circles. The bulk of this evidence is from
developed markets in the United States and
Europe. Little is known about the efficiency
of emerging markets, especially those in
Africa. The studies available on African
stock markets mostly made use of indices
data. The modify Markets Hypothesis
implies and degree of market efficiency is
related to environmental factors
characterizing market ecology many number
of competitors in the market, The magnitude
of profit opportunities is adaptability of the
market participants. Number of the behavior
lists cite as violations of rationality that are
inconsistent with market efficiency loss
aversion, overconfidence, overreaction,
mental accounting, and other behavioral
biases evolutionary model of individuals
adapting to a changing locations simple

heuristics. We take market structure and

design the cyber criminals have evolved
towards a market design that is similar to
legitimate thriving, in-line forum markets
such as eBay. Accordingly the present
unprecedented model researchers to tap into
these underground cybercriminal
communities to develop better insights in
collaborative cybercrime activities so as to
combat the ever increasing number of

cybercrimes.

Index Terms: Cybercrime, black markets,
security economics, vulnerabilities, exploits,

Evilseed,
1. INTRODUCTION

The burgeoning rise in small cyber activity
over the last several decades has drawn
significant attention from law enforcement
corporate IT originations and the public-at-
large. The common model to springs from a
natural desire to security and defend people

property and society implement increasingly
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sophisticated technology barriers [1]. All for
the purpose of keeping the high-tech
criminal at bay. While this pragmatic
outcome take reaction is understandable and
necessary given the serious stakes involved
its long term strategic efficacy is debatable
take cybercrime activity and impacts
continue unabated [2]. This new framework
is based on the well-known principles of
evolutionary  biology and ultimately
institutional and individual fortunes. In this
paradigm the EMH may be viewed as the
frictionless ideal that would exist if there
were no capital market imperfections such
as transaction costs taxes, institutional
rigidities, and limits to the cognitive and
reasoning abilities of market participants [3].
While this pragmatic outcome focused
reaction is understandable and necessary
given the serious stakes involved its long
term strategic efficacy is debatable,
considering that cybercrime activity and

impacts continue unabated [4].
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Fig No.1. CRIMINAL MOTIVES:

It is important [5] to different possess
advanced skills and open access to
sophisticated information and
communication  technologies (ICT) is
historically possessed relatively higher
levels of education and income. Academic
research is shown strong negative links
many criminal activity and socioeconomic

indicators such as education

2. DYNAMICS COMPETITION
AND MARKET ECOLOGY

One final schema of the AMH framework to
find management is the insight that
innovation is the key to survival. The EMH
suggests the certain levels of expected
returns are achieved simply by bearing a

sufficient degree of risk. The AMH implies
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that the rewrite relation varies through time
and that a better way of achieving a
consistent level of expected returns is to
adapt to changing market conditions [6].
The natural model breadth and diversity in
their skills is taken By evolving a
multiplicity of capabilities that are suited to
a variety of environmental conditions,
investment managers is likely to become
extinct as a result of rapid changes in those
conditions. And by acknowledging that
changes in business conditions in influence
many investment performance and investor
preferences [7]. Like motherhood and apple
pie, innovation is an easy concept to
embrace. It takes on an urgency that is
generally missing from most financial
decision-making paradigms such as the
EMH modern portfolio schema and the
CAPM. Innovation and modify the primary
drivers of survival certain flexibility and
open-mindedness to change the difference
between survival and extinction in financial
markets [8].

The AMH has a clear implication for all
financial market participants: survival is
ultimately the only objective that matters.

Fig No 2. EMH Model
A. Market Regulator

Some of the African stock markets is
established on the back of poor regulatory
and legislative frameworks. This explains
some markets lack the capacity to deal with
capital market dynamics [9]. Legislations to
prevent insider trading is either inadequate
and where they exist, enforcement is often
poor. The successful finding of African
markets into the world financial system
requires regulatory frameworks that conform
to international standards. A sense of
fairness and financial discipline in the
market In most countries the regulator is a
government agency the central bank finance

ministry commission [10]
B. Market Price Valuation Rooted

The use of market price is deriving solely
from the efficient markets hypothesis. In
fact a very different conceptual framework
is demands the used market price: “no
arbitrage pricing.” Rather, pricing requires
that one use market price simply because
market price reflects reality this is the price
at which one can sell or “realize the value
of” an asset [11]. This situation in which a

firm intend to sell its assets is highly
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relevant because the premise of GAAP
accounting is that the firm is a “going
concern” and not in liquidation. Indeed the
apparent disconnect many premise of “no
arbitrage market pricing” and “going
concern” 1is so striking that one might be
tempted to argue that market pricing is
inconsistent with the premise of going
concern This argument is specious. Market
price rooted in no arbitrage pricing fact,
consistent with going concern via the

concept of imputation [12].
3. DNS QUERIES GADGET

The DNS queries gadget analyzes recursive
DNS (RDNS) traces. The goal is to identify
the domain names of compromised landing
pages that are likely to lead to malicious
pages. The gadget works in two steps: First
it leverages temporal relationships in a DNS
trace to identify domains that are likely
connected to malicious domains. More
precisely, the gadget checks for queries for
domain DL “shortly before” a query for
domain DP, which is known to host

malicious pages [13].

Seed: The seed used by the DNS queries
gadget consists of all the domains that are

known to host malicious pages.

Expansion: This gadget’s expansion relies
on the fact that, often, a large number of
infected pages contain links to a single,
malicious page, and that DNS traces expose
these connections. In practice, we passively
monitor the recursive DNS traffic generated
by a large user base. This traffic can be
collected deploying a sensor in front of the
RDNS server of a network [14].

A. HOST-IP CLUSTERS (HIC):

Since these topologically dedicated hosts
and their HICs play a central role in linking
different malicious paths together, it
becomes important to detect them for
breaking the malicious infrastructures. In
our research, We come up with a new
topology-based technique designed to catch
these hosts without relying on the semantics
of the attacks they are involved in.
Intuitively these dedicated hosts are rather
easy to reach from the dark side of the Web
while extremely hard to reach from the
bright side [15].

1) Our algorithm achieves a high
detection rate. Even with a small set
of seed malicious HICs we can

discover a large number of other
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malicious HICs, with an expansion
rate of 12 times.

2) Our detection algorithm is general
across the use of different malicious
seeds, including drive-by downloads
and Twitter spam in our experiments.

3) For the set of dedicated malicious
hosts that serve as TDSes, they are
much more long-lived than doorways
or exploit sites. They receive
malicious traffic from new attack
campaigns over time.

4) Our study shows that even after
TDSes are taken down, they continue
to receive a large amount of traffic,
10 times more than legitimate parked
domains [16].

This calls for a broadening of our
understanding about the nature of
cybercrime, its sources of risk, and
approaches to dealing with it in future. ICTs
are also enabling new, unexpected criminal
opportunities such as trespassing, identity
theft, and denial of service attacks. Existing
criminal coding frameworks do not
sufficiently capture the prevalence or risks
from such emergent technology related

crime.

B. Mark-to-Model

One of the features of the financial crisis
was the phenomenon of “mark-to-model.”
various assets had previously been valued
based upon market information; when
markets imploded and there were no market
clearing transactions firms resorted to
valuation models to place a value on these
assets. Mark-to-model was the flashpoint for
quite a bit of controversy

The proposal to simultaneously display both
appraisal value and also market price would
have significantly reduced two of the
problematic aspects of mark-to-model:

1. First, one of the serious problems of
mark-to-model is the inherent
conflating of market price and
appraisal value; having previously
committed to using market price
switching to appraisal value is a
complete paradigm shift in the
underlying valuation framework

2. Second, switching from mark-to-
market to mark-to-model makes a
sloppy intellectual assertion: that
when there previously had been a
market price that has now

evaporated,

4. PROPOSAL
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Market price is an important indicator for
valuation purposes, but it is not perfect;
there are times when market value provides
an inaccurate and distorted view of value.
Appraisal value also is an important and
legitimate approach to valuation, but it too is
imperfect; there are times when appraisal
value provides an inaccurate picture of
value. Moreover, the availability of two
different valuation bases could create an
irresistible temptation to adopt one basis
during good times and then to switch the

valuation method  when conditions
deteriorate [17].
Market | Appraisal Market | Appraisal

Price Value Price Value

Assets Liahilittes

Faquity

Exhibit 3: Sample Conceptual Balance Sheet

5. DATA AND METHODOLOGY

The markets studied in this paper are Egypt,

Kenya, Zimbabwe, Morocco, Mauritius,

Tunisia, Ghana, Namibia, Botswana and the
West African Regional Stock Exchange in
Cote d’Ivoire.5 The data used in this study
are daily closing stock prices and volume
traded for individual stocks. Morocco and
Mauritius were obtained from DataStream
and comparisons were made with samples
from the respective stock exchanges and/or
stockbrokers to determine reliability and
accuracy. A stock is included in the sample
as long as it has been listed for the entire
period under consideration; it has not been
part of an acquisition or merger during the
period under review it has not been
suspended from trade for a period longer
than a week; and it has enough data points to
make a meaningful analysis. The period
examined for each market which also shows
the thin-tradingé frequencies for each
market [18].

6. CONCLUSIONS AND FUTURE
WORK

The paper investigated weak-form efficiency
of ten African stock markets using the runs
test methodology for serial dependency.
Returns were calculated on a trade-to-trade
basis and weighted by the number of days
between trades. Serious thin-trading was

observed on all markets, and more so for
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Namibia and Botswana, the two markets
with significant dual-listed stocks on the
JSE. In all the markets studied. A significant
number of stocks rejected the random walk.
We propose that one should always measure
and record two Kkey perspectives of
valuation: market price and appraisal value.
Both market price and appraisal value are
imperfect measures of value with known
weaknesses, but each has significant
strengths that complement each other when
used in concert. it does show that rigorously
and well maintained underground markets
are possible and do exist. The underground
economy should be seen, rather than a
confused and unorganized group of
criminals scamming other criminals, as a
well-organized and administered source of
risk that makes for an interesting venue for

future research.
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